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LEARNING OBJECTIVES: 

The major objectives of this lesson are to: 

 Discuss the origins of the Internet 

 Identify the key technology concepts behind the Internet 

 Describe the role of Internet protocols and utility programs 

 Explain the current structure of the Internet 

 Describe the potential capabilities of Internet  

 Discuss the various applications of Internet. 
 

2.1.0  INTRODUCTION : 

 The Internet has revolutionized the computer and communications world 

like nothing before. The invention of the telegraph, telephone, radio and computer 
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set the stage for this unprecedented integration of capabilities. The Internet is at 

once a world-wide broadcasting capability, a mechanism for information 

dissemination and a medium for collaboration and interaction between individuals 

and their computers without regard for geographic location. 

 The history of Internet revolves around distinct aspects. There is the 

technological evolution that began with early research on packet switching and the 

ARPANET (and related technologies), and where current research continues to 

expand the horizons of the infrastructure along several dimensions, such as scale, 

performance and higher level functionality. There is the operations and 

management aspect of a global and complex operational infrastructure. There is the 

social aspect, which resulted in a broad community of Internauts working together 

to create and evolve the technology. And there is the commercialization aspect, 

resulting in an extremely effective transition of research results into a broadly 

deployed and available information infrastructure. 

 The Internet today is a widespread information infrastructure, the initial 

prototype of what is often called the National (or Global or Galactic) Information 

Infrastructure. Its history is complex and involves many aspects - technological, 

organizational, and community. And its influence reaches not only to the technical 

fields of computer communications but throughout society as we move toward 

increasing use of online tools to accomplish electronic commerce, information 

acquisition, and community operations. 

2.1.1 DEFINITION OF THE INTERNET 

 There is no single, generally agreed upon answer to this question because 

the Internet is different for each of us. One technically correct way to talk about the 

Internet is to say that it is "the network formed by the cooperative interconnection 

of computing networks". In fact, the word "INTERNET" was coined from the words 

"interconnection" and "network". What this jargon means is that hundreds of 

connecting networks, usually made up of different kinds of computers and different 

technologies, are put together so smoothly that the individual parts appear to be 

one network.  

 As the business operations are becoming global, where one has to have 

connectivity with global customers, other organizations etc and this connectivity is 

done by connecting many LANs using Wide Area Networks. These inter connected 

networks are generally known as inter-networks or popularly known as Internet. 

We can define Internet as a network of networks, which connects different 

organizations, to share information, resources etc. These networks enable end 

users to communicate with other users on other LANs, so that one can access 

the computing resources, databases etc. of other locations and organizations. These 
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networks for their connectivity rely on inter-network processors like switches, routers 

hub gateways etc. 

2.1.1.1  INTRANET 

 The basic goal of many organizations is to create connectivity between each 

and every branches of the organization. The network which connects the various 

locations and gives connectivity within the organization is called Intranet. These 

networks are limited to the organization for which they are setup. These Intranets 

can be connected to other Intranets and extranets forming Internet. 

 Intranets are designed to be open, with security, whose web browsing software 

provide easy access to the information available on internal websites to the end 

users. These internal websites may be designed by company, its business units, 

departments, workgroups etc.    For example, a marketing department may design 

an Intranet website, so that anyone can know about their products and services 

and have detail information about them. 

2.1.1.2  EXTRANETS 

 These are those networks, which link some of the intranets of the company 

with those of its business partners, customers, suppliers, consultants etc., who can 

access selected Intranet websites and company's databases. Most of the 

organizations establish private extranets among themselves, so that they can be 

real business partners, who share information, resources etc. Instead of private 

extranets, organizations can also use the Internet, to establish network 

connections between them. Some organizations use Virtual Private Networks 

(VPNs) to establish secure Intranets and Extranets. 

2.1.1.3  VIRTUAL PRIVATE NETWORKS (VPNS) 

 This is a secure network, which uses the Internet as its main back bone 

network, but for security reasons uses firewalls and other security features for its 

Internet and Extranet connections. These VPNs will enable a company to use 

Internet to establish secure Intranets, between distant branches, plants etc. and 

also secure Extranets between itself and its business partners. 

2.1.1.4  CLIENT/SERVER NETWORKS 

 The Client/Server architecture has become a predominate architecture for 

enterprise wide computing. This architecture is used widely in network computing, 

where the computing power is distributed and inter connected throughout various 

companies, which are networked forming client/server networks. These 

client/server networks are interconnected by LANs and share processing and 

resources. In these networks, the end user PC or NC workstations are known 

as clients, which are connected to network servers, which do the processing as 

well as the management of networks, giving the name client/server to this network 

type. 
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2.1.2  ORIGIN OF THE INTERNET 

 The first recorded description of the social interactions that could be enabled 

through networking was a series of memos written by J.C.R. Licklider of MIT in 

August 1962 discussing his "Galactic Network" concept. He envisioned a globally 

interconnected set of computers through which everyone could quickly access data 

and programs from any site. In spirit, the concept was very much like the Internet 

of today. Licklider was the first head of the computer research program at DARPA, 

starting in October 1962. 

 Leonard Kleinrock at MIT published the first paper on packet switching 

theory in July 1961 and the first book on the subject in 1964. Kleinrock convinced 

Roberts of the theoretical feasibility of communications using packets rather than 

circuits, which was a major step along the path towards computer networking. The 

other key step was to make the computers talk together. To explore this, in 1965 

working with Thomas Merrill, Roberts connected the TX-2 computer in Mass. to the 

Q-32 in California with a low speed dial-up telephone line creating the first 

(however small) wide-area computer network ever built. The result of this 

experiment was the realization that the time-shared computers could work well 

together, running programs and retrieving data as necessary on the remote 

machine, but that the circuit switched telephone system was totally inadequate for 

the job. Kleinrock's conviction of the need for packet switching was confirmed. 

 In late 1966 Roberts went to DARPA to develop the computer network 

concept and quickly put together his plan for the "ARPANET", publishing it in 1967. 

In August 1968, after Roberts and the DARPA funded community had refined the 

overall structure and specifications for the ARPANET, an RFQ was released by 

DARPA for the development of one of the key components, the packet switches 

called Interface Message Processors (IMP's). Kleinrock's Network Measurement 

Center at UCLA was selected to be the first node on the ARPANET. By the end of 

1969, four host computers were connected together into the initial ARPANET, and 

the budding Internet was off the ground. Computers were added quickly to the 

ARPANET during the following years and work proceeded on completing a 

functionally complete Host-to-Host protocol and other network software.  

 In October 1972 Kahn organized a large, very successful demonstration of 

the ARPANET at the International Computer Communication Conference (ICCC). 

This was the first public demonstration of this new network technology to the 

public. It was also in 1972 that the initial "hot" application, electronic mail was 

introduced. In March Ray Tomlinson at BBN wrote the basic email message send 

and read software, motivated by the need of the ARPANET developers for an easy 

coordination mechanism. In July, Roberts expanded its utility by writing the first 

email utility program to list, selectively read, file, forward and respond to messages. 
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From there email took off as the largest network application for over a decade. This 

was a harbinger of the kind of activity we see on the World Wide Web today, 

namely, the enormous growth of all kinds of "people-to-people" traffic. 

2.1.3  THE INITIAL INTERNETTING CONCEPTS 

 The original ARPANET grew into the Internet. Internet was based on the idea 

that there would be multiple independent networks of rather arbitrary design, 

beginning with the ARPANET as the pioneering packet switching network. The 

Internet as we now know it embodies a key underlying technical idea, namely that 

of open architecture networking. In this approach, the choice of any individual 

network technology was not dictated by particular network architecture but rather 

could be selected freely by a provider and made to interwork with the other 

networks through a meta-level "Internetworking Architecture". Up until that time 

there was only one general method for federating networks. This was the traditional 

circuit switching method where networks would interconnect at the circuit level, 

passing individual bits on a synchronous basis along a portion of an end-to-end 

circuit between a pair of end locations.  

 In an open-architecture network, the individual networks may be separately 

designed and developed and each may have its own unique interface which it may 

offer to users and/or other providers including other Internet providers. Each 

network can be designed in accordance with the specific environment and user 

requirements of that network. There are generally no constraints on the types of 

network that can be included or on their geographic scope. The idea of open-

architecture networking was first introduced by Kahn shortly after having arrived at 

DARPA in 1972. At the time, the program was called "Internetting".  

 Thus, Kahn decided to develop a new version of the protocol which could 

meet the needs of an open-architecture network environment. This protocol would 

eventually be called the Transmission Control Protocol/Internet Protocol (TCP/IP). 

 Four ground rules were critical to Kahn's early thinking: 

 Each distinct network would have to stand on its own and no internal 

changes could be required to any such network to connect it to the Internet. 

 Communications would be on a best effort basis. If a packet didn't make it to 

the final destination, it would shortly be retransmitted from the source. 

 Black boxes would be used to connect the networks; these would later be 

called gateways and routers. There would be no information retained by the 

gateways about the individual flows of packets passing through them, 

thereby keeping them simple and avoiding complicated adaptation and 

recovery from various failure modes. 

 There would be no global control at the operations level.  

Other key issues that needed to be addressed were: 
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 Algorithms to prevent lost packets from permanently disabling 

communications and enabling them  

 to be successfully retransmitted from the source. 

 Providing for host to host "pipelining" so that multiple packets could be 

enroute from source to destination at the discretion of the participating 

hosts, if the intermediate networks allowed it. 

 Gateway functions to allow it to forward packets appropriately. This included 

interpreting IP headers for routing, handling interfaces, breaking packets 

into smaller pieces if necessary, etc. 

 The need for end-end checksums, reassembly of packets from fragments and 

detection of duplicates, if any. 

 The need for global addressing 

 Techniques for host to host flow control. 

 Interfacing with the various operating systems 

 There were also other concerns, such as implementation efficiency, 

internetwork performance, but these were secondary considerations at first.  

 In the spring of 1973, after starting the internetting effort, Kahn asked Vint 

Cerf (then at Stanford) to work with him on the detailed design of the protocol. They 

teamed up to spell out the details of what became TCP/IP. 

 The original Cerf/Kahn paper on the Internet described one protocol, called 

TCP, which provided all the transport and forwarding services in the Internet. Kahn 

had intended that the TCP protocol support a range of transport services, from the 

totally reliable sequenced delivery of data (virtual circuit model) to a datagram 

service in which the application made direct use of the underlying network service, 

which might imply occasional lost, corrupted or reordered packets. 

 However, the initial effort to implement TCP resulted in a version that only 

allowed for virtual circuits. This model worked fine for file transfer and remote login 

applications, but some of the early work on advanced network applications, in 

particular packet voice in the 1970s, made clear that in some cases packet losses 

should not be corrected by TCP, but should be left to the application to deal with. 

This led to a reorganization of the original TCP into two protocols, the simple IP 

which provided only for addressing and forwarding of individual packets and the 

separate TCP, which was concerned with service features such as flow control and 

recovery from lost packets. For those applications that did not want the services of 

TCP, an alternative called the User Datagram Protocol (UDP) was added in order to 

provide direct access to the basic service of IP. 

 There were other applications proposed in the early days of the Internet, 

including packet based voice communication (the precursor of Internet telephony), 

various models of file and disk sharing, and early "worm" programs that showed the 
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concept of agents (and, of course, viruses). A key concept of the Internet is that it 

was not designed for just one application, but as a general infrastructure on which 

new applications could be conceived, as illustrated later by the emergence of the 

World Wide Web.. 

2.1.4  DEVELOPMENTS IN INTERNET CONCEPTS AND TECHNOLOGY  

 DARPA let three contracts to Stanford (Cerf), BBN (Ray Tomlinson) and UCL 

(Peter Kirstein) to implement TCP/IP (it was simply called TCP in the Cerf/Kahn 

paper but contained both components). The Stanford team, led by Cerf, produced 

the detailed specification and within about a year there were three independent 

implementations of TCP that could interoperate. 

 This was the beginning of long term experimentation and development to 

evolve and mature the Internet concepts and technology. Beginning with the first 

three networks (ARPANET, Packet Radio and Packet Satellite) and their initial 

research communities, the experimental environment has grown to incorporate 

essentially every form of network and a very broad-based research and development 

community. With each expansion have come new challenges. 

 Widespread development of LANS, PCs and workstations in the 1980s 

allowed the emerging Internet to flourish. Ethernet technology, developed by Bob 

Metcalfe at Xerox PARC in 1973, became the dominant network technology in the 

Internet and PCs and workstations the dominant computers. This change resulted 

in a number of new concepts and changes to the underlying technology. First, it 

resulted in the definition of three network classes (A, B, and C) to accommodate the 

range of networks. Class A represented large national scale networks (small 

number of networks with large numbers of hosts); Class B represented regional 

scale networks; and Class C represented local area networks (large number of 

networks with relatively few hosts). 

 A major shift occurred as a result of the increase in scale of the Internet and 

its associated management issues. To make it easy for people to use the network, 

hosts were assigned names, so that it was not necessary to remember the numeric 

addresses. Originally, there were a fairly limited number of hosts, so it was feasible 

to maintain a single table of all the hosts and their associated names and 

addresses. The shift to having a large number of independently managed networks 

(e.g., LANs) meant that having a single table of hosts was no longer feasible, and 

the Domain Name System (DNS) was invented by Paul Mockapetris of USC/ISI. The 

DNS permitted a scalable distributed mechanism for resolving hierarchical host 

names (e.g. www.acm.org) into an Internet address. 

 Thus, by 1985, Internet was already well established as a technology 

supporting a broad community of researchers and developers and was beginning to 

be used by other communities for daily computer communications. Electronic mail 
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was being used broadly across several communities, often with different systems, 

but interconnection between different mail systems was demonstrating the utility of 

broad based electronic communications between people. 

2.1.5  WIDESPREAD TRANSITION 

 By the same time that the Internet technology was being experimentally 

validated and widely used amongst a subset of computer science researchers, other 

networks and networking technologies were being pursued. Early networks 

(including ARPANET) were purpose-built - i.e., they were intended for, and largely 

restricted to, closed communities of scholars; there was hence little pressure for the 

individual networks to be compatible and indeed, they largely were not. In addition, 

alternate technologies were being pursued in the commercial sector. 

 When Steve Wolff took over the NSFNET program in 1986, he recognized the 

need for a wide area networking infrastructure to support the general academic and 

research community, along with the need to develop a strategy for establishing 

such infrastructure on a basis ultimately independent of direct federal funding. 

Policies and strategies were adopted to achieve that end. Such was the weight of the 

NSFNET program's that by 1990 when the ARPANET itself was finally 

decommissioned, TCP/IP had supplanted or marginalized most other wide-area 

computer network protocols worldwide, and IP was well on its way to becoming the 

bearer service for the Global Information Infrastructure. 

2.1.6 FORMATION OF THE COORDINATION MECHANISM 

The Internet is as much a collection of communities as a collection of technologies, 

and its success is largely attributable to both satisfying basic community needs as 

well as utilizing the community in an effective way to push the infrastructure 

forward. This community spirit has a long history.  In the late 1970's, recognizing 

that the growth of the Internet was accompanied by a growth in the size of the 

interested research community and therefore an increased need for coordination 

mechanisms, Vint Cerf, then manager of the Internet Program at DARPA, formed 

several coordination bodies - an International Cooperation Board (ICB), to 

coordinate activities with some cooperating European countries centered on Packet 

Satellite research, an Internet Research Group which was an inclusive group 

providing an environment for general exchange of information, and an Internet 

Configuration Control Board (ICCB).  The ICCB was an invitational body to assist 

Cerf in managing the burgeoning Internet activity. By 1985 there was a tremendous 

growth in the more practical/engineering side of the Internet. This growth was 

complemented by a major expansion in the community. No longer was DARPA the 

only major player in the funding of the Internet. 

In 1992, reorganization took place. In 1992, the Internet Activities Board 

was re-organized and re-named the Internet Architecture Board operating under 
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the auspices of the Internet Society. A more "peer" relationship was defined between 

the new IAB and Internet Engineering Steering Group (IESG), with the Internet 

Engineering Task Force (IETF) and IESG taking a larger responsibility for the 

approval of standards. Ultimately, a cooperative and mutually supportive 

relationship was formed between the IAB, IETF, and Internet Society, with the 

Internet Society taking on as a goal the provision of service and other measures 

which would facilitate the work of the IETF. 

The recent development and widespread deployment of the World Wide Web 

has brought with it a new community, as many of the people working on the WWW 

have not thought of themselves as primarily network researchers and developers. A 

new coordination organization was formed, the World Wide Web Consortium (W3C). 

Initially led from MIT's Laboratory for Computer Science by Tim Berners-Lee (the 

inventor of the WWW) and Al Vezza, W3C has taken on the responsibility for 

evolving the various protocols and standards associated with the Web. Thus, 

through the over two decades of Internet activity, we have seen a steady evolution of 

organizational structures designed to support and facilitate an ever-increasing 

community working collaboratively on Internet issues. 

2.1.7  FUTURE OF THE INTERNET 

 October 24, 1995, the Federal Networking Council (FNC) unanimously passed a 

resolution defining the term Internet. This definition was developed in consultation 

with members of the internet and intellectual property rights communities.  

 RESOLUTION: The Federal Networking Council (FNC) agrees that the 

following language reflects our definition of the term "Internet". "Internet" refers to 

the global information system that -- (i) is logically linked together by a globally 

unique address space based on the Internet Protocol (IP) or its subsequent 

extensions/follow-ons; (ii) is able to support communications using the 

Transmission Control Protocol/Internet Protocol (TCP/IP) suite or its subsequent 

extensions/follow-ons, and/or other IP-compatible protocols; and (iii) provides, uses 

or makes accessible, either publicly or privately, high level services layered on the 

communications and related infrastructure described herein. 

 The Internet has changed much in the two decades since it came into 

existence. It was conceived in the era of time-sharing, but has survived into the era 

of personal computers, client-server and peer-to-peer computing, and the network 

computer. It was designed before LANs existed, but has accommodated that new 

network technology, as well as the more recent ATM and frame switched services. It 

was envisioned as supporting a range of functions from file sharing and remote 

login to resource sharing and collaboration, and has spawned electronic mail and 

more recently the World Wide Web. But most important, it started as the creation of 

a small band of dedicated researchers, and has grown to be a commercial success.  
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 One should not conclude that the Internet has now finished changing. The 

Internet, although a network in name and geography, is a creature of the computer, 

not the traditional network of the telephone or television industry. It will, indeed it 

must, continue to change and evolve at the speed of the computer industry if it is to 

remain relevant. It is now changing to provide such new services as real time 

transport, in order to support, for example, audio and video streams. The 

availability of pervasive networking (i.e., the Internet) along with powerful affordable 

computing and communications in portable form (i.e., laptop computers, two-way 

pagers, PDAs, cellular phones), is making possible a new paradigm of nomadic 

computing and communications. 

 This evolution will bring us new applications. It is evolving to permit more 

sophisticated forms of pricing and cost recovery, a perhaps painful requirement in 

this commercial world. It is changing to accommodate yet another generation of 

underlying network technologies with different characteristics and requirements, 

from broadband residential access to satellites. New modes of access and new 

forms of service will spawn new applications, which in turn will drive further 

evolution of the net itself. 

 The most pressing question for the future of the Internet is not how the 

technology will change, but how the process of change and evolution itself will be 

managed. As we know, the architecture of the Internet has always been driven by a 

core group of designers, but the form of that group has changed as the number of 

interested parties has grown. With the success of the Internet has come a 

proliferation of stakeholders - stakeholders now with an economic as well as an 

intellectual investment in the network. We now see, in the debates over control of 

the domain name space and the form of the next generation IP addresses, a 

struggle to find the next social structure that will guide the Internet in the future. 

The form of that structure will be harder to find, given the large number of 

concerned stake-holders. At the same time, the industry struggles to find the 

economic rationale for the large investment needed for the future growth, for 

example to upgrade residential access to a more suitable technology. If the Internet 

stumbles, it will not be because we lack for technology, vision, or motivation. It will 

be because we cannot set a direction and march collectively into the future. 

2.1.8  INTERNET APPLICATIONS 

 Before 1990 traditionally the Internet and its predecessors had the main 

applications of Electronic mail, News, File transfer and Remote login. Up until the 

early 1990s, the Internet was largely populated by academic, government, and 

industrial researchers. One new application, the WWW (World Wide Web) changed 

all that and brought millions of new, nonacademic users to the net. We will look at 

these applications in the following discussion. 
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2.1.8.1  ELECTRONIC MAIL 

 Electronic mail, or e-mail, as it is known to its many fans, has been 

around for over two decades. Before 1990, it was mostly used in academia. During 

the 1990s, it became known to the public at large and grew exponentially to the 

point where the number of e-mails sent per day now is vastly more than the 

number of snail mail (i.e., paper) letters. Email is a store-and-forward application 

on the Internet. 

 E-mail, like most other forms of communication, has its own conventions 

and styles. In particular, it is very informal and has a low threshold of use. 

People who would never dream of calling up or even writing a letter to a Very 

Important Person do not hesitate for a second to send a sloppily-written e-mail. 

 Email is a store-and-forward application. This means a message can be sent 

to someone not currently connected to the Internet. The message can remain in the 

system until the recipient retrieves it. 

 The email application allows a user to send messages over a private network 

or the global Internet. Email supports: 

 Sending a single message to one or more recipients. 

 Sending messages that include text, voice, video, or graphics. 

 Organization of message-based criteria such as priority. 

2.1.8.1.1 INVENTION OF E-MAIL 

 ARPANET developers had always considered information and resource 

sharing as one of their primary goals. In 1971 Ray Tomlinson of ARPANET sent the 

World's first e-mail, by adapting an existing, popular, time-share internal mail 

program and linking it to the new network file transfer technology that underpinned 

ARPANET's further activities. The first message was simply addressed to himself, 

sent from one computer to another, with the text 'Testing 1-2-3'. The next thing he 

did was to address a message to all ARPANET users explaining the availability of 

'electronic mail' and giving instructions on how to address mail to another user 

using the convention – user's log-in name @ host computer name - which is still 

the basis of e-mail today. 

 That was a start, but it was still unbelievably crude. The only way to know 

what was in a message was to open it in its entirety. The messages had to be read 

in the order they were received. They read as pieces of continuous text (rather like a 

teletext message today). The reading process and sending process took place via 

two completely separate programs. What was needed was a system to make the 

entire operation more user-friendly... a piece-of-cake given the computer expertise 

concentrated around ARPANET. Innovations followed thick and fast. As a result of 

these developments, by the summer of 1972 (within twelve months of the first 
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message) most of the facilities that we recognise in current e-mail programs were 

already in place.It did not take long for e-mail to establish its own particular style. 

It was more like a post-card than a letter, or perhaps more accurately, more like an 

office memorandum (with its headings "To:", "From:", "Subject:" and "cc".  

 The style of e-mail communication was one reason behind the success of the 

new medium. We are in the 1970s, when the stuffiness and hierarchy associated 

with society in the 1950s had already been swept away. The 'bluntness' of the 

medium was no longer seen as threatening but, instead conveyed a feeling of 

intimacy and immediacy. But there were other advantages. For example, as long as 

the cost of keeping computer links open was carried by the computing centre, it 

was a much cheaper medium than the telephone. Moreover, unlike a telephone, one 

could always keep a copy of the communication. And, finally, although 

communication was virtually simultaneous, the recipient did not actually have to 

be present to receive the message.  

2.1.8.1.2 EMAIL AND SNAIL MAIL 

 Email can be compared and contrasted with regular mail, which is often 

referred to as snail mail. 

ADVANTAGES 

Email has several advantages over snail mail: 

 It is faster. In normal traffic hours, an email message can only take a few 

seconds or minutes to reach the destination if the recipient is in the same 

country or region; it may take a few hours to reach an overseas recipient. 

Snail mail usually takes a couple of days, if not a week or two, to reach its 

destination.  

 It is easier to distribute to a group of recipients. The sender creates a 

distribution list that contains the email addresses of all recipients. The list is 

given a group name. The email is sent using the group name as the virtual 

recipient. The email is delivered to all recipients on the list. In other words, a 

group name can be used instead of a single recipient. For example, if your 

clients are categorized according to geographical location, you might have 

group names such as clients_east, clients_west and so on. With snail mail 

separate envelopes must be sent to each individual in the group. 

 It is less expensive. Sending an email is essentially free today if we ignore 

the cost of being connected to the Internet, which can be justified for other 

purposes. Sending letters via post office or other couriers is actually more 

costly than just the price of postage. To find the true cost of sending a letter, 

we need to add the cost of office supplies (paper, etc.), the cost of typing the 

letter, and the cost of delivering the letter to the post office. 



PGDCA                                          PAPER - V 13

 It can be less time-consuming. The first emails were friendly, informal 

messages. This tradition has found its way into business today. Email 

exchanged between organizations tends to be less formal than letters. This 

means less time and effort on both sides to accomplish the same task. 

DISADVANTAGES 

There are some issues associated with the sending of email: 

 An email cannot be certified. Although the sender can check to see if the 

receiver 

has received the mail, it cannot be used as legal proof. If we need a signature 

from the recipient, we still need to use the services of snail mail or some 

other courier service. 

 The privacy of email is still an open question. Although several software 

packages are on the market to make email confidential, it cannot be 

guaranteed unless everyone uses one of these packages. 

 Email messaging is subject to abuse. Unwanted and unsolicited email is a 

nuisance and can fill mailboxes much like junk mail. In addition, there is 

the threat of viruses and other potentially damaging code attached to email. 

2.1.8.1.3 EMAIL COMPONENTS 

 The sending of electronic mail in the Internet requires these components: 

user agents (UAs), mail transfer agents (MTAs) and the protocol that controls mail 

delivery— Simple Mail Transfer Protocol (SMTP). 

2.1.8.1.3.1 USER AGENT (UA) 

 The user agent is software installed on the user computer that reads, 

replies, forwards, saves, and composes messages. In the beginning of the electronic 

mail era, the popular user agents such as Berkeley Mail, Pine, and Elm were text-

based. Today, user agents such as Eudora, Microsoft's Outlook and Netscape's 

Messenger use a GUI (graphic user interface) to provide the users with a menu or 

window environment and allow the sending of text and multimedia. 

 So a user agent controls the composing, reading, forwarding, replying, and 

saving of email messages. The user agent is not responsible for sending or receiving 

email. 

2.1.8.1.3.2 MAIL TRANSFER AGENT (MTA) 

 The actual mail transfer requires a mail transfer agent (MTA). To send mail, 

a system must have a client MTA, and to receive mail, a system must have a server 

MTA. The client MTA is installed on the user's computer. The client and the server 

MTA are installed on a computer that is used as the mail server. 

 So the task of sending and receiving email is done by a mail transfer agent 

(MTA). 
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2.1.8.1.3.3   SIMPLE MAIL TRANSFER PROTOCOL 

 Simple mail transfer protocol (SMTP) is the protocol that defines the 

relationship between the UAs and MTAs, defines the format of the message to be 

transferred, and defines the type of the characters to be used. 

 The formal protocol for electronic mail in the Internet is Simple Mail Transfer 

Protocol or SMTP. 

2.1.8.1.4 MAIL DELIVERY 

 Now that we know the components of electronic mail, let us show how mail 

is delivered from the sender to the receiver. The delivery of email from the 

sender to the receiver takes place in three stages. 

First Stage 

 In the first stage, the email goes from the user agent to the local server. The 

mail is stored here until the remote server is available. The user agent uses 

SMTP client software and the local server uses SMTP server software. The 

message is stored in a queue to be sent when the remote mail server is ready 

for receiving. 

Second Stage 

 In the second stage, the email is relayed by the local server, which now acts 

as the SMTP client, to the remote server, which is now the SMTP server. The 

email is delivered to the remote server, not to the remote user agent. The 

reason is that SMTP messages must be received by a server that is always 

running since mail can arrive at any time. However, people often turn off 

their computers at the end of the day, and those with laptops or mobile 

computers do not normally have them on all the time. So usually an 

organization (or an ISP) assigns a computer to be the email server and runs 

the SMTP server program. The email is received by this mail server and 

stored in the mailbox of the user for later retrieval. 

Third Stage 

 In the third stage, the remote user agent uses a mail access protocol such as 

POP3 or EMAP4 (both discussed in the next section) to access the mailbox 

and retrieve the mail. 

2.1.8.1.5 MAIL ACCESS PROTOCOLS 

 The stored mail remains in the mail server until it is retrieved by the 

recipient through an access protocol. Currently two mail access protocols are 

available: Post Office Protocol, version 3 (POP3) and Internet Mail Access Protocol 

(IMAP). 

POP Post Office Protocol (POP) is simple but limited in functionality. The client 

POP software is installed on the recipient computer; the server POP software 

is installed on the mail server. 
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 Mail access starts with the client when the user needs to download the 

received email from the mailbox on the mail server. The client (user agent) 

sends the user name and password to access the mailbox. The user can 

then list and retrieve the mail messages, one by one. 

IMAP POP has several deficiencies. It does not allow the user to organize mail on 

the server. The user cannot have different folders on the server. (Of course, 

the user can create folders on her own computer.) In addition, POP does not 

allow the user to check the contents of the mail before downloading. 

 A second popular mail access protocol, Internet Mail Access Protocol (MAP), 

can handle these deficiencies. IMAP, though similar to POP, has more 

features and is more powerful and complex. 

IMAP provides the following extra functions: 

 A user can check the email header prior to downloading. 

 A user can search the contents of the email prior to downloading. 

 A user can partially download email. This is especially useful if the 

 user  has limited capacity and the email is long. 

 A user can create, delete, or rename mailboxes on the mail server. 

 A user can create a hierarchy of mailboxes in a folder for email 

 storage. 

The version of IMAP in use today is version 4. 

2.1.8.1.6  EMAIL ADDRESSES 

 A mail handling system must have a unique addressing system to deliver 

mail. The addressing system used by SMTP consists of two parts: a local part and a 

domain name, separated by an @ sign. 

Local Part 

 The local part defines the name of a special file, called the user mailbox, 

where all of the mail received for a user is stored for retrieval by the user 

agent. 

Domain Name 

 The second part of the address is the name of a computer. An organization 

usually selects one or more hosts to receive and send email. The computer 

name assigned to each mail server, the domain name, comes from a 

universal naming system called the domain name system (DNS). 

2.1.8.1.7   MULTIPURPOSE INTERNET MAIL EXTENSION (MIME) 

 SMTP is a simple mail transfer protocol. Its simplicity, however, comes with 

a price. SMTP can send messages only in NVT 7-bit ASCII format. It cannot be used 

for languages that are not supported by 7-bit ASCII characters (such as French, 
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German, Hebrew, Russian, Chinese, and Japanese). Also, it cannot be used to send 

binary files or video or audio data. 

 Multipurpose Internet Mail Extension (MIME) is a supplementary protocol 

that allows non-ASCII data to be sent through SMTP. MIME is not a mail protocol 

and cannot replace SMTP; it is only an extension to SMTP. 

 MIME transforms non-ASCII data at the sender site to NVT ASCII data and 

delivers it to the client SMTP to be sent through the Internet. The server SMTP at 

the receiving side receives the NVT ASCII data and delivers it to MIME to be 

transformed back to the original data  

 We can think of MIME as a set of software functions that transforms non-

ASCII data to ASCII data and vice versa. 

MIME has five header types that can be added to the original SMTP header section 

to define the transformation parameters: 

 MIME-Version 

 Content-Type 

 Content-Transfer-Encoding . . 

 Content-Id 

 Content-Description 

Each header defines one feature of the transformation. 

2.1.8.2  FILE TRANSFER APPLICATION 

 Another common user application is file transfer. We often need to 

electronically transfer files from one computer to another. Although email can be 

used for this purpose (as an attached document), there are some drawbacks. One 

problem is that the user who wants the remote file must first contact someone at 

the remote site to ask that the file be sent. This creates one extra communication 

and is inconvenient. The second problem is that the bandwidth assigned for email 

does not allow for quick transferral of a large file. Bandwidth is discussed in the 

future chapters; for the moment, think of bandwidth as the number of characters 

allowed on a connection. Transferring a large file needs a lot of bandwidth if we 

need it sent quickly. 

 Two applications are currently available for transferring files over the 

Internet: File Transfer Protocol (FTP) and Trivial File Transfer Protocol (TFTP). 

 

 

2.1.8.2.1 FILE TRANSFER PROTOCOL (FTP) 

 File Transfer Protocol (FTP) is the standard mechanism for one of the most 

common tasks on the Internet, copying a file from one computer to another. 
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Although file transfer from one system to another seems simple and straight-

forward, some problems must be dealt with first. For example, two systems may 

use different file name conventions. Two systems may have different ways to 

represent text and data. Two systems may have different directory structures. All of 

these problems have been solved by FTP in a very simple and elegant approach. 

 FTP differs from other client-server applications in that it establishes two 

connections between the hosts. One connection is used for data transfer, the other 

for control information (commands and responses). Separation of commands and 

data transfer makes FTP more efficient. The control connection uses very simple 

rules of communication. We need to transfer only a line of command or a line of 

response at a time. The data connection, on the other hand, needs more complex 

rules due to the variety of data types transferred. 

 Figure 2.1.1 shows the basic model of FTP. The client has three components: 

the user interface, the client control process, and the client data transfer process. 

The server has two components: the server control process and the server data 

transfer process. The control connection is made between the control processes. 

The data connection is made between the data transfer processes. 

 The control connection remains open during the entire interactive FTP 

session. The data connection is opened and then closed for each file transferred. It 

opens each time commands that involve transferring files are used, and it closes 

after the file is transferred. The two FTP connections, control and data, use different 

strategies and different port numbers. 
 

     Client        Server 

Figure 2.1.1 : File Transfer Protocol (FTP) 

 
 

Closed and Open FTP 

 The sites that run the FTP server to allow the user to access files on the site 

use one of two strategies. A site is either closed or open to the public. A closed FTP 

User 

Control 
Process Control 

Process 
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site allows only specific users to access files. The access is controlled by the user 

account and password. The public is not allowed to access files at these sites. 

 An open FTP site allows the public to access files. These sites offer what is 

called anonymous FTP. The user can use anonymous as the user name and guest 

as the password. User participation in this system is very limited. Some sites allow 

anonymous users only a subset of commands. For example, most sites allow the 

user to copy some files, but do not allow navigation through the file system. We 

show an example of anonymous FTP. We connect to internic.net and we assume 

there are public data available for transfer. 

2.1.8.2.2 TRIVIAL FILE TRANSFER PROTOCOL (TFTP) 

 There are occasions when we need to simply copy a file without the need for 

all of the functionalities of FTP. Trivial File Transfer Protocol (TFTP) is designed for 

these types of file transfer. It makes one single connection and transfers a small file 

quickly. However, this application is not universally available. 

2.1.8.3 WWW (WORLD WIDE WEB) 

 The World Wide Web is an architectural framework for accessing linked doc-

uments spread out over millions of machines all over the Internet. The World Wide 

Web (WWW), or the Web, is a repository of information spread all over the world 

and linked together.  

 In few years, it went from being a way to distribute high-energy physics data 

to the application that millions of people think of as being "The Internet." Its 

enormous popularity stems from the fact that it has a colorful graphical interface 

that is easy for beginners to use and it provides an enormous wealth of information 

on almost every conceivable subject. 

 The Web (also known as WWW) began in 1989 at CERN, the European 

center for nuclear research. CERN has several accelerators at which large teams of 

scientists from the participating European countries carry out research in particle 

physics. These teams often have members from half a dozen or more countries. 

Most experiments are highly complex and require years of advance planning and 

equipment construction. The Web grew out of the need to have these large teams of 

internationally dispersed researchers collaborate using a constantly changing 

collection of reports, blueprints, drawings, photos and other documents. 

The initial proposal for a web of linked documents came from CERN physicist Tim 

Berners-Lee in March 1982.1. The first (text-based) prototype was operational 18 

months later. In December 1991, a public demonstration was given at the 

Hypertext 91 conference in San Antonio, Texas. 

 The WWW has a unique combination of flexibility, portability, and user-

friendly features that distinguish it from other services provided by the Internet. 

The WWW today is a distributed client-server service, in which a client using a 
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browser can access a service using a server. However, the service provided is 

distributed over many locations called website.  

About WWW we will have a detailed discussion in another lesson. 

2.1.8.4 MULTIMEDIA 

 Multimedia (Lat. Multum + Medium) is media that uses multiple forms of 

information content and information processing (e.g. text, audio, graphics, 

animation, video, interactivity) to inform or entertain the (user) audience as shown 

in Figure 2.1.2. Multimedia also refers to the use of (but not limited to) electronic 

media to store and experience multimedia content. Multimedia is similar to 

traditional mixed media in fine art, but with a broader scope. The term "rich media" 

is synonymous for interactive multimedia. 
 

       
           TEXT                       AUDIO  ANIMATION 

 IMAGES 

 
VIDEO 

Figure 2.1.2 : Multimedia is a combination of content forms: 
  

 Multimedia may be broadly divided into linear and non-linear categories. 

Linear active content progresses without any navigation control for the viewer such 

as a cinema presentation. Non-linear content offers user interactivity to control 

progress as used with a computer game or used in self-paced computer based 

training. Non-linear content is also known as hypermedia content. 

 Multimedia presentations can be live or recorded. A recorded presentation 

may allow interactivity via a navigation system. A live multimedia presentation may 

allow interactivity via interaction with the presenter or performer. 

 Enhanced levels of interactivity are made possible by combining multiple 

forms of media content. Online multimedia is increasingly becoming object-oriented 



PGDCA                                          PAPER - V 20

and data-driven, enabling applications with collaborative end-user innovation and 

personalization on multiple forms of content over time. Examples of these range 

from multiple forms of content of web sites like photo galleries with both images 

(pictures) and title (text) user-updated, to simulations whose co-efficients, events, 

illustrations, animations or videos are modifiable, allowing the multimedia 

"experience" to be altered without reprogramming. 

2.1.8.4.1 HISTORY OF THE TERM 

 In 1965 the term Multi-media was used to describe the Exploding Plastic 

Inevitable, a performance that combined live rock music, cinema, experimental 

lighting and performance art. 

 In the intervening forty years the word has taken on a different meanings. In 

the late 1970's the term was used to describe presentations consisting of multi-

projector slide shows timed to an audio track. In the 1990's it took on its current 

meaning. In common usage the term multimedia refers to an electronically 

delivered combination of media including video, still images, audio, text in such a 

way that can be accessed interactively. Much of the content on the web today falls 

within this definition as understood by millions. 

WORD USAGE AND CONTEXT 

 Since media is the plural of medium, the term "multimedia" is a pleonasm if 

"multi" is used to describe multiple occurrences of only one form of media such as a 

collection of audio CDs. This is why it's important that the word "multimedia" is 

used exclusively to describe multiple forms of media. 

 The term "multimedia" is also ambiguous. Static content (such as a paper 

book) may be considered multimedia if it contains both pictures and text or may be 

considered interactive if the user interacts by turning pages at will. Books may also 

be considered non-linear if the pages are accessed non-sequentially. The term 

"video", if not used exclusively to describe motion photography, is ambiguous in 

multimedia terminology. Video is often used to describe the file format, delivery 

format, or presentation format instead of the form of information content such as 

moving illustrations or still pictures. Multiple forms of information content is often 

not considered multimedia if it doesn't contain modern forms of presentation such 

as audio or video. Likewise, single forms of information content with single methods 

of information processing (e.g. non-interactive audio) are often called multimedia, 

perhaps to distinguish static media from active media. 

2.1.8.4.2 MULTIMEDIA APPLICATIONS 

 Multimedia finds its application in various areas including, but not limited 

to, art, education, entertainment, engineering, medicine, mathematics, business, 

scientific research and spatial temporal applications. Below are the several 

examples as follows: 
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Professional 

 A presentation using Powerpoint. Corporate presentations may combine all 

forms of media 

Creative industries 

 Creative industries use multimedia for a variety of purposes ranging from 

fine arts, to entertainment, to commercial art, to journalism, to media and 

software services provided for any of the industries listed below. An 

individual multimedia designer may cover the spectrum throughout their 

career. Demand for their skills range from technical, to analytical, to 

creative. 

Commercial 

 Much of the electronic old and new media utilized by commercial artists is 

multimedia. Exciting presentations are used to grab and keep attention in 

advertising. Industrial, business to business, and interoffice 

communications are often developed by creative services firms for advanced 

multimedia presentations beyond simple slide shows to sell ideas or liven-up 

training. Commercial multimedia developers may be hired to design for 

governmental services and nonprofit services applications as well. 

Entertainment and fine arts 

 Virtual reality uses multimedia content. Applications and delivery platforms 

of multimedia are virtually limitless. In addition, multimedia is heavily used 

in the entertainment industry, especially to develop special effects in movies 

and animations. Multimedia games are a popular pastime and are software 

programs available either as CD-ROMs or online. Some video games also use 

multimedia features. 

 Multimedia applications that allow users to actively participate instead of 

just sitting by as passive recipients of information are called Interactive 

Multimedia. 

 In the Arts there are multimedia artists, whose minds are able to blend 

techniques using different media that in some way incorporates interaction 

with the viewer. One of the most relevant could be melding Cinema with 

Opera and all sorts of digital media. Another approach entails the creation of 

multimedia that can be displayed in a traditional fine arts arena, such as an 

art gallery. 

Education 

 In Education, multimedia is used to produce computer-based training 

courses (popularly called CBTs) and reference books like encyclopaedia and 

almanacs. A CBT lets the user go through a series of presentations, text 

about a particular topic, and associated illustrations in various information 
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formats. Edutainment is an informal term used to describe combining 

education with entertainment, especially multimedia entertainment. 

Engineering 

 In Engineering, especially in mechanical and automotive design, multimedia 

is primarily used for designing a machine or an automobile. This lets an 

Engineer view a product from various perspectives, zoom in on critical parts 

and do other manipulations, before actually producing it. This is known as 

computer-aided design (CAD) or computer-aided engineering (CAE). Software 

engineers may multimedia in Computer Simulations for anything from 

entertainment to training such as military or industrial training. Multimedia 

for software interfaces are often done as a collaboration between creative 

professionals and software engineers. 

Industry 

 In the Industrial sector, multimedia is used as a way to help present 

information to shareholders, superiors and coworkers. Multimedia is also 

helpful for providing employee training, advertising and selling products all 

over the world via virtually unlimited web-based technologies. 

Mathematical and Scientific Research 

 In Mathematical and Scientific Research, multimedia are mainly used for 

modelling and simulation. For example, a scientist can look at a molecular 

model of a particular substance and manipulate it to arrive at a new 

substance. 

Medicine 

 In Medicine, doctors can get trained by looking at a virtual surgery or they 

can simulate how the human body is affected by diseases spread by viruses 

and bacteria and then develop techniques to prevent it. 

Multimedia Messaging System 

 The Multimedia Messaging System, or MMS, is an application that allows 

one to send and receive messages containing Multimedia - related content. 

MMS is a common feature of most cell phones. An electronic multimedia 

encyclopedia can present information in better ways than traditional 

encyclopaedia, so the user has more fun and learns more quickly. For 

instance, an article on World War II can include hyperlinks to articles on 

countries involved in the war. When users click on a hyperlink, they are 

redirected to a detailed article about that country. In addition, it can include 

a video on the Pacific Campaign. It can also present maps pertinent to World 

War II. Hyperlinks let a user access information in a non-linear fashion as 

opposed to print materials which are essentially linear. This can speed-up 

learning and improve the user experience, when added to multiple elements 
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such as pictures, photographs, audio and video. (It is also said that some 

people learn better by seeing than reading and some others by listening). 

2.1.8.5 GENERAL-PURPOSE APPLICATION: TELNET 

The main task of the application layer is to provide services for users. For example, 

users want to be able to run different application programs at a remote site and 

create results that can be transferred to their local site. One way to satisfy these 

demands is to create different client-server application programs for each desired 

service. Programs such as file transfer programs (FTP and TFTP), email (SMTP), and 

so on are already available. But it would be impossible to write a specific client-

server program for each demand. 

 TELNET is a general-purpose client-server program that lets a user access 

any application program on a remote computer; in other words, it allows the user to 

log onto a remote computer. After logging on, a user can use the services available 

on the remote computer and transfer the results back to the local computer. 

 TELNET is an abbreviation for terminal network. TELNET enables the 

establishment of a connection to a remote system in such a way that the local 

terminal appears to be a terminal at the remote system. 

 Local Login When a user logs onto a local time-sharing system, it is called 

local login. As a user types at a terminal or at a workstation running a terminal 

emulator, the keystrokes are accepted by the terminal driver. The terminal driver 

passes the characters to the operating system. The operating system, in turn, 

interprets the combination of characters and invokes the desired application 

program or utility. The mechanism, however, is not as simple as it seems because 

the operating system may assign special meanings to special characters. For 

example, in UNIX some combinations of characters have special meanings, such as 

the combination of the control character with the character z means suspend; the 

combination of the control character with the character c means abort; and so on. 

Whereas these special situations do not create any problem in local login because 

the terminal emulator and the terminal driver know the exact meaning of each 

character or combination of characters, they may create problems in remote login. 

Which process should interpret special characters? The client or the server? We will 

clarify this situation later in this section. 

Remote Login When a user wants to access an application program or utility 

located on a remote machine, he or she performs remote login. Here the TELNET 

client and server programs come into use. The user sends the keystrokes to the 

terminal driver where the local operating system accepts the characters but does 

not interpret them. The characters are sent to the TELNET client, which transforms 

the characters to a universal character set called network virtual terminal 

characters and delivers them to the local TCP/IP stack 
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2.1.8.6 INTERNET SERVICES 

 Some people say "it's on the Internet" to describe where some information is 

located. In that sense, the word INTERNET is used to describe the services that can 

be reached using the interconnected networks. Some of those services include:  

 Free information on not-for-profit and political  organizations 

 Text of books, papers, and historical documents 

 Companies are able to serve their customers better, sell them more products 

and services, retrieve diverse strategic information from a distant and offer a 

cost advantage 

 Library catalogs 

 Usenet newsgroup and electronic mailing lists - forums in which you can 

discuss any of thousands of topics with people who share your interests 

 Archives of free or shareware software 

 Customer service information for commercial companies 

 Exploration for internet hackers 

 Games, music and all sorts of entertainment  

 Desktop video conferencing 

 Job fairs/interviews and much, much more.  

 Mailing facilities, talk etc. - communication medium 

 Virtual payments.  

 View the stocks 

 On-line newspapers 

 Electronic magazines 

 Airline reservations 

2.1.9  SUMMARY  

 The Internet represents one of the most successful examples of the benefits 

of sustained investment and commitment to research and development of 

information infrastructure. The original ARPANET grew into the Internet. Internet 

was based on the idea that there would be multiple independent networks of rather 

arbitrary design, beginning with the ARPANET as the pioneering packet switching 

network. The Internet as we now know it embodies a key underlying technical idea, 

namely that of open architecture networking 

 Before 1990 traditionally the Internet and its predecessors had the main 

applications of Electronic mail, News, File transfer and Remote login. E-mail is the 

ability to compose, send, and receive. Electronic mail has been around since the 

early days of the ARPANET and is enormously popular.  Many people get dozens 

of messages a day and consider it their primary way of interacting with the 

outside world, far outdistancing the telephone and snail mail. E-mail programs 
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are available on virtually every kind of computer these days. Newsgroups are 

specialized forums in which users with a common interest can exchange 

messages. Thousands of newsgroups exist, devoted to technical and non-technical 

topics, including computers, science, recreation and politics. Each newsgroup has 

its own etiquette, style, customs and woe betide anyone violating them. Using the 

telnet, rlogin, or ssh programs, users any where on the Internet can log on to any 

other machine on which they have an account, the application being called remote 

login. Using the FTP program, users can copy files from one machine on the 

Internet to another.  Vast numbers of articles, data bases and other information 

are available this way. 

 Up until the early 1990s, the Internet was largely populated by academic, 

government, and industrial researchers. One new application, the WWW (World 

Wide Web) changed all that and brought millions of new, nonacademic users to 

the net. This application, invented by CERN physicist Tim Berners-Lee, did not 

change any of the underlying facilities but made them easier to use. Together 

with the Mosaic browser, written by Marc Andreessen at the National Center for 

Supercomputer Applications in Urbana, Illinois, the WWW made it possible for a 

site to set up a number of pages of information containing text, pictures, sound, 

and even video, with embedded links to other pages. By clicking on a link, the 

user is suddenly transported to the page pointed to by that link.  

 Numerous other kinds of pages have come into existence in a very short 

time, including maps, stock market tables, library card catalogs, recorded radio 

programs, and even a page pointing to the complete text of many books. Many 

people also have personal pages (home pages). Much of this growth during the 

1990s was fueled by companies called ISPs (Internet Service Providers). These 

are companies that offer individual users at home the ability to call up one of their 

machines and connect to the Internet, thus getting access to e-mail, the WWW and 

other internet services.  

2.1.10 SELF-ASSESSMENT QUESTIONS 

1. Discuss the origin and development of Internet in detail. 

2. What are the different applications of Internet? Discuss one of these in 

detail. 

3. How is TFTP different from FTP? 

4. What is the difference between a user agent (UA) and a mail transfer     

agent(MTA)? 

5. Why is TELNET needed? 

6. Name the advantages of email over snail mail. 

       7. Multiple Choice Questions 

i) The purpose of the MTA is------- 
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 a) Message preparation 

 b) Envelope creation 

c) Sending messages across the Internet 

d) a and b 

ii) The UA is responsible for------. 

a) Message preparation 

b) Message forwarding 

c) Sending messages across the Internet 

d) a and b 

iii) A server provides a----------to a client 

 a) Service 

 b) Paradigm 

c) Browser 

d) None of the above 

iv) Email goes from the user agent to the------------- 

a) Local server 

b) Remote server 

c) Remote user agent 

d) Mailbox 

v) To transfer large files from one computer to another, -----------is the better 

choice. 

a) HTTP 

b) TFTP 

c) SMTP 

d) FTP 
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LEARNING OBJECTIVES: 

The major objectives of this lesson are to: 

 Discuss the concept of internetworking 

 Describe the various networking and internetworking devices. 

2.2.1  INTRODUCTION  

An internetwork is a collection of individual networks, connected by intermediate 

networking devices, that functions as a single large network. The first networks 

were time-sharing networks that used mainframes and attached terminals. Such 

environments were implemented by both IBM's Systems Network Architecture (SNA) 

and Digital's network architecture.  

Local-area networks (LANs) evolved around the PC revolution. LANs enabled 

multiple users in a relatively small geographical area to exchange files and 

messages, as well as access shared resources such as file servers and printers. 

Wide-area networks (WANs) interconnect LANs with geographically dispersed users 

to create connectivity. Some of the technologies used for connecting LANs include 

T1, T3, ATM, ISDN, ADSL, Frame Relay, radio links and others. New methods of 
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connecting dispersed LANs are appearing everyday. Today, high-speed LANs and 

switched internetworks are becoming widely used, largely because they operate at 

very high speeds and support such high-bandwidth applications as multimedia and 

videoconferencing.  

Internetworking evolved as a solution to three key problems: isolated LANs, 

duplication of resources and a lack of network management. Isolated LANs made 

electronic communication between different offices or departments impossible. 

Duplication of resources meant that the same hardware and software had to be 

supplied to each office or department, as did separate support staff. This lack of 

network management meant that no centralized method of managing and 

troubleshooting networks existed.  

Linking a number of LANs into an internet requires-additional internetworking 

devices designed to overcome obstacles to interconnection without disrupting the 

independent functioning of the networks. An internet is an interconnection of 

individual networks. Networking and internetworking devices are divided into four 

categories: repeaters, bridges, routers and gateways. Each of these four device 

types interacts with protocols at different layers of the OSI model. 

2.2.2 INTERNETWORK 

An internetwork is a collection of individual networks, connected by intermediate 

networking devices, that functions as a single large network.  

Internetworking refers to the industry, products, and procedures that meet the 

challenge of creating and administering internetworks. Figure 2.2.1 illustrates some 

different kinds of network technologies that can be interconnected by routers and 

other networking devices to create an internetwork.  

2.2.3 INTERNETWORKING CHALLENGES 

Implementing a functional internetwork is no simple task. Many challenges must 

be faced, especially in the areas of connectivity, reliability, network management 

and flexibility. Each area is key in establishing an efficient and effective 

internetwork.  

The challenge when connecting various systems is to support communication 

among disparate technologies. Different sites, for example, may use different types 

of media operating at varying speeds, or may even include different types of systems 

that need to communicate.  
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Figure 2.2.1 : Different Network Technologies Can Be Connected to Create an 

Internetwork 

Because companies rely heavily on data communication, internetworks must provide a 

certain level of reliability. This is an unpredictable world; so many large internetworks 

include redundancy to allow for communication even when problems occur.  

Furthermore, network management must provide centralized support and 

troubleshooting capabilities in an internetwork. Configuration, security, 

performance, and other issues must be adequately addressed for the internetwork 

to function smoothly. Security within an internetwork is essential. Many people 

think of network security from the perspective of protecting the private network 

from outside attacks. However, it is just as important to protect the network from 

internal attacks, especially because most security breaches come from inside. 

Networks must also be secured so that the internal network cannot be used as a 

tool to attack other external sites.  

Early in the year 2000, many major web sites were the victims of distributed denial 

of service (DDOS) attacks. These attacks were possible because a great number of 

private networks currently connected with the Internet were not properly secured. 

These private networks were used as tools for the attackers.  

Because nothing in this world is stagnant, internetworks must be flexible 

enough to change with new demands.  
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2.2.4  NETWORKING AND INTERNETWORKING DEVICES 

  As we know when two or more separate networks are connected for exchanging 

data or resources, they become an internetwork (or internet). Linking a number of 

LANs into an internet requires-additional internetworking devices called routers 

and gateways. These devices are designed to overcome obstacles to interconnection 

without disrupting the independent functioning of the networks. An internet is an 

interconnection of individual networks. To create an internet, we need internetworking 

devices called routers and gateways. 

Note: Do not confuse the term internet (lowercase i) with the Internet (uppercase 

/). The first is a generic term used to mean an interconnection of networks. The 

second is the name of a specific worldwide network. 

 As mentioned above, networking and internetworking devices are divided 

into four categories: repeaters, bridges, routers and gateways. Each of these four 

device types interacts with protocols at different layers of the OSI model. 

Repeaters act only upon the electrical components of a signal and are therefore 

active only at the physical layer. Bridges utilize addressing protocols and can 

affect the flow control of a single LAN; they are most active at the data link layer. 

Routers provide links between two separate but same-type LANs and are most 

active at the network layer. Finally, gateways provide translation services 

between incompatible-; LANs or applications and are active in all of the layers. 

Each of these internetworking devices also operates in all of the layers below the 

one in which it is most active. 

 
Figure 2.2.2 : Connecting Devices 

 

2.2.5 REPEATERS 

 A repeater (or regenerator) is an electronic device that operates on only the 

physic layer of the OSI model. Signals that carry information within a work can 
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travel a fixed distance before attenuation endangers the integrity of the data. A 

repeater installed on a link receives the signal before it becomes too weak or 

corrupted, regenerates the original bit pattern and puts the refreshed copy back 

onto the link. 

 A repeater allows us to extend only the physical length of a network. The 

repeater does not change the functionality of the network in any way (see Figure 

2.2.3). The two sections connected by the repeater in Figure are, in reality, one 

network. If station A sends a frame to station B, all stations (including C and D) will 

receive the frame, just as they would without the repeater. 

 The repeater does not have the intelligence to keep the frame from passing to 

the right side when it is meant for a station on the left. The difference is that, with 

the repeater, stations C and D receive a truer copy of the frame that would 

otherwise have been possible. 

 

 
Figure 2.2.3 : A Repeater 

 

 It is tempting to compare a repeater to an amplifier, but the comparison is 

inaccurate. An amplifier cannot discriminate between the intended signal and 

noise; it amplifies equally everything fed into it. A repeater does not amplify the 

signal; it regenerates it. 

 When it receives a weakened or corrupted signal, it creates a copy bit for 

bit, at the original strength. 

 The location of a repeater on a link is vital. A repeater must be placed so 

that a signal reaches it before any noise changes the meaning of any of its bits. A 

little noise can alter the precision of a bit's voltage without destroying its identity. 

If the corrupted bit travels much farther, however, accumulated noise can 
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change its meaning completely. At that point, the original voltage becomes 

unrecoverable and the error can be corrected only by retransmission. A repeater 

placed on the line before the legibility of the signal becomes lost can still read the 

signal well enough to determine the intended voltages and replicate them in their 

original form. 

2.2.6 Bridges 

 Bridges operate in both the physical and the data link layers of the OSI 

model. Bridges can divide a large network into smaller segments. They can 

also relay frames between two originally separate LANs. Unlike repeaters, 

however, bridges contain logic that allows them to keep the traffic for each 

segment separate. In this way, they filter traffic, a fact that makes them useful for 

controlling congestion and isolating problem links. Bridges can also provide 

security through this partitioning of traffic. 

 A bridge operates at the data link layer, giving it access to the physical 

addresses of all stations connected to it. When a frame enters a bridge, the 

bridge not only regenerates the signal but checks the address of the destination 

and forwards the new copy on to the segment to which the address belongs. As a 

bridge encounters a packet, it reads the address contained in the frame and 

compares that address with a table of all the stations on both segments. When it 

finds a match, it discovers to which segment the station belongs and relays the 

packet only to that segment. 

 

Figure 2.2.4 : A Bridge 

2.2.6.1 TYPES OF BRIDGES 

 To select between segments, a bridge must have a look-up table that 

contains the physical addresses of every station connected to it. The table 

indicates to which segment each station belongs. 
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2.2.6.1.1 SIMPLE BRIDGE 

 Simple bridges are the most primitive and least expensive type of bridge. A 

simple bridge links two segments and contains a table that lists the addresses of all 

the stations included in each of them. What makes it primitive is that these 

addresses must be entered manually. Before a simple bridge can be used, an 

operator must sit down and enter the addresses of every station. Whenever a new 

station is added, the table must be modified. If a station is removed, the newly 

invalid address must be deleted. The logic included in a simple bridge, therefore, is 

of the pass/no pass variety, a configuration that makes a simple bridge 

straightforward and inexpensive to manufacture. Installation and maintenance of 

simple bridges are time-consuming and potentially more trouble than the cost 

savings are worth. 

2.2.6.1.2 MULTIPORT BRIDGE 

A multiport bridge can be used to connect more than two LANs.  

2.2.6.1.3 TRANSPARENT BRIDGE 

 A transparent, or learning, bridge builds its table of station addresses on its 

own as it performs its bridge functions. When the transparent bridge is first 

installed, its table is empty. As it encounters each packet, it looks at both the 

destination and the source addresses. It checks the destination to decide where to 

send the packet. If it does not yet recognize the destination address, it relays the 

packet to all of the stations on both segments. It uses the source address to build 

its table. As it reads the source address, it notes which side the packet came from 

and associates that address with the segment to which it belongs.  

2.2.6.1.4   SPANNING TREE ALGORITHM BRIDGES 

 These are normally installed redundantly, which means that two LANs 

may be connected by more than one bridge. In this case, if the bridges are 

transparent bridges, they may create a loop, which means a packet may be going 

round and round, from one LAN to another and back again to the first LAN. To 

avoid this situation, bridges today use what is called the spanning tree algorithm.  

2.2.6.2   ISSUES FOR BRIDGES CONNECTING DIFFERENT LANS 

 Theoretically a bridge should be able to connect LANs using different 

protocols at the data link layer, such as an Ethernet LAN to a Token Ring LAN. 

However, there are many issues to be considered, some of which are mentioned 

below: 

■ Frame format. Frames sent by different LANs have different formats (compare 

an Ethernet frame with a Token Ring frame). 

■ Payload size. The size of the data that can be encapsulated in a frame varies 

from protocol to protocol (compare the maximum payload size of an Ethernet 
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frame with that of a Token Ring). 

■ Data rate. Different protocols use different data rates (compare the 10-Mbps 

data rate of an Ethernet with the 16-Mbps data rate of a Token Ring); the 

bridge should buffer the frame to compensate for this difference. 

■ Address bit order. The bit order of addresses in different LAN protocols is not 

the same; for example, a bridge should reverse an address if it is connecting an 

Ether net LAN to a Token Ring LAN. 

■ Other issues. There are other issues that should be resolved, such as 

acknowledgment, collision, and priority, which may be part of one LAN 

protocol but not the other. 

 However, there are bridges today that can handle all of these problems and 

can connect one type of LAN to another. 

2.2.7  ROUTERS 

 Repeaters and bridges are simple hardware devices capable of executing 

specific tasks. Routers are more sophisticated. They have access to network layer 

addresses and contain software that enables them to determine which of several 

possible paths between those addresses, is the best for a particular transmission. 

Routers operate in the physical, data link and network layers of the OSI model. 

 Routers relay packets among multiple interconnected networks. They route 

packets from one network to any of a number of potential destination networks on 

an internet. Figure 2.2.5 shows a possible internetwork of five networks. A packet 

sent from a station on one network to a station on a neighboring network goes 

first to the jointly held router, which switches it over to the destination network. If 

there is no one router connected to both the sending and receiving networks, the 

sending router transfers the packet across one of its connected networks to the 

next router in the direction of the ultimate destination. That router forwards the 

packet to the next router on the path, and so on, until the destination is reached. 

 Routers act like stations on a network. But unlike most stations, which 

are members of only one network, routers have addresses on and links to, two or 

more networks at the same time. In their simplest function, they receive packets 

from one connected network and pass them to a second connected network. 
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Figure 2.2.5 : Routers in an internet 
  

However, if a received packet is addressed to a node on a network of which the 

router is not a member, the router is capable of determining which of its 

connected networks is the best next relay point for the packet. Once a router has 

identified the best route for a packet to travel, it passes the packet along the 

appropriate network to another router. That router checks the destination 

address, finds what it considers the best route for the packet, and passes it to the 

destination network (if that network is a neighbor) or across a neighboring 

network to the next router on the chosen path. 

2.2.7.1 ROUTING CONCEPTS 

 As we have seen, the job of routers is to forward packets through a set of 

networks. Imagine, for example, that we want to move a packet from network A to 

network C via router (network) B. Often, however, more than one pathway exists 

between the point of origin and the point of destination. For example, the packet 

could reach network C by going through router D instead of router B, or possibly 

even going directly from A to C. Whenever there are multiple options, the router 

chooses the pathway. 

2.2.7.1.1 LEAST-COST ROUTING 

 But which path does it choose? The decision of the least-cost routing is 

based on efficiency: which of the available pathways is the cheapest or, in 

networking terminology, the shortest? A value is assigned to each link; the length 

of a particular route is equal to the total of the values of the component links. The 

term shortest, in this context, can mean either of two things depending on the 
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protocol. In some cases, shortest means the route requiring the smallest number of 

relays, or hops; for example, a direct link from A to D would be considered shorter 

than the route A-B-C-D even if the actual distance covered by the latter is the 

same or less. In other cases, shortest means fastest, cheapest, most reliable, most 

secure, or best of any other quality that can make one particular link (or 

combination of links) more attractive than another. Usually, shortest means a 

combination of all of these. 

 In routing the term shortest can mean the combination of many factors 

including shortest, cheapest, fastest, most reliable and so on. 

 When shortest means the pathway requiring the smallest number of 

relays, it is called hop-count routing, in which every link is considered to be of 

equal length and given the value one. Equal link values make hop-count 

routing simple: one-hop routes are always equal to one; two-hop routes are 

always equal to two, and so on. Routes need updating only when a link becomes 

unavailable. In that case, the value of the link becomes infinite and an alternate 

is found. Hop-count algorithms usually limit the routes known by a single router 

to those within 15 hops. For transmissions with special requirements (e.g., 

military transmissions that require highly secure lines), a particular hop-count 

algorithm may be customized. In such cases, some links will be given a value of 

one, while others will have higher values and will be avoided. Novell, AppleTalk, 

OSI, and TCP/IP protocols all use hop count as the basis for their routing 

algorithms. 

 Other protocols factor a number of qualities relevant to the functioning of 

a link before assigning a value to a link. These qualities can include speed, traffic 

congestion, and link medium (telephone line, satellite transmission, etc.). When all 

relevant factors for a particular link are combined, a number that represents the 

value or length of the link is issued. This number represents an assessment of 

efficiency, not a physical distance; thus, it is called the symbolic length of the 

link. 

 We can combine all of the factors affecting a link into one number and call 

that number the symbolic length of the link. 

  In some protocols, each link in a network is assigned a length based on 

whatever qualities are considered important to that network. If the link between 

two routers is half-duplex or full-duplex (has two-way traffic), the length of the 

link in one direction might be different from the length of the link in the other 

direction. The physical distance that the signal has to travel is not changed, but 

other factors, such as traffic load or quality of the cable, may differ. As with hop-

count routing, the decision of which route is best is based on shortest distance, 

calculated by totaling the lengths of every link used by a given path. In hop-count 
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routing, all three-hop paths have a total length of three and are considered longer 

than two-hop paths. When different links are assigned different lengths, however, 

the total length of a three-hop link may turn out to be shorter than that of a two-

hop link. 

2.2.7.2 NON-ADAPTIVE VERSUS ADAPTIVE ROUTING  

 Routing is classified as non-adaptive or adaptive: 

Non-adaptive Routing In some routing protocols, once a pathway to a 

destination has been selected; the router sends all packets for that destination 

along that one route. In other words, the routing decisions are not made based on 

the condition or topology of the networks. 

Adaptive Routing Other routing protocols employ a technique called adaptive 

routing, by which a router may select a new route for each packet (even packets 

belonging to the same transmission) in response to changes in condition and 

topology of the networks. Given a transmission from network A to network D, a 

router may send the first packet by way of network B, the second packet by way of 

network C, and the third packet by way of network Q, depending on which route is 

most efficient at the moment. 

2.2.8 GATEWAYS 

  Gateways potentially operate in all seven layers of the OSI model. A 

gateway is a protocol converter. A router by itself transfers, accepts and relays 

packets only across networks using similar protocols. A gateway, on the other hand, 

can accept a packet formatted for one protocol (e.g., AppleTalk) and convert it to a 

packet formatted for another protocol (e.g., TCP/IP) before forwarding it. 

 

 
Figure 2.2.6 : Gateway 

 A gateway is generally software installed within a router. The gateway understands 

the protocols used by each network linked into the router and is therefore able to 

translate from one to another. In some cases, the only modifications necessary are 

the header and trailer of the packet. In other cases, the gateway must adjust the 
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data rate, size, and format as well. Figure shows a gateway connecting an SNA 

network (IBM) to a NetWare network (Novell). 

2.2.9  SUMMARY  

  An internetwork is a collection of individual networks, connected by 

intermediate networking devices, that functions as a single large network. 

Networking and internetworking devices are divided into four categories: repeaters, 

bridges, routers and gateways. Each of these four device types interacts with 

protocols at different layers of the OSI model. Repeaters and bridges are simple 

hardware devices capable of executing specific tasks. A repeater (or regenerator) is 

an electronic device that operates on only the physic layer of the OSI model. A 

repeater installed on a link receives the signal before it becomes too weak or 

corrupted, regenerates the original bit pattern, and puts the refreshed copy back 

onto the link. Bridges operate in both the physical and the data link layers of the 

OSI model. Bridges can divide a large network into smaller segments. Bridges 

contain logic that allows them to keep the traffic for each segment separate. 

Routers operate in the physical, data link and network layers of the OSI model. 

Routers route packets from one network to any of a number of potential 

destination networks on an internet. Gateways potentially operate in all seven 

layers of the OSI model. A gateway is a protocol converter. A gateway can accept a 

packet formatted for one protocol and convert it to a packet formatted for another 

protocol forwarding it. 

2.2.10 SELF-ASSESSMENT QUESTIONS 

1. Discuss the concept of internetworking. What are the challenges in 

internetworking? 

2. What are the different connecting devices in internetworking? Discuss each 

in detail. 

3. Discuss the various types of bridges used in networking? 

4. What are the various issues related to bridges connecting Different LANs? 

5. Write note on the following: 

a) Least Cost Routing 

b) Adaptive and Non-adaptive Routing 
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LEARNING OBJECTIVES: 

The major objectives of this lesson are to: 

 Define Firewall. 

 Understand the environment of firewalls. 

 Discuss the factors affecting the choice of type of firewall. 

 Discuss different types of firewalls. 

 Discuss the advantages and disadvantages of different types of firewalls. 

2.3.1 INTRODUCTION  

 Firewall technology has matured to the extent that today’s firewalls can 

coordinate security with other firewalls and intrusion detection systems. They can 

scan for viruses and malicious code in electronic mail and web pages. Firewalls are 

now standard equipment for Internet connections. Home users who connect to 

commercial Internet service providers via dial-up or via cable/DSL are also using 

personal firewalls and firewall appliances to secure their connections.  
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 Firewall environments are made up of firewall devices and associated 

systems and applications designed to work together. For example, one site may use 

a firewall environment composed of a boundary router, a main firewall and 

intrusion detection systems connected to the protected network and the network 

between the router and main firewall. To provide secure remote access, the firewall 

may incorporate a virtual private network (VPN) server to encrypt traffic between 

the firewall and telecommuters or between the firewall and other sites on the 

Internet. The firewall environment may incorporate specialized networks for 

locating externally accessible servers such as for websites and email. The 

configuration of the firewall environment must be done carefully so as to minimize 

complexity and management, but at the same time provide adequate protection for 

the organization’s networks. As always, a policy is essential.  

 Firewalls are vulnerable themselves to mis-configurations and failures to 

apply needed patches or other security enhancements. Accordingly, firewall 

configuration and administration must be performed carefully and organizations 

should also stay current on new vulnerabilities and incidents. While a firewall is an 

organization’s first line of defense, organizations should practice a defense in depth 

strategy, in which layers of firewalls and other security systems are used 

throughout the network. Most importantly, organizations should strive to maintain 

all systems in a secure manner and not depend solely on the firewall to stop 

security threats. Organizations need backup plans in case the firewall fails. 

 Firewall technology has improved substantially since it was introduced in 

the early 1990s. The early firewall technology started with simple packet-filtering 

firewalls and progressed to more sophisticated firewalls capable of examining 

multiple layers of network activity and content. As the Internet has developed into 

the modern, complex network of today, Internet security has become more 

problematic, with break-ins and attacks now so commonplace as to be considered 

part of doing business. Now, firewall technology is a standard part of any 

organization’s network security architecture. Today, home users on commercial 

dial-in and cable/DSL connections routinely employ personal firewalls and firewall 

appliances. 

 Modern firewalls are able to work in conjunction with tools such as intrusion 

detection monitors and email/web content scanners for viruses and harmful 

application code. But firewalls alone do not provide complete protection from 

Internet-borne problems. As a result, they are just one part of a total information 

security program. 

 Generally firewalls are viewed as the first line of defense, however it may be 

better to view them as the last line of defense for an organization; organizations 
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should still make the security of their internal systems a high priority. Internal 

servers, personal computers, and other systems should be kept up-to-date with 

security patches and anti-virus software.  

 
Figure 2.3.1 : Firewall separating zones of trust 

 

2.3.2  TYPES OF FIREWALLS 

 There are several types of firewalls, ranging from boundary routers that can 

provide access control on Internet Protocol packets, to more powerful firewalls that 

can close more vulnerability in the TCP/IP protocol suite, to even more powerful 

firewalls that can filter on the content of the traffic. 

 The type of firewall to use depends on several factors, including the size of 

the site, the amount of traffic, the sensitivity of systems and data and the 

applications required by the organization. The choice of firewall should largely be 

driven by its feature set, rather than the type of firewall, however. A standard 

firewall configuration involves using a router with access control capability at the 

boundary of the organization’s network and then using a more powerful firewall 

located behind the router. 

2.3.2.1 PACKET FILTER FIREWALLS 

 The most basic, fundamental type of firewall is called a packet filter. Packet 

filter firewalls are essentially routing devices that include access control 

functionality for system addresses and communication sessions. The access control 

functionality of a packet filter firewall is governed by a set of directives collectively 

referred to as a rule-set. 

 In their most basic form, packet filters operate at Layer 3 (Network) of the 

OSI model. This basic functionality is designed to provide network access control 

based upon several pieces of information contained in a network packet: 

 The source address of the packet, i.e., the Layer 3 address of the computer 

system or device the network packet originated from (an IP address such as 

192.168.1.1).  

 The destination address of the packet, i.e., the Layer 3 address of the 

computer system or device the network packet is trying to reach (e.g., 

192.168.1.2). type of traffic, that is, the specific network protocol being used 
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to communicate between the source and destination systems or devices 

(often Ethernet at Layer 2 and IP at Layer 3).  

 Possibly some characteristics of the Layer 4 communications sessions, such 

as the source and destination ports of the sessions (e.g., TCP:80 for the 

destination port be-longing to a web server, TCP:1320 for the source port 

belonging to a personal computer accessing the server).  

 Sometimes, information pertaining to which interface of the router the 

packet came from and which interface of the router the packet is destined 

for; this is useful for routers with 3 or more network interfaces.  

2.3.2.1.1 OSI LAYERS ADDRESSED BY PACKET FILTERS 

 Packet filter firewalls are commonly deployed within TCP/IP network 

infrastructures; however, they can also be deployed in any network infrastructure 

that relies on Layer 3 addressing, including IPX (Novell NetWare) networks. 

 

Layer 7 -Application 

Layer 6 -Presentation 

Layer 5 -Session 

Layer 4 -Transport 

Layer 3 -Network 

Layer 2 –Data Link 

Layer 1 -Physical 

 

 In the context of modern network infrastructures, firewalling at Layer 2 is 

used in load balancing and/or high-availability applications in which two or more 

firewalls are employed to increase throughput or for fail-safe operations.Packet 

filtering firewalls and routers can also filter network traffic based upon certain 

characteristics of that traffic, such as whether the packet’s Layer 3 protocol might 

be the Internet Control Message Protocol (ICMP) – attackers have used this protocol 

to flood networks with traffic, thereby creating distributed denial-of-service (DDOS) 

attacks. Packet filter firewalls also have the capability to block other attacks that 

take advantage of weaknesses in the TCP/IP suite. 

2.3.2.1.2 BOUNDARY ROUTER  

 Packet filter firewalls have two main strengths: speed and flexibility. Since 

packet filters do not usually examine data above Layer 3 of the OSI model, they can 

operate very quickly. Likewise, since most modern network protocols can be 

accommodated using Layer 3 and below, packet filter firewalls can be used to 
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secure nearly any type of network communication or protocol. This simplicity 

allows packet filter firewalls to be deployed into nearly any enterprise network 

infrastructure. An important point is that their speed and flexibility, as well as 

capability to block denial-of-service and related attacks, makes them ideal for 

placement at the outermost boundary with an un-trusted network. The packet 

filter, referred to as a boundary router, can block certain attacks, possibly filter un-

wanted protocols, perform simple access control and then pass the traffic onto 

other firewalls that examine higher layers of the OSI stack. 

2.3.2.1.3 PACKET FILTER USED AS BOUNDARY ROUTER 

 The figure shows a packet filter used as a boundary router. The router 

accepts packets from the untrusted network connection, which typically would be 

another router owned or controlled by the Internet Service Provider (ISP). The router 

then performs access control according to the policy in place, e.g., block SNMP 

(Simple Network Management Protocol), permit HTTP (Hypertext Transport 

Protocol), etc. It then passes the packets to other more powerful firewalls for more 

access control and filtering operations at higher layers of the OSI stack. 

 
Figure 2.3.2 : A packet filter used as a boundary router 

 The figure 2.3.2 also shows an internal, less trusted network between the 

boundary router and an inner firewall, sometimes referred to as the external DMZ 

(Demilita-rized Zone) network.  

2.3.2.1.4 WEAKNESSES ASSOCIATED WITH PACKET FILTERS 

Packet filter firewalls also possess several weaknesses: 

 Because packet filter firewalls do not examine upper-layer data, they cannot 

prevent attacks that employ application-specific vulnerabilities or functions. 

For example, a packet filter firewall cannot block specific application 
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commands; if a packet filter firewall allows a given application, all functions 

available within that application will be permitted  

 Because of the limited information available to the firewall, the logging 

functionality present in packet filter firewalls is limited. Packet filter logs 

normally contain the same information used to make access control 

decisions (source address, destination address, and traffic type).  

 Most packet filter firewalls do not support advanced user authentication 

schemes. Once again, this limitation is mostly due to the lack of upper-layer 

functionality by the firewall.  

 They are generally vulnerable to attacks and exploits that take advantage of 

problems within the TCP/IP specification and protocol stack, such as 

network layer address spoofing. Many packet filter firewalls cannot detect a 

network packet in which the OSI Layer 3 addressing information has been 

altered. Spoofing attacks are generally employed by intruders to bypass the 

security controls implemented in a firewall plat-form.  

 Finally, due to the small number of variables used in access control 

decisions, packet filter firewalls are susceptible to security breaches caused 

by improper configurations. In other words, it is easy to accidentally 

configure a packet filter firewall to allow traffic types, sources, and 

destinations that should be denied based upon an organization’s information 

security policy.  

 Consequently, packet filter firewalls are very suitable for high-speed 

environments where logging and user authentication with network resources are 

not important. 

 Since current firewall technology includes many features and functionality, 

it is difficult to identify a single firewall that contains only packet filter features. The 

closest example would be a network router employing coded access control lists to 

handle network traffic. The simplicity of packet filter firewalls also easily facilitates 

the implementation of high-availability; several vendors offer hardware and software 

solutions for both high-availability and hot failover. Most SOHO (Small Office Home 

Office) firewall appliances and default operating system firewalls are packet filter 

firewalls. 
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Figure 2.3.3 : Sample Packet Filter Firewall Rule set 
 

2.3.2.1.5 PACKET FILTER RULE SET 

 The table shows a sample of a packet filter firewall rule set for an imaginary 

network of IP address 192.168.1.0, with the “0” indicating that the network has 

addresses that range from 192.168.1.0 to 192.168.1.254. For most firewalls, the 

rule set would be much larger and detailed. The firewall would normally accept a 

packet and examine its source and destination addresses and ports and determine 

what protocol is in use. 

From there, the firewall would start at the top of the rule set and work down 

through the rules. Whenever a rule that permits or denies the packet is found, one 

of the following actions is taken: 

 Accept: the firewall passes the packet through the firewall as requested, 

subject to whatever logging capabilities may or may not be in place.  

 Deny: the firewall drops the packet, without passing it through the firewall. 

Once the packet is dropped, an error message is returned to the source 

system. The “Deny” action may or may not generate log entries depending on 

the firewall’s rule set configuration.  

 Discard: the firewall not only drops the packet, but it does not return an 

error message to the source system. This particular action is used to 

implement the “black hole” methodology in which a firewall does not reveal 



PGDCA  PAPER- V 

 

46

its presence to an outsider. As with the other actions, the “Discard” action 

may or may not generate log entries.  

 In Table, the first rule permits return packets from external systems to 

return to the internal systems, thus completing the connection (it is assumed that 

if a connection to an external system was permitted, then the return packets from 

the external system should be permitted as well). The second rule prohibits the 

firewall from forwarding any packets with a source address from the firewall; this 

condition would indicate that an attacker is spoofing the firewall’s address in the 

hopes that the firewall would pass this packet to an internal destination. As a 

result, the destination might then accept the packet since it would appear to have 

come from the trusted firewall. The third rule simply blocks external packets from 

directly accessing the firewall. The fourth rule allows internal systems to connect to 

external systems, using any external addresses and any protocol. Rules 5 and 6 

allow external packets past the firewall if they contain SMTP (Simple Mail Transport 

Protocol) data or HTTP data, that is, email and web data respectively. The final rule, 

a very important one, blocks any other packets from the outside. One can deduce, 

then, that the information security policy for the network is as follows: 

 Any type of access from the inside to the outside is allowed.  

 No access originating from the outside to the inside is allowed except for 

SMTP and HTTP.  

 Also, the SMTP and HTTP servers are positioned “behind” the firewall. 

 An important point is that if the last rule were accidentally skipped, all 

traffic originating from the outside would be permitted. When the rule set is much 

longer and more detailed, mistakes can be made that could prove disastrous.   

 The rule set should be examined very carefully before implementation, and 

regularly thereafter, not only to ensure that correct protocols are allowed based on 

business requirements, but also to minimize logical errors when new rules are 

added. 

 A final note about packet filters: filtering can occur on outbound as well as 

inbound traffic. An organization could choose to restrict the types of traffic 

originating from within the organization, such as blocking all outbound FTP traffic. 

In practice, outbound filtering is often employed on IP addresses and application 

traffic, for example, to block all users, internal and external, from connecting to 

certain systems such as the packet filter itself, backup servers and other sensitive 

systems. 

2.3.2.2 STATEFUL INSPECTION FIREWALLS 

 Stateful inspection firewalls are packet filters that incorporate added 

awareness of the OSI model data at Layer 4, as shown in next figure.  Stateful 
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inspection evolved from the need to accommodate certain features of the TCP/IP 

protocol suite that make firewall deployment difficult. When a TCP (connection-

oriented transport) application creates a session with a remote host system, a port 

is also created on the source system for the purpose of receiving network traffic 

from the destination system. According to the TCP specifications, this client source 

port will be some number greater than 1023 and less than 16384. According to 

convention, the destination port on the re-mote host will likely be a “low-numbered” 

port, less than 1024.  This will be 25 for SMTP, for example. Packet filter firewalls 

must permit inbound network traffic on all of these “high-numbered” ports for 

connection-oriented transport to occur, i.e., return packets from the destination 

system. Opening this many ports creates an immense risk of intrusion by un-

authorized users who may employ a variety of techniques to abuse the expected 

conventions.  

2.3.2.2.1 OSI LAYERS ADDRESSED BY STATEFUL INSPECTION 

 The next shows the first line of the packet filter ruleset from first table, 

which permits any inbound connection if the destination port is above 1023. 

Stateful inspection firewalls solve this problem by creating a directory of outbound 

TCP connections, along with each session’s corresponding “high-numbered” client 

port. This “state table” is then used to validate any inbound traffic. The stateful 

inspection solution is more secure because the firewall tracks client ports 

individually rather than opening all “high-numbered” ports for external access. 

 

 In essence, stateful inspection firewalls add Layer 4 awareness to the 

standard packet filter architecture. Stateful inspection firewalls share the strengths 

and weaknesses of packet filter firewalls, but due to the state table implementation, 

stateful inspection firewalls are generally considered to be more secure than packet 

filter firewalls. 

Table 3 shows an example of a state table from a stateful packet filter firewall: 

 Stateful inspection firewall also differs from a packet filter firewall in that 

stateful inspection is useful or applicable only within TCP/IP network 

infrastructures.  

 Stateful inspection firewalls can accommodate other network protocols in 

the same manner as packet filters, but the actual stateful inspection technology is 
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relevant only to TCP/IP. For this reason, many texts classify stateful inspection 

firewalls as representing a superset of packet filter firewall functionality.  

 

Table 3: Stateful Firewall Connection State Table 
 

2.3.2.3 APPLICATION-PROXY GATEWAY FIREWALLS 

 Application-Proxy Gateway firewalls are advanced firewalls that combine 

lower layer access control with upper layer (Layer7 – Application Layer) 

functionality. Application-proxy gateway firewalls do not require a Layer 3 (Network 

Layer) route between the inside and outside interfaces of the firewall; the firewall 

software performs the routing. In the event the application-proxy gateway software 

ceases to function, the fire-wall system is unable to pass network packets through 

the firewall system. All network packets that traverse the firewall must do so under 

software (application-proxy) control. 

2.3.2.3.1 OSI LAYERS ADDRESSED BY APPLICATION-PROXY GATEWAY 

 FIREWALLS 

 Each individual application-proxy, also referred to as a proxy agent, 

interfaces directly with the firewall access control ruleset to determine whether a 
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given piece of network traffic should be permitted to transit the firewall. In addition 

to the ruleset, each proxy agent has the ability to require authentication of each 

individual network user. This user authentication can take many forms, including 

the following: 

 User ID and Password Authentication,  

 Hardware or Software Token Authentication,  

 Source Address Authentication, and  

 Biometric Authentication.  

 Application-proxy gateway firewalls have numerous advantages over packet 

filter fire-walls and stateful inspection packet filter firewalls. First, application-

proxy gateway fire-walls usually have more extensive logging capabilities due to the 

firewall being able to examine the entire network packet rather than just the 

network addresses and ports. For example, application-proxy gateway logs can 

contain application-specific commands within the network traffic. Another 

advantage is that application-proxy gateway firewalls allow security administrators 

to enforce whatever type of user authentication is deemed appropriate for a given 

enterprise infrastructure. Application-proxy gateways are capable of authenticating 

users directly, as opposed to packet filter firewalls and stateful inspection packet 

filter firewalls which normally authenticate users based on the network layer 

address of the system they reside on. Given that network layer addresses can be 

easily spoofed, the authentication capabilities inherent in application-proxy 

gateway architecture are superior to those found in packet filter or stateful 

inspection packet filter firewalls. 

 Finally, given that application-proxy gateway firewalls are not simply Layer 3 

devices, they can be made less vulnerable to address spoofing attacks. 

 The advanced functionality of application-proxy gateway firewalls also 

fosters several disadvantages when compared to packet filter or stateful inspection 

packet filter firewalls. First, because of the “full packet awareness” found in 

application-proxy gateways, the firewall is forced to spend quite a bit of time 

reading and interpreting each packet. 

 For this reason, application-proxy gateway firewalls are not generally well 

suited to high-bandwidth or real-time applications. To reduce the load on the 

firewall, a dedicated proxy server can be used to secure less time-sensitive services 

such as email and most web traffic. 

 Another disadvantage is that application-proxy gateway firewalls tend to be 

limited in terms of support for new network applications and protocols. 

An individual, application-specific proxy agent is required for each type of network 

traffic that needs to transit a fire-wall. Most application-proxy gateway firewall 
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vendors provide generic proxy agents to support undefined network protocols or 

applications. However, those generic agents tend to negate many of the strengths of 

the application-proxy gateway architecture and they simply allow traffic to “tunnel” 

through the firewall. 

2.3.2.4 DEDICATED PROXY SERVERS 

 Dedicated proxy servers differ from application-proxy gateway firewalls in 

that they retain proxy control of traffic but they do not contain firewall capability. 

They are typically deployed behind traditional firewall platforms for this reason. In 

typical use, a main firewall might accept inbound traffic; determine which 

application is being targeted and then hand off the traffic to the appropriate proxy 

server, e.g., an email proxy server.  

 The proxy server typically would perform filtering or logging operations on 

the traffic and then for-ward it to internal systems. A proxy server could also accept 

outbound traffic directly from internal systems, filter or log the traffic, and then 

pass it to the firewall for outbound delivery. An example of this would be an HTTP 

proxy deployed behind the firewall; users would need to connect to this proxy 

enroute to connecting to external web servers. Typically, dedicated proxy servers 

are used to decrease the work load on the firewall and to perform more specialized 

filtering and logging that otherwise might be difficult to per-form on the firewall 

itself. As with application-proxy gateway firewalls, dedicated proxies allow an 

organization to enforce user authentication requirements as well as other filtering 

and logging on any traffic that traverses the proxy server. The implications are that 

an organization can restrict outbound traffic to certain locations or could examine 

all outbound email for viruses or restrict internal users from writing to the 

organization’s web server. Security experts have stated that most security problems 

occur from within an organization; proxy servers can assist in foiling internally 

based attacks or malicious behavior. At the same time, filtering outbound traffic 

will place a heavier load on the firewall and increase administration costs. 
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Figure 2.3.4 : A Sample Network 

 In addition to authentication and logging functionality, dedicated proxy 

servers are useful for web and email content scanning, including the following: 

 Java ™ applet or application filtering (signed versus unsigned or universal),  

 ActiveX® control filtering (signed versus unsigned or universal),  

 JavaScript filtering,  

 Blocking specific Multipurpose Internet Multimedia Extensions (MIME) types 

– for example, “application/msword” for Microsoft® Word documents,  

 Virus scanning and removal,  

 Macro virus scanning, filtering, and removal,  

 Application-specific commands, for example, blocking the HTTP “delete” 

command, and  

 User-specific controls, including blocking certain content types for certain 

users.  

 The forward figure 2.3.4 shows a sample diagram of a network employing 

dedicated proxy servers for HTTP and email placed behind another firewall system. 

In this case, the email proxy could be the organization’s SMTP gateway for 

outbound email. The main firewall would hand off inbound email to the proxy for 
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content scanning, and then the email could be made available to internal users by 

some means, e.g., POP or IMAP.  

 The HTTP proxy would handle outbound connections to external web servers 

and possibly filter for active content. Many organizations enable caching of 

frequently used web pages on the proxy, thereby reducing traffic on the firewall.  

2.3.2.5 HYBRID FIREWALL TECHNOLOGIES 

 Recent advances in network infrastructure engineering and information 

security have caused a “blurring of the lines” that differentiate the various firewall 

platforms discussed earlier. As a result of these advances, firewall products 

currently incorporate functionality from several different classifications of firewall 

platforms. For example, many Applica-tion-Proxy Gateway firewall vendors have 

implemented basic packet filter functionality in order to provide better support for 

UDP (User Datagram) based applications. 

 Likewise, many packet filter or stateful inspection packet filter firewall 

vendors have implemented basic application-proxy functionality to offset some of 

the weaknesses associated with their firewall platform. In most cases, packet filter 

or stateful inspection packet filter firewall vendors implement application proxies to 

provide improved network traffic logging and user authentication in their firewalls. 

 Nearly all major firewall vendors have introduced hybridization into their 

products in some way, shape, or form, so it is not always a simple matter to decide 

which specific firewall product is the most suitable for a given application or 

enterprise infrastructure. Hybridization of firewall platforms makes the pre-

purchase product evaluation phase of a firewall project important. Supported 

feature sets, rather than firewall product classification, should drive the product 

selection.  

2.3.2.6 NETWORK ADDRESS TRANSLATION 

 Network Address Translation (NAT) technology was developed in response to 

two major issues in network engineering and security. First, network address 

translation is an effective tool for “hiding” the network-addressing schema present 

behind a firewall environment. In essence, network address translation allows an 

organization to deploy an ad-dressing schema of its choosing behind a firewall, 

while still maintaining the ability to connect to external resources through the 

firewall. Second, the depletion of the IP address space has caused some 

organizations to use NAT for mapping non-routable IP addresses to a smaller set of 

legal addresses, according to RFC 19189. Network address translation is 

accomplished in three fashions: 
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2.3.2.7 STATIC NETWORK ADDRESS TRANSLATION 

 In static network address translation, each internal system on the private 

network has a corresponding external, routable IP address associated with it. This 

particular technique is seldom used, due to the scarcity of available IP address 

resources. With static network address translation, it is possible to place resources 

behind (inside) the firewall, while maintaining the ability to provide selective access 

to external users. In other words, an external system could access an internal web 

server whose address has been mapped with static network address translation. 

The firewall would perform mappings in either direction, outbound or inbound.  

2.3.2.8 HOST-BASED FIREWALLS 

Firewall packages are available in some operating systems such as Linux or as add-

ons; they can be used to secure the individual host only. This can be helpful for use 

with internal servers; for example, an internal web server could be placed on a 

system running a host-based firewall. This carries several advantages, including 

the following: 

 The server application is protected well than if it were running alone; 

internal servers should be protected and should not be assumed to be safe 

from attack because they are behind a main firewall.  

 A separate firewall and subnet isn’t necessary for securing the server; the 

host-based firewall performs these functions.  

Host-based firewall packages typically provide access-control capability for 

restricting traffic to and from servers running on the host, and there is usually 

some limited logging available. While a host-based firewall is less desirable for high-

traffic, high-security environments, in internal network environments or regional 

offices they offer greater security usually at a lower cost. A disadvantage to host-

based firewalls is that they must be administered separately and after a certain 

number it becomes easier and less expensive to simply place all servers behind a 

dedicated firewall configuration. 

2.3.2.9 PERSONAL FIREWALLS/PERSONAL FIREWALL APPLIANCES 

      Therefore, personal firewalls have been developed to provide protection for 

remote systems and to perform many of the same functions as larger firewalls. 

These products are typically implemented in one of two configurations. One of these 

con-figurations is a Personal Firewall, which is installed on the system it is meant 

to protect; personal firewalls usually do not offer protection to other systems or 

resources.  

 Likewise, personal firewalls do not typically provide controls over network 

traffic that is traversing a computer system – they only protect the computer system 

they are installed on. 
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 The second configuration is called a Personal Firewall Appliance, which is in 

concept more similar to that of a traditional firewall. In most cases, personal 

firewall appliances are designed to protect small networks such as networks that 

might be found in home offices. These appliances usually run on specialized 

hardware and integrate some other form of network infrastructure components in 

addition to the firewall itself, including the following: 

 Cable Modem WAN Routing,  

 LAN Routing (dynamic routing support),  

 Network hub,  

 Network switch,  

 DHCP (Dynamic Host Configuration Protocol) server,  

 Network management (SNMP) agent, and  

 Application-proxy agents.  

 Incorporating these infrastructure components into a firewall appliance 

allows an organization to deploy effective solutions consisting of a single piece of 

hardware. Although personal firewalls and personal firewall appliances lack some of 

the advanced, enterprise-scale features of traditional firewall platforms, they can 

still form an effective piece of the overall security posture of an organization. In 

terms of deployment strategies, personal firewalls and personal firewall appliances 

normally address the connectivity concerns associated with telecommuters or 

branch offices. However, some organizations employ these devices on the 

organizational intranet, practicing a defense in depth strategy. Personal firewalls 

and personal firewall appliances can also be used to terminate VPNs: many vendors 

currently offering firewall-based VPN termination also offer a personal firewall client 

as well. 

 Management of the device or application is an important factor when 

evaluating or choosing a personal firewall/personal firewall appliance. Ideally, a 

personal firewall or personal firewall appliance should give the organization or 

agency the ability to enforce its defined security posture on all systems that connect 

to its networks and systems. In the case of telecommuters, this means that a 

personal firewall or personal firewall appliance should enforce a policy at least as 

restrictive as an end-user would experience if they were behind the corporate or 

agency firewall in the office. 

 Management of personal firewalls or personal firewall appliances should be 

centralized if possible. Again, centralization of management allows an organization 

or agency to en-force its security policy and posture on systems that are remotely 

connected. The best way to achieve this functionality is to create a security 

configuration profile that accompanies an end-user to any system logged into by 
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that user. In this manner, the organization or agency’s security policy will always 

be in effect when the user is accessing corporate or agency computing resources. 

But what about remote users who connect to an organization’s dial-in server and at 

other times connect to commercial ISPs? Assuming the security posture of the 

commercial ISP is less restrictive than the organization’s, the risk of the computer 

being infected with a virus or other attack is greater and connecting an infected 

computer to the organization’s network could introduce the virus into that network. 

This is a problem, as many home users utilize their personal computers both for 

work and non-work related functions. 

 The ultimate solution is to use separate computers; for example, an 

organization could assign laptops to home users that can be used for work 

functions only and that cannot be connected to networks other than the 

organization’s. This would include home networks as well. Each and every laptop 

should include a personal firewall and anti-virus software. 

 If such a solution isn’t available, then the personal firewall must be in use at 

all times and must be configured to the most restrictive settings mandated by the 

organization.  

 If, for example, Windows®-based file sharing is disabled by the firewall, it 

must remain disabled even when the computer is used for non-work functions. As 

well, if web security settings are set to reject certain types of content, this 

prohibition must remain in effect at all times. This policy has implications for the 

placement of the organization’s dial-in server; it should be situated so that the 

firewall and proxies filter inbound traffic from dial-in connections. Essentially, a 

personal firewall, like anti-virus software, cannot protect a system if it is disabled or 

reconfigured at certain intervals with differing policies; it is an all or nothing 

proposition. 

2.3.3 SUMMARY  

 Firewalls protect sites from exploitation of inherent vulnerabilities in the 

TCP/IP protocol suite. Additionally, they help mitigate security problems associated 

with insecure systems and the problems inherent in providing robust system 

security for large numbers of computers. The early firewall technology started with 

simple packet-filtering firewalls and progressed to more sophisticated firewalls 

capable of examining multiple layers of network activity and content. As the 

Internet has developed into the modern, complex network of today, Internet 

security has become more problematic, with break-ins and attacks now so 

commonplace as to be considered part of doing business. Now, firewall technology 

is a standard part of any organization’s network security architecture. Modern 

firewalls are able to work in conjunction with tools such as intrusion detection 
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monitors and email/web content scanners for viruses and harmful application 

code. 

 There are several types of firewalls, ranging from boundary routers that can 

provide access control on Internet Protocol packets, to more powerful firewalls that 

can close more vulnerability in the TCP/IP protocol suite, to even more powerful 

firewalls that can filter on the content of the traffic. Packet filter firewalls are 

essentially routing devices that include access control functionality for system 

addresses and communication sessions. Stateful inspection firewalls can 

accommodate other network protocols in the same manner as packet filters, but the 

actual stateful inspection technology is relevant only to TCP/IP. Application-Proxy 

Gateway firewalls are advanced firewalls that combine lower layer access control 

with upper layer (Layer7 – Application Layer) functionality. Dedicated proxy servers 

differ from application-proxy gateway firewalls in that they retain proxy control of 

traffic but they do not contain firewall capability.  As a result of recent advances, 

firewall products currently incorporate functionality from several different 

classifications of firewall platforms. 

2.3.4 SELF-ASSESSMENT QUESTIONS 

1. Discuss the concept Firewall. Why are they needed?  

2. What are the different types of firewalls? Discuss briefly. 

3. Which are the factors which affect the choice of firewalls?  

4. What are the advantages and disadvantages of different types of firewalls? 

5.   Write note on the following: 

 a) Personal Firewalls 

 b) Hybrid Firewalls 

c) Dedicated Proxy Servers 

d) Network Address Translation 
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LEARNING OBJECTIVES: 

The major objectives of this lesson are to: 

 Define World Wide Web. 

 Describe the general characteristics of World Wide Web. 

 Understand the history of origin and development of World Wide Web. 

 Discuss the structure of World Wide Web. 

 Describe the various technologies behind World Wide Web. 

 Understand the various dimensions of web security. 

2.4.1 INTRODUCTION  

The World Wide Web is an architectural framework for accessing linked doc-

uments spread out over millions of machines all over the Internet. In 10 years, it 

went from being a way to distribute high-energy physics data to the application 
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that millions of people think of as being "The Internet." Its enormous popularity 

stems from the fact that it has a colorful graphical interface that is easy for 

beginners to use, and it provides an enormous wealth of information on almost ev-

ery conceivable subject. 

2.4.2 HISTORY OF THE WEB 

 The Web finds its roots at CERN, the European Organization for Particle 

Physics Research, in 1989 when Tim Berners-Lee and Robert Cailliau designed a 

system called Enquire. This system would allow documents to have links between 

different pieces of data whether they are files on the local computer or stored on a 

remote computer. The main motivation is said to have been the ability to access 

library information that was spread across multiple servers at CERN. 

 On November 12th, 1990, Tim Berners-Lee published a formal proposal 

called "Information Management: A Proposal" that outlined the World Wide Web as 

we know it today by using a system for displaying information called HyperText, 

which was first described 1945 by a man named Vannevar Bush, to link documents 

into a large scale information pool. The following day on November 13th, 1990, Tim 

Berners-Lee created the first web page and that following December wrote the first 

web browser and web server. The name of this program that was created was called 

the WorldWideWeb. Thus we have the name we use today. 

 First Berners-Lee wrote a computer program that allowed formatted pages 

within his own computer to be linked. He called this language as HTML (Hyper 

Text Markup Language). Berners-Lee then came up with the idea of storing the 

HTML pages on the internet. Remote client machines could access these pages by 

using HTTP. But these early web pages still appeared as black and white text pages 

with hyperlinks expressed inside brackets. The early web was based on text only. 

The original Web browser only provided a line interface. 

 As development of the World Wide Web continued, more people from around 

the world started to get involved, until in 1992 one of the first web browsers that 

supported graphics was introduced called Pei-Yuan Wei's Viola. Up to this time the 

information being shared on web remained text-based. Then Marc Andreessen of 

NCSA( National Centre for Supercomputing Applications in university of Illinois), 

released in 1993 a program for UNIX called Mosaic that was a web browser with a 

GUI (Graphical User Interface).  Mosaic was the spark that marked the rise in 

popularity of the World Wide Web and no longer kept it confined in the academic 

circles.  

 Marc Andreesen went on to form Mosaic Communications, which then 

evolved into Netscape Communications. Netscape was the first mainstream 

graphical Web Browser. In August 1995, Microsoft corporation released its own 

version of a browser called Internet Explorer (IE).  
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 As time went on, more features started to be added to the browser, more 

companies got on the Internet, and personal homepages started springing up 

everywhere and the Web as we know it was created. 

2.4.3  WEB STRUCTURE  

 For fifty years, people have dreamt of the concept of a universal database of 

knowledge - information that would be accessible to people around the world and 

link easily to other pieces of information so that any user could quickly find the 

things most important to themselves. The web has become an umbrella for a wide 

range of concepts and technologies that differ in purpose and scope. These include: 

 The global hypertext publishing concept 

 The universal reader concept and 

 The client server concept 

 The global hypertext publishing concept promotes the idea of a seamless 

information world in which all on-line information can be accessed and retrieved in 

a consistent and simple way. To access information in this seamless world we will 

need the ability to address many types of data- text files, images, sound files, 

animation, videos.  

 The universal reader concept promotes the idea that, unlike the segmented 

applications of the past, we can use one application- a universal user interface to 

read a variety of documents. This concept implies that once information is 

published it is accessible from any type of computer, in any country and that any 

(authorized) person merely needs to use one simple program to access it. This is 

accomplished in the web by using a core browser or application that is augmented 

by supporting applications. The core browser implements only minimal 

functionality and attempts to offload more specialized work onto the supporting 

applications.  

 The client server concept allows the web to grow easily without any 

centralized control. Anyone can publish information and anyone (as long as 

authorized) can read and download it. Publishing information requires a server 

program and accessing data requires a client browser. All the clients and all the 

servers are connected to one another by the internet.  

2.4.4  HYPERTEXT PUBLISHING 

 During the last few years, interest in hypermedia on internet (called 

distributed or global hypermedia) has increased sharply following the success of the 

web and browsers. This success has been aided by more powerful workstations, 

high resolution graphic displays, faster network communications and decreased 

costs for large online storage. The potential of hypertext in digital publishing is 
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evident. Your World-Wide Web browser must be properly configured to display 

these media types.  

2.4.4.1 HYPERTEXT VERSUS HYPERMEDIA 

 Hypertext - Hypertext is an approach to information management in which 

data are stored in a network of documents connected by links. Hypertext is a text 

which contains links to other texts. The term was invented by Ted Nelson around 

1965.  

 Hypertext is basically the same as regular text - it can be stored, read, 

searched, or edited - with an important exception: hypertext is text with pointers to 

other text. The browsers let you deal with the links (pointers) in a transparent way -

- select the link, and you are presented with the text that is pointed to. These links 

represent relationship between nodes. 

 

 
 

 

Figure 2.4.1 : Hypertext 

 

Hypermedia - Hypermedia is a superset of hypertext. Hypermedia is not 

constrained to be text-based. It can include other media, e.g., graphics, images, and 

especially the continuous media - sound and video. Apparently, Ted Nelson was 

also the first to use this term. Hypermedia documents contain links not only to 

other pieces of text, but also to other forms of media - sounds, images and movies. 

Images themselves can be selected to link to sounds or documents. This means 

that browsers might not display a text file, but might display images or sound or 

animations. Hypermedia simply combines hypertext and multimedia.  
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Figure 2.4.2 : Hyper-Media 

Some examples of Hypermedia might be: 

 You are reading a text on the HINDI language. You select a HINDI phrase, 

and then hear the phrase as spoken in the native tongue.  

 You are viewing a company's floor plan; you select an office by clicking on a 

room. The employee's name and picture appears with a list of their current 

projects.  

 You are a law student studying the State Revised Statutes. By selecting a 

passage, you find precedents from a 1920 Supreme Court ruling. Cross-

referenced hyperlinks allow you to view any one of 500 related cases with 

audio annotations. 

 Hypermedia, a powerful tool for creating and delivering materials, combines 

many forms of media into a rich representational system creating possibilities for 

dramatically expanded representational opportunities.  

2.4.5  WEB TECHNOLOGY  

 The web works on some standards. These standards are generally adhered 

to by all companies that make products that work with the World Wide Web.  

These standards are: 

2.4.5.1 URL (UNIFORM RESOURCE LOCATOR) 

URL: A URL, or Uniform Resource Locator, is the location of a file on the Web. 

When you type the address of a Web page into your browser, you are typing a URL 

URL’s are the addresses that you enter into your web browser to connect to a web 

site. The URL is broken up into 4 parts which are the protocol, the hostname, the 

port number and the path that you are requesting.  

Protocol:  

The protocol part of an URL is the string of characters that you see 

before the hostname. A protocol is a standardized means of 

communication among machines across a network. Protocols allow 
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data to be taken apart for faster transmission, transmitted, and then 

reassembled at the destination in the correct order. Examples are 

http, ftp, and telnet: etc. They are separated from the hostname with 

a colon and two forward slashes (://). These protocols tell your 

browser what type of service to use when you connect with the web 

browser to the hostname. If you leave the protocol off your address, 

by default the Web Browser will assume you are using the HTTP 

(HyperText Transfer Protocol) protocol, which is for connecting to web 

sites, so there is no need to type in the http:// every time you go to a 

web site. If you specify another protocol like ftp, then the browser will 

act as an ftp client that will enable you to connect to an ftp server to 

download files.  

Hostname:  

The hostname is the address you are going to. For example, if you are 

going to the address http://www.yahoo.com, then www.yahoo.com is 

the hostname.  

Port Number:  

The port number is a number that you can append to the hostname 

with a colon (:) between them. For example http:// 

www.yahoo.com:80 If you leave the port number off, which almost 

everyone does, then the browser will automatically use port 80 as 

that is the default port for the http protocol.  

Path:  

This is the path on the server, culminating with the filename you are 

trying to reach. For example, the URL http:// www.yahoo.com 

/examples/example1.html. The path in this case is 

/examples/example1.html. This path corresponds to an actual 

directory structure on the web server. So on the web server there is a 

root directory, an examples directory underneath that root directory, 

and a file called example1.html underneath that.  

The right-most designator (e.g., .com or .edu) describes the type of institution or 

organization displaying the information 

INSTITUTIONS ON THE WEB 

The chart below refers to the type of institutions you may see while accessing the 

Internet in the United States. Other countries have abbreviated extensions, with the 

terminal portion of the host name defining the country in which the host resides. 

For example, http://www.bbc.co.uk is the Web address for the commercial 

business (.co) called BBC residing in the United Kingdom (.uk) and 

http://www.eci.in is the Web address for the election commission of India in India. 
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Extensions 

.com commercial institution 

.net commercial institution (addition to .com) 

.edu educational institution 

.org not-for-profit organization 

.gov government institution  

.mil military  

.int international institution 

.biz commercial institution (new) 

.info unrestricted use (new) 

.museum  museums (proposed) 

.name names of individuals (proposed) 

.pro 
lawyers, accountants, and doctors 

(proposed) 

.aero aeronautical industry (proposed) 

.coop cooperative organizations (proposed) 

2.4.5.2  HTTP  (HYPER TEXT TRANSFER PROTOCOL):  

 This is a defined process of how to transfer information between a web 

browser and a web server.  The language that Web clients and servers use to 

communicate with each other is called the Hypertext Transfer Protocol (HTTP). All 

Web clients and servers must be able to speak HTTP in order to send and receive 

hypermedia documents. For this reason, Web servers are often called HTTP servers.  

 The Hypertext Transfer Protocol (HTTP) is an application-level protocol for 

distributed, collaborative, hypermedia information systems. HTTP has been in use 

by the World-Wide Web global information initiative since 1990. The first version of 

HTTP, referred to as HTTP/0.9, was a simple protocol for raw data transfer across 

the Internet. HTTP/1.0, as defined by RFC 1945 [6], improved the protocol by 

allowing messages to be in the format of MIME-like messages, containing meta 

information about the data transferred and modifiers on the request/response 

semantics. However, HTTP/1.0 does not sufficiently take into consideration the 

effects of hierarchical proxies, caching, the need for persistent connections, or 

virtual hosts. In addition, the proliferation of incompletely-implemented 

applications calling themselves "HTTP/1.0" has necessitated a protocol version 

change in order for two communicating applications to determine each other's true 

capabilities. 
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OVERALL OPERATION 

 The HTTP protocol is a request/response protocol. A client sends a request 

to the server in the form of a request method, URI, and protocol version, followed by 

a MIME-like message containing request modifiers, client information, and possible 

body content over a connection with a server. The server responds with a status 

line, including the message's protocol version and a success or error code, followed 

by a MIME-like message containing server information, entity meta information, 

and possible entity-body content.  

 Most HTTP communication is initiated by a user agent and consists of a 

request to be applied to a resource on some origin server. In the simplest case, this 

may be accomplished via a single connection (v) between the user agent (UA) and 

the origin server (O). 

 request chain ------------------------> 

 UA -------------------v------------------- O 

 <----------------------- response chain 

2.4.5.3 HTML (HYPER TEXT MARKUP LANGUAGE): 

 The standard language the Web uses for creating and recognizing 

hypermedia documents is the Hypertext Markup Language (HTML). It is loosely 

related to, but technically not a subset of, the Standard Generalized Markup 

Language (SGML), a method of representing document formatting languages. 

Languages such as HTML which follow the SGML format allow document writers to 

separate information from document presentation - that is, documents containing 

the same information can be presented in a number of different ways. Users have 

the option of controlling visual elements such as fonts, font size and paragraph 

spacing without changing the original information. 

 HTML is widely praised for its ease of use. Web documents are typically 

written in HTML and are usually named with the suffix ".html". HTML documents 

are nothing more than standard 7-bit ASCII files with formatting codes that contain 

information about layout (text styles, document titles, paragraphs, and lists) and 

hyperlinks. 

Free conversion software is available for translating documents from many 

other formats into HTML.  

Examples of HTML 

 Example 1: 

This example is a very simple HTML document, with only a minimum of HTML tags. It 

demonstrates how the text inside a body element is displayed in the browser.  

<html> 

<body> 

The content of the body element is displayed in your browser. 
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</body> 

</html> 

 Example 2: 

This example demonstrates how you can format text in an HTML document.  

<html> 

<body> 

<b>This text is bold</b><br> 

<strong>This text is strong</strong><br> 

<big>This text is big</big><br> 

<em>This text is emphasized</em><br> 

<i>This text is italic</i><br> 

<small>This text is small</small><br> 

This text contains<sub>subscript</sub><br> 

This text contains<sup>superscript</sup> 

</body> 

</html> 

2.4.5.4 WEB BROWSER 

 To access information stored in the form of web pages, users must connect 

to a Web Server. Once connected an interface that displays the contents of the web 

page is required. Computers that offer the facility to read information stored in web 

pages are called Web Clients.  

 Web clients run special software called a ‘Browser’. A variety of vendors offer 

commercial browsers that interpret and display a web document, and all of them 

use nearly the same architecture. Each browser usually consists of three parts: a 

controller, client programs, and interpreters. The controller receives input from the 

keyboard or the mouse and uses the client programs to access the document. After 

the document has been accessed, the controller uses one of the interpreters to dis-

play the document on the screen. The client program can be one of the protocols 

described previously such as FTP, or TELNET, but it is usually HTTP. The 

interpreter is a language used today on the Internet such as HTML or Java  

 Generally, when you start a browser, you begin at a home page, a starting 

place you designate (or your browser designate) for your Web-crawling sessions. 

This will either be default home page for your browser or a custom home page that 

you have created. You can also start some browsers by pointing them directly at a 

Web address. Some e-mail programs, such as Eudora, now allows you to double 

click a URL in an e-mail message to automatically start up your most recently 

installed browser and bring up the selected Web page.  

 Once you are connected, you can do number of activities such as reading 

the Web page, following a link; insert a page to book mark etc. Following is the brief 
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detail of such activities that can be performed by using a Web. Almost all the Web 

browsers support these basic facilities.  

1. Reading a page in a Web browser: Web pages can consist of formatted 

text and headings, illustrations, background art and colour effects, and 

hyper links, which can be highlighted text or art. In most graphical 

browsers, links are shown in blue (unless the creator of the page has 

decided otherwise) and are underlined (unless the creator has decided 

otherwise and custom the program). Often a page won’t fit on the screen all 

at once. Graphical browsers use scroll bars, just as other programs do, to 

enable you to see material that doesn’t fit on the screen. If you are hunting 

for a specific piece of information on a long document page, try searching for 

key words, usually with a menu command.  

2. Following a link: In graphical browsers, following a link entails positioning 

the mouse pointer over the link (the pointer will change to show you that 

you’re over an active link) and then click once. All the browsers have a back 

command, often a shortcut button, for retracing our steps back to the 

previous page. Once you’ve gone back, you can also go forward, using 

forward command, to return along your original path to further point you 

had gotten to. Also, you can usually bring you a history list of all that pages 

you’ve been visited to since you started the program that session.  

3. Knowing where to go: It’s hard to get oriented in the Web, since there is no 

real start point. Your default home page should provide some pretty useful 

places to start through. In most browsers, if you have a specific Web address 

in mind, you can type a URL directly to visit a Web page without having to 

follow a trail of links that leads to. Also, at any time, you can return to the 

default home page. Graphical browsers have a Home button, often decorated 

with an icon representing a house, for this purpose.  

4. Making a bookmark: As you travel around the Web, you can save 

interesting destinations by making bookmarks (also called Favourite places 

or items). Once you’ve made a bookmark, you’ve created your own personal 

shortcut to a favourite destination. You won’t have to find your way back to 

the page in question next time you want to go there.  

5. Saving or Mailing a document: If a Web page contains information you 

want to send to someone or have stored on your computer, you can either 

use your browser’s mail command to send the document to yourself or 

someone else, or you can use the save command to save a copy of the 

document on your hard disk, much the same way you’d save a file in a word 

processor.  
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6. Peeking behind scene: If you need to see, the URL associated with a 

specific link, you can do so. For instance, in most browsers, when you place 

the pointer over a link, the associated link appears in the status bar at the 

bottom of the program. Some browsers enable you to copy a URL by right 

clicking and holding the link to it. You can then paste it into an other 

document for future reference or paste it into an e-mail message to tell 

someone else how to get the page in question. If you want to see how a Web 

page was constructed, you can generally view the source file underlying a 

page by selecting ViewSource (For example).  

7. Changing your Home page: The commands differ from browser to browser, 

but most Web browsers allow you to change your default home page to 

different page so you can start exploring the Web from any Vintage point.  

8. Web help and Info: There are number of helpful resources for the Web, 

both hypertext and plain text documents. Many individual browsers also 

offer dedicated help files, accessible through a menu command.  

12.5.4.1  DIFFERENT TYPES OF WEB BROWSERS 

External Web browsers: Most of the on-line services are now offering to the WWW 

by launching an external browser such as Mosiac, Netscape Navigator, Internet 

Explorer etc. Direct access ISP ( Internet Service Providers) usually enables you to 

run whichever browser you like to run over the dial-up connection.  

Built in browsers: Some of the on-line services, however, have their browser built-

in, as with any other module available with in the access program. Netcom’s 

NetCruiser has a built-in Web module, but it also enables external Web browser to 

run alongside NetCruiser, piggybacking on the Internet connection provided by the 

Netcom software. The Unix shell only accounts require that you run a character-

based Unix browser, such as Lynx or original WWW. They won’t be able to show 

pictures, but they can take you any where you want to go and you can always 

download binary files that the character-based browsers aren’t able to display.  

Graphical Web browser: Most of the browsers today allow its users to view the Web 

page as collection of text and graphic images. These are usually called graphical 

browsers - are easy to use and show information in more appealing form.  

Character based Web browsers: Browsers like Unix Shell based are character 

based browsers. They can display any character information, so the Web pages are 

nothing but plain text document files. The advantage of Character based browsers 

is that they can download the binary documents that graphical browsers can not 

display.  
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Following are the various Web browsers used for surfing the Web:  
 

1.  AOL  (America OnLine)  

 AOL can be initiated by going to the Internet Connection area 

and choosing WWW, by double clicking on AOL content that 

includes the word Web at the end of its title, or by going to key 

word Web.  

 It has no search command for the contents of the Web page.  

 There in no way to mail a document directly through AOL.  

 It doesn’t allow you to see the underlying HTML source file for 

a Web page.  

 It has Back and Forward buttons, and you can see a list of the 

sites you have visited in the drop down list box directly below 

the buttons.  

 It provide the Home button to return to home location, 

Favourite Places list to add the interesting destinations just by 

pressing the heart button in the upper coroner of the window.  

2.  CompuServe 

Mosiac 
 CompuServe offers a licensed version of the original graphical 

Web browser, Mosiac. You can start it by selecting 

ServicesCompuServe Mosiac.  

 It provides you with a full PPP (Point to Point Protocol) 

connection which means you can launch any external Web 

browser, such as Netscape, alongside your CompuServe 

Connection.  

 It allow you to search long Web page by EditFind.  

 It has Backward and Forward buttons, and you can bring up 

the list of sites visited by selecting NavigateHistory. To go 

somewhere directly, type the URL into the Web Page box at the 

top of the window.  

 To come to home page: Home button 

 To save a Web document: ViewLoad to disk mode and check 

mark the documents you want to save.  

 To save interesting sites: Add button/Personal Favourites 

menu.  

 To view HTML source: FileWeb Page Source.  

 To change location type URL address in the Home Page box by 

selecting ViewOptions 

3.  Mosiac  NCSA Mosiac is the original graphical Web server. Other 
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Versions are Spyglass Mosiac, AIR Mosiac, and CompuServe 

Mosiac.  

 To search a long Web page: EditFind.  

 Back/Forward buttons and Navigate Session History to 

return to any of the visited sites.  

 To come to Home: Home button.  

 To save interesting Web sites: NavigateAdd Current to 

Hotlist.  

 To go to Hotlist item: HotlistsStarting PointHotlist item.  

 To save a document: FileSave As 

 To send mail: FileSend Email.  

 To view HTML source: FileDocument Source.  

 It also has a AutoSurf feature so that when you browse a Web 

site. Mosiac can pull down and cache all of the pages at site, 

letting you browse them at your leisure-and in a lot less time.  

4.  Lynx  For character based Unix account Internet connections, it is 

one of the best browsers. It is a full screen program that is 

very easy to use.  

 Start Lynx by typing “lynx” at the Unix prompt. It can also be 

run by “telnetting” to a public access browser by typing ‘telnet 

ukanaix. cc. ukans. edu’ and then logging in as ‘www’. One 

can also start Lynx from a particular URL by typing ‘lynx url’ 

 Most of the Web page will be regular text and headings, and 

the hypertext links are shown in boldface, whereas the current 

link is shown in reverse video.  

 It allows various facilities to see the next screenful of page, to 

go back up a page, to move down to the next link, to move up 

the previous link, to fix a messed up screen, to search for 

specific text, to repeat a search, to select the current link and 

jump to the address it refers to, to return to the previous link 

etc.  

 You can always retrace your steps in Lynx by pressing 4 

(NumLock).  

 Press ‘I’ to go to Internet Resources Meta-Index, which 

includes many more stating points for you to try.  

 Press ‘g’ to enter a URL directly at any time. and ‘m’ to return 

to home page. To save interesting locations ‘a’ is pressed and 

‘v’ for bookmarks.  
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5.  Internet 

Explorer 

 It works seamlessly with the MS Network, but it also stands 

alone as a Web browser that can work with any Internet 

connection. It can be started by double clicking the icon 

against ‘Internet Explorer’ in Windows 95 desktop.  

 One can download the Internet Explorer from Microsoft’s Web 

site http://www. microsoft. com.  

 To search long Web page EditFind.  

 To move to URL site directly FileOpen and place the address 

in the address box. You can leave the http:// part of any Web 

URL when typing it into the Address Box, though you will 

have to type other protocols, such as ftp://, gopher://, and so 

on.  

 To move to Home page there is Home button. When Internet 

explorer starts without particular site specification it displays 

the Start page instead of Home page as other browsers refer to 

it.  

 To save FileSave 

 To mail FileSend.  

 To save interesting site FavouritesAdd to Favourites 

 To view HTML source ViewSource.  

6.  NetCruiser  It includes a browser module for the Web. To start it Press 

Web icon. This takes you to the Netcom HomePort, a pretty 

good jumping-off point. (with features such as news, Sports, 

Government, Computing, Weather, Education Science, 

Shopping, Arts and Ent., Business, Carer Net)  

 The connection to the Internet that NetCruiser establishes for 

you can support external programs, such as stand alone Web 

browsers. So if you get tired of the limitations of NetCruiser’s 

Web module, consider running an outside browser, such as 

Netscape Navigator.  

 With Back/Forward buttons it has WWWHistory to see the 

list of visited sites.  

 To search: Search button/EditFind.  

 To add a Bookmark: WWWBook Mark.  

 To save a document: Save button/FileSave 

 It doesn’t support mail facility directly.  

 To see HTML Source: ViewSource File.  

 NetCruiser’s Web module sometimes has trouble downloading 
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artwork and “conk out” before finishing. When this happens, 

you should still be able to read the text contents of the page.  

7.  Netscape 

Navigator 

 This browser can be initiated by pressing the Netscape 

Navigator icon, which   opens the Netscape Home page.  

 To move between pages: Back/Forward buttons and the Go 

menu to see the list of all the pages you have visited in 

current session.  

 To move to a particular page: FileLocation and type the 

address in the location box.  

 To make book mark: BookmarksAdd.  

 To save a file: FileSave As 

 For mail: Filemail document. The attachments are also 

allowed.  

 To see the HTML source: ViewDocument Source.  

 OptionsGeneral preferences to change the Home page and 

other mail and news preferences.  

 

2.4.5.5 WEB SERVER 

 Web Pages are created using HTML syntax. These pages must be organized 

and stored at a central computer. The organization of the web pages into directories 

and files stored on the HDD of a central computer is called a ‘Web Site’ creation. 

Computers which store web pages in the form of directories and files and provide 

these files to read are called Servers. They act like service provider that services the 

need for information.  

The Server computer runs special software called ‘Web Server’ software that 

allows: 

 Web Site management 

 Accept a client request for information. 

 Respond to a client’s request by providing the page with the required 

information.  

 Some of the most popular software, which Servers run to allow them to 

respond to client’s request for information, is Internet Information Server (I.I.S.), 

Apache Web Server, Netscape Server, and Microsoft Personal Web Server.  

2.4.6  WEB WORKING 

 Web software is designed around distributed client-server architecture. A 

Web client (called a Web browser if it is intended for interactive use) is a program 

which can send requests for documents to any Web server. A Web server is a 

program that, upon receipt of a request, sends the document requested (or an error 
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message if appropriate) back to the requesting client. Using a distributed 

architecture means that a client program may be running on a completely separate 

machine from that of the server possibly in another room or even in another 

country. Because the task of document storage is left to the server and the task of 

document presentation is left to the client, each program can concentrate on those 

duties and progress independently of each other.  

Because servers usually operate only when documents are requested, they put a 

minimal amount of workload on the computers they run on.  

Here's an example of how the process works:  

1. Running a Web client, the user selects a hyperlink in a piece of hypertext 

connecting to another document - "The History of Computers", for example.  

2. The Web client uses the address associated with that hyperlink to connect to 

the Web server at a specified network address and asks for the document 

associated with "The History of Computers".  

3. The server responds by sending the text and any other media within that 

text (pictures, sounds, or movies) to the client, which the client then renders 

for presentation on the user's screen.  

2.4.7  WEB SECURITY FUNDAMENTALS 

 When you hear talk about Web application security, there is a tendency to 

immediately think about attackers defacing Web sites, stealing credit card 

numbers, and bombarding Web sites with denial of service attacks. You might also 

think about viruses, Trojan horses, and worms. These are the types of problems 

that receive the most press because they represent some of the most significant 

threats faced by today's Web applications. 

 These are only some of the problems. Other significant problems are 

frequently overlooked. Internal threats posed by rogue administrators, disgruntled 

employees, and the casual user who mistakenly stumbles across sensitive data 

pose significant risk. The biggest problem of all may be ignorance. 

 The solution to Web application security is more than technology. It is an 

ongoing process involving people and practices. Security is fundamentally about 

protecting assets. Assets may be tangible items, such as a Web page or your 

customer database — or they may be less tangible, such as your company's 

reputation. 

 Security is a path, not a destination. As you analyze your infrastructure and 

applications, you identify potential threats and understand that each threat 

presents a degree of risk. Security is about risk management and implementing 

effective countermeasures. 

2.4.7.1 THE FOUNDATIONS OF SECURITY 

Security relies on the following elements:  
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 Authentication  

Authentication addresses the question: who are you? It is the process of 

uniquely identifying the clients of your applications and services. These might 

be end users, other services, processes, or computers. In security parlance, 

authenticated clients are referred to as principals.  

 Authorization  

Authorization addresses the question: what can you do? It is the process that 

governs the resources and operations that the authenticated client is permitted 

to access. Resources include files, databases, tables, rows, and so on, together 

with system-level resources such as registry keys and configuration data. 

Operations include performing transactions such as purchasing a product, 

transferring money from one account to another, or increasing a customer's 

credit rating.  

 Auditing  

Effective auditing and logging is the key to non-repudiation. Non-repudiation 

guarantees that a user cannot deny performing an operation or initiating a 

transaction. For example, in an e-commerce system, non-repudiation 

mechanisms are required to make sure that a consumer cannot deny ordering 

100 copies of a particular book.  

 Confidentiality  

Confidentiality, also referred to as privacy, is the process of making sure that 

data remains private and confidential, and that it cannot be viewed by 

unauthorized users or eavesdroppers who monitor the flow of traffic across a 

network. Encryption is frequently used to enforce confidentiality. Access control 

lists (ACLs) are another means of enforcing confidentiality.  

 Integrity  

Integrity is the guarantee that data is protected from accidental or deliberate 

(malicious) modification. Like privacy, integrity is a key concern, particularly for 

data passed across networks. Integrity for data in transit is typically provided 

by using hashing techniques and message authentication codes.  

 Availability  

From a security perspective, availability means that systems remain available 

for legitimate users. The goal for many attackers with denial of service attacks is 

to crash an application or to make sure that it is sufficiently overwhelmed so 

that other users cannot access the application.  

2.4.8  SUMMARY  

 The World Wide Web (WWW), or the Web, is a repository of information 

spread all over the world and linked together. The WWW has a unique combination 
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of flexibility, portability, and user-friendly features that distinguish it from other 

services provided by the Internet. The WWW today is a distributed client-server 

service, in which a client using a browser can access a service using a server. 

However, the service provided is distributed over many locations called websites. 

 The WWW uses the concept of hypertext and hypermedia. In a hypertext 

environment, information is stored in a set of documents that are linked together 

using the concept of pointers. An item can be associated with another document 

using a pointer. The reader who is browsing through the document can move to 

other documents by choosing (clicking) the items that are linked to other 

documents. Whereas hypertext documents contain only text, hypermedia 

documents can contain pictures, graphics, and sound. A unit of hypertext or 

hypermedia available on the Web is called a page.  

The Hypertext Transfer Protocol (HTTP) is a protocol used mainly to access data on 

the World Wide Web. The protocol transfers data in the form of plain text, 

hypertext, audio, video, and so on. It is called the Hypertext Transfer Protocol 

because its efficiency allows its use in a hypertext environment where there are 

rapid jumps from one document to another. 

2.4.9  SELF-ASSESSMENT QUESTIONS 

1. Define World Wide Web. How WWW came into existence and progressed? 

2. Explain the working of WWW with an example. 

3. Describe the various technologies involved in the structure of WWW in 

detail. 

4. What are the various aspects of web security? Discuss. 

5. Write note on the following: 

a) Hypertext and Hypermedia 

b) HTML 

c) HTTP 

d) URL 

e) Web Browser and Web Server 

 

6. Multiple Choice Questions: 

1. A ------------- interprets and displays web 

documents: 

a) Controller  

b) Port 

c) MIME 

d) Browser  

2. True/False: E-commerce as we know it today would not exist without the 

Internet and the    World Wide Web. 
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3. What does the URL need to access a document? 

a) Pathname 

b) Host computer 

c) Retrieval method 

d) All of the above 

4. What are the components of a browser? 

a) Controller, client program, interpreter  

b) Retrieval method, host computer, pathname  

c) Hypertext, hypermedia, HTML 

d) all of the above 

5. Hypertext documents are linked through--------. 

e) Telnet 

f) Homepages 

g) DNS 

h) Pointers 

2.4.10  REFERENCES AND SUGGESTED READINGS 

 Laudon, Kenneth, C. and Traver, carol, Guercio, 2003, “E-commerce”, 

Pearson Education Inc. 

 Forouzan, B.A. 2003, “ Data Communication and Networking”, Tata McGraw 

Hill. 

 Sinha, Pradeep. K. 2003, “Foundations of Computing”, BPB Publications 

 Tanenbaum, Andrew.S. 2003, “Computer Networks.” Pearson Education Inc. 
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Objectives:

The major objectives of this lesson are to:

. Define e-commerce and explain how it differs from e-business.

. Identify several factors that will define the E-commerce.

. Explain the visions and forces behind the E-commerce.

. Identify the key components of e-commerce activity.

. Compare the electronic commerce with traditional commerce.

. Discuss the framework of e-commerce.

. Understand the various building blocks of electronic commerce framework.

2.5.1  Introduction

The cutting edge for business today is electronic commerce (e-commerce).

E-commerce is very generally described as a method of buying and selling products

and services electronically. More commonly, e-commerce is associated with the buying

and selling of information, products, and services via computer networks today and in

the future via anyone of the numerous of networks that make up the Information

Superhighway (I-way).

Why study e-commerce? The answer is simply that e-commerce technologies - and the

digital markets that result - promise to bring about some very fundamental, unprecedented

shifts in commerce. The effects of e-commerce are already appearing in all areas of business,



PGDCA PAPER : PGDCA-577

from customer service to new product design. A key element of e-commerce is information

processing. All steps of commerce, except for production, distribution, and delivery of physical

goods, are forms of information gathering, processing, manipulation and distribution, which

computers and networks are perfectly suited to handle.

Many predict that electronic commerce will propel global computer networks from the

fringe into the core of business. Despite the many unknowns in this rapidly changing

area, e-commerce stands poised to make a momentous contribution to the way

government, business and individuals conduct business. To understand the various

components of electronic commerce, we will see a framework within which we can

examine the various interlocking elements.

2.5.2 Electronic Commerce

Before we get into a complete discussion of e-commerce, it is helpful to have a good

mental image of plain old commerce first. If you understand commerce, then e-

commerce is an easy extension.

So commerce is, quite simply, the exchange of goods and services, usually for money.

We see commerce all around us in millions of different forms. When you buy something

at a grocery store you are participating in commerce. In the same way, if you cart half

of your possessions onto your front lawn for a yard sale, you are participating in

commerce from a different angle. If you go to work each day for a company that produces

a product, that is yet another link in the chain of commerce. When you think about

commerce in these different ways, you instinctively recognize several different roles:

. Buyers - these are people with money who want to purchase a good or

service.

. Sellers - these are the people who offer goods and services to buyers.

Sellers are generally recognized in different forms: retailers who sell

directly to consumers and wholesalers or distributors who sell to retailers

and other businesses.

. Producers - these are the people who create the products and services

that sellers offer to buyers. A producer is always, by necessity, a seller

as well. The producer sells the products produced to wholesalers, retailers

or directly to the consumer.

You can see that at this high level, commerce is a fairly simple concept. Whether

it is something as simple as a person making and selling popcorn on a street corner or

as complex as a contractor delivering a space shuttle to government, all of commerce

at its simplest level relies on buyers, sellers and producers.

2.5.2.1What is E-Commerce?

The cutting edge for business today is electronic commerce (e-commerce).

E-commerce is very generally described as a method of buying and selling products

and services electronically.

Broadly defined, electronic commerce is a modern business methodology that
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addresses the needs of organizations, merchants and consumers to cut costs while

improving the quality of goods and services and increasing the speed of service delivery.

The term also applies to the use of computer networks to search and retrieve

information in support of human and corporate decision making.

More commonly, e-commerce is associated with the buying and selling of information,

products, and services via computer networks today and in the future via anyone of the

numerous of networks that make up the Information Superhighway (I-way). Still under

construction, the I-way will be a mesh of interconnected data highways of many forms:

telephone wires, cable TV wires, radio-based wireless-cellular and satellite.

E-com refers to paperless exchange of business information using electronic data

interchange, email, electronic bulletin boards, electronic funds transfer and other

network based technologies. It helps organizations to move in a more fully electronic

environment and change the way they operate.

E-commerce in the popular sense can be defined as the use of the Internet and the

Web to conduct business transactions. A more technical definition is that e-commerce

involves digitally enabled commercial transactions between and among organizations

and individuals. E-commerce differs from e-business in that no commercial transaction

(an exchange of value across organizational or individual boundaries) takes place in

e-business. E-business is the digital enablement of transactions and processes within

a firm and therefore does not include any exchange in value. E-commerce and e-

business intersect at the business firm boundary, at the point where internal business

systems link up with suppliers, for instance; e-business turns into e-commerce when

an exchange of value occurs across firm boundaries.

Electronic commerce is the application of communication and information

sharing technologies among trading partners to the pursuit of business objectives.

Depending on whom you ask, the electronic commerce has different definitions.

. From a communications perspective, electronic commerce is the

delivery of information, products/services, or payments via telephone

lines, computer networks, or any other means.

. From a business process perspective, electronic commerce is the

application of technology toward the automation of business transactions

and workflows.

. From a service perspective, electronic commerce is a tool that

addresses the desire of firms, consumers and management to cut service

costs while improving the quality of goods and increasing the speed of

service delivery.

. From an online perspective, electronic commerce provides the

capability of buying and selling products and information on the Internet

and other online services.

All of the above definitions are valid. It is just a matter of which lens is used
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to view the electronic commerce landscape. Broadly speaking, electronic commerce

emphasizes the generation and exploitation of new business opportunities and to use

popular phrases: "generate business value" or "do more with less".

Technologies such as EDI and e-mail, widely used for years in work- flow and

reengineering applications, are now diffusing into other aspects of commerce. The

efforts of the late 1980s and early 1990s focused primarily on moving existing non-

electronic methods to an electronic platform to improve internal business process

efficiency. Today, the emphasis has shifted from this narrow focus to the invention of

entirely new business applications for reaching and getting close to the customer. The

Information Superhighway and yet-to-be developed technologies will be key elements

in this business transformation and while earlier efforts resulted in small gains in

productivity and efficiency, integrating them into the Information Superhighway will

fundamentally change the way business is done. These new ideas demand radical

changes in the design of the entire business process.

The effects of e-commerce are already appearing in all areas of business, from customer

service to new product design.

. It facilitates new types of information-based business processes for reaching

and interacting with customers-on-line advertising and marketing, on-line

order taking and on-line customer service, to name a few.

. It can also reduce costs in managing orders and interacting with a wide

range of suppliers and trading partners, areas that typically add

significant overhead to the cost of products and services.

. Finally, e-commerce enables the formation of new types of information-

based products such as interactive games, electronic books, and

information on- demand that can be very profitable for content providers

and useful for consumers.

Electronic commerce can offer both short term and long-term benefits to the

companies. Not only can it open new markets, enabling you to reach new customers

but it can also make it easier and faster for you to do business with your existing

customer base. Moving business practices, such as ordering, invoicing and customer

support, to network-based system can also reduce the paperwork involved in business-

to-business transactions. Tracking customer satisfaction, requesting more customer

feedback, and presenting custom solutions for the clients are just some of the

opportunities that can stem from e-commerce.

In sum, companies believe that e-commerce can result in improved efficiency in finding

and interacting with customers, in communicating with trading partners, and in

developing new products and markets.

2.5.2.2 Traditional Commerce versus Electronic Commerce

E-Commerce, though quite a new phenomenon it has many of the same essential

ingredients of 'ordinary' commerce. By this we mean that just as in any kind of commerce,



PGDCA PAPER : PGDCA-580

we have buyers and sellers with goods and services being exchanged between them.

The major difference between E-Commerce and Commerce is that with E-Commerce,

these exchanges of goods and services are carried out over the web instead of the

traditional physical act of going to a trader for goods and services.

When you get down to the actual elements of commerce and commercial transactions,

things get slightly more complicated because you have to deal with the details. However,

these details boil down to a finite number of steps. The following list highlights all of

the elements of a typical commerce activity. In this case, the activity is the sale of

some product by a retailer to a customer:

. If you would like to sell something to a customer, at the very core of the

matter is the something itself. You must have a product or service to

offer. The product can be anything. You may get your products directly

from a producer or you might go through a distributor to get them or

you may produce the products yourself.

. You must also have a place from which to sell your products. Place can

sometimes be very ephemeral - for example a phone number might be the

place. If you are a customer in need of a back rub, if you call "Vishal

mart." on the telephone to order a back rub and if they show up at your

office to give you a backrub, then the phone number is the place where

you purchased this service. For most physical products we tend to think

of the place as a store or shop of some sort. But if you think about it a bit

more you realize that the place for any traditional mail order company is

the combination of an ad or a catalog and a phone number or a mail box.

. You need to figure out a way to get people to come to your place. This

process is known as marketing. If no one knows that your place exists,

you will never sell anything. Locating your place in a busy shopping

center is one way to get traffic. Sending out a mail order catalog is

another. There is also advertising, word of mouth and even the guy that

stands by the road waving at passing cars!

. You need a way to accept orders. At Vishal-mart this is handled by the

check out line. In a mail order company the orders come in by mail or

phone and are processed by employees of the company.

. You also need a way to accept money. If you are at Vishal-mart you

know that you can use cash, check or credit cards to pay for products.

Business-to-business transactions often use purchase orders. Many

businesses do not require you to pay for the product or service at the

time of delivery, and some products and services are delivered

continuously (water, power, phone and pagers are like this). That gets

into the whole area of billing and collections.

. You need a way to deliver the product or service, often known as
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fulfillment. At a store like Vishal-mart fulfillment is automatic. The

customer picks up the item of desire, pays for it and walks out the door.

In mail-order businesses the item is packaged and mailed. Large items

must be loaded onto trucks or trains and shipped.

. Sometimes customers do not like what they buy, so you need a way to

accept returns. You may or may not charge certain fees for returns, and

you may or may not require the customer to get authorization before

returning anything.

. Sometimes a product breaks, so you need a way to honor warranty claims.

For retailers this part of the transaction is often handled by the producer.

. Many products today are so complicated that they require customer service

and technical support departments to help customers use them.

Computers are a good example of this sort of product. On-going products

like cell phone service may also require on-going customer service because

customers want to change the service they receive over time. Traditional

items generally require less support that modern electronic items.

You find all of these elements in any traditional mail order company. Whether the

company is selling books, consumer products, information in the form of reports and

papers, or services, all of these elements come into play.

In an e-commerce sales channel you find all of these elements as well, but they change

slightly.

You must have the following elements to conduct e-commerce:

. A product

. A place to sell the product - in the e-commerce case a web site displays

the products in some way and acts as the place

. A way to get people to come to your web site

. A way to accept orders - normally an on-line form of some sort

. A way to accept money - normally a merchant account handling credit

card payments. This piece requires a secure ordering page and a

connection to a bank. Or you may use more traditional billing techniques

either on-line or through the mail.

. A fulfillment facility to ship products to customers (often outsource-

able). In the case of software and information, however, fulfillment can

occur over the Web through a file download mechanism.

. A way to accept returns

. A way to handle warrantee claims if necessary

. A way to provide customer service (often through email, on-line forms,

on-line knowledge bases and FAQs, etc.)

In addition, there is often a strong desire to integrate other business functions

or practices into the e-commerce offering. An extremely simple example -- you might
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want to be able to show the customer the exact status of an order.

Clearly, a key element of e-commerce is information processing. All steps of commerce,

except for production, distribution and delivery of physical goods, are forms of

information gathering, processing, manipulation and distribution, which computers

and networks are perfectly suited to handle. This information processing activity is

usually in the form of business transactions for which several broad categories can be

observed:

. Transactions between a company and the consumer over public networks

for the purpose of home shopping or home banking using encryption for

security and electronic cash, credit or debit tokens for payment.

. Transactions with trading partners such as using EDI

. Transactions for information gathering such as market research using

bar-code scanners, information processing for managerial decision

making or organizational problem solving and information manipulation

for operations and supply chain management.

. Transactions for information distribution with prospective customers,

including interactive advertising, sales and marketing

From a management perspective, all of these transactions require tight coordination

and control among many participating organizations in order to minimize the exposure

to risk. If we look at managing these transactions in light of global sourcing, an integral

part of the increasingly global market the complexity is compounded by long

transportation distances, currencies, customs regulations, and language barriers.

Codifying these transactions and coordinating them through software via the I-way

can reduce the complexity of the task.

To understand the various components of electronic commerce, we will first present a

framework within which we can examine the various interlocking elements.

2.5.3 Electronic Commerce Framework

From the business activity already taking place, it is clear that e-commerce applications

will be built on the existing technology infrastructure- numerous of computers,

communications networks and communication software forming the emerging

Information Superhighway.

The framework of e-commerce can be said to be based on each of the building blocks

given below in the infrastructure:

. Common business services, for facilitating the buying and selling process

. Messaging and information distribution, as a means of sending and

retrieving information

. Multimedia content and network publishing, for creating a product

and a means to communicate about it

. The Information superhighway-the very foundation-for providing the

highway system along which all e-commerce must travel
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The two pillars supporting all e-commerce-applications and infrastructure- are

just as vital:

. Public policy, to govern such issues as universal access, privacy, and

information pricing

. Technical standards, to dictate the nature of information publishing,

user interfaces, and transport in the interest of compatibility across the

entire network

To better understand the integration of the various infrastructure components in our

framework, let us use the analogy of a traditional transportation business.

13.3.1 The Information Superhighway

Any successful e-commerce application will require the I-way infrastructure in the

same way that regular commerce needs the interstate highway network to carry goods

from point to point. You must travel across this highway, whether you are an

organization purchasing supplies or a consumer ordering a movie on demand.

Understand, however, that the I-way is not one monolithic data highway designed

according to long-standing, well- defined rules and regulations based on well-known

needs. Rather, still under construction, the I-way will be a mesh of interconnected

data highways of many forms: telephone wires, cable TV wires, radio-based wireless-

cellular and satellite. The I-way is far from complete and is quickly acquiring new on-

ramps and even small highway systems. The numerous constructors of I-way are either

in competition with or in alliance with one another, all in an effort to convince traffic to

use their parts or sections of the highway because revenues in e-commerce are based

on vehicular traffic, in our case, vehicles transporting information or multimedia content.

The many transactions among businesses means that the ultimate winner must select

the technology for the I-way that best matches future business needs by using today's

tools

1.3.2 Multimedia Content and Network Publishing

Building the various highways is not enough. Transport vehicles are needed, routing

issues must be addressed and of course the transportation costs must be paid. On

the I-way, the nature of vehicular traffic is extremely important.

  The information and multimedia content determines what type of vehicle is needed.

A breakdown of potential everyday e-commerce vehicles into their technological

components shows that they vary widely in complexity and may even need to travel

different routes on the I-way, much the way an eighteen-wheeler may be restricted

from traveling roads that cannot accommodate it:

Once these vehicles (multimedia content) are created, where are they housed? What sort of

distribution warehouses are needed to store and deliver their multimedia cargo?

In the electronic "highway system" multimedia content is stored in the form of electronic

documents. These documents are often digitized, compressed and stored in

computerized libraries or multimedia storage warehouses called servers that are linked
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by transport net- works to each other and to the software/hardware clients that allow

customers to access them.

2.5.3.3Messaging and Information Distribution

Exactly how do the vehicles move from one distribution warehouse to another? In a

traditional transportation business, diesel engines or gasoline- powered motors move

the trucks along the roadways. On the I-way, messaging software fulfills this role, in

any number of forms: e-mail, EDI or point-to-point file transfers

2.5.3.4 Common Business Services

In addition to the development of new vehicles and systems, other key components of

commercial transactions need to be examined. How can businesses assure customers

of safe delivery? How can customers pay for using the I-way? The Common Business

Services block of Fig. 1 addresses these supporting issues. Encryption and authentication

methods have been developed to ensure security of the contents while traveling the I-

way and at their destination and numerous electronic payment schemes are being

developed to handle highly complex transactions with high reliability.

2.5.3.5 Public policy and Legal Issues

The complexity is compounded in the emerging world of electronic commerce by the

unique interplay among government, academic circles and private commercial activities

and whereas traditional businesses are governed by the Commercial Code and detailed

case histories, very basic policy and legal questions are materializing in relation to e-

commerce.

In the case of vehicular traffic over the interstate highway system, public policy issues

concern pollution, consumer protection from fraud, environmental impact and taxation.

Similarly, in information traffic, public policy issues deal with the cost of accessing

information, regulation to protect consumers from fraud and to protect their right to

privacy and the policing of global information traffic to detect information pirating or

pornography again the issues themselves, let alone the solutions, are just now evolving

and will become increasingly important as more and more people with variable intent

enter the electronic marketplace.
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Public Policy, Privacy, Legal Issues     Technical Standards

Figure 2.5.1 : Generic framework for electronic commerce

2.5.3.6Technical Standards

The final pillar on which the e-commerce framework rests is technical standards,

without which the impact of this revolution would be minimized. For instance, returning

to our analogy with traditional transportation systems, railroads would not have

flourished had each state established a separate track standard (meter gauge versus

broad gauge, for example) and goods would have to be constantly moved from one

train to another every time the standard changed. Similar differences in standards

exist today in electricity distribution (110 versus 200 volts) and video distribution

(Sony Beta versus VHS) limiting worldwide use of many products.

Standards are crucial in the world of global e-commerce to ensure not only

seamless and harmonious integration across the transportation network but access of

information on any type of device the consumer chooses- laser disc, PCs, portable hand-

held devices or television + set-top boxes (cable converter boxes)-and on all types of

operating systems. For example, without the adoption of video standards, video
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conferencing will never become widespread as each manufacturer will attempt to develop

equipment that maximizes their short-term profits rather than working toward customer

goals such as interoperability. The benefits of universal standards are:

a. reduced search costs for consumers

b. price discovery becomes simpler, faster and more accurate

c. lower market entry costs for merchants

While our initial discussion was of the elements of a framework for electronic

commerce to an understanding of what part they play within this complex network, it

is no accident that we have ended with a convergence of technical, policy and business

concerns. The concept of "convergence" is essential to the operation of the Information

Superhighway and to the way the business world is gearing up to deal with it.

2.5.4 Summary

One is interested in e-commerce technologies - and the digital markets that

result - as they promise to bring about some very fundamental, unprecedented

shifts in commerce.

E-commerce in the popular sense can be defined as the use of the Internet and

the Web to conduct business transactions. A more technical definition is that e-commerce

involves digitally enabled commercial transactions between and among organizations

and individuals. E-commerce differs from e-business in that no commercial transaction

(an exchange of value across organizational or individual boundaries) takes place in e-

business. E-business is the digital enablement of transactions and processes within a

firm and therefore does not include any exchange in value.

Electronic commerce is an extension of traditional commerce, which is concerned

with the activities of business, industry and trade, including (nominally) the exchange

of goods, services, information and money. A number of factors have coalesced to make

e-commerce a possibility; advances in information technology and new models of doing

business to name but two. Central to understanding e-commerce is an appreciation for

the unprecedented growth of the Internet and the World Wide Web (www).

While our focus in this lesson was on the elements of a framework for electronic

commerce to have an understanding of what part they play within this complex network,

it is no accident that we have ended with a convergence of technical, policy and business

concerns.

2.5.5 Self-Assessment Questions

13.5.1 Descriptive Questions

1. Define Electronic commerce.

2. Compare electronic commerce with traditional commerce.

3. Describe the electronic commerce framework with the help of a diagram.

What are the various building blocks of the framework? Discuss in detail.

4. What are the factors causing electronic commerce success? Discuss.
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2.5.5.2 Multiple Choice Questions

1. E-commerce can be defined as:

a) the use of the Internet and the Web to transact business

b) the digital enablement of transactions and processes within a firm

c) digitally enabled commercial transactions between and among

organizations and individuals

d) both (a) and (c)

2. T/F: E-commerce as we know it today would not exist without the

Internet and the World Wide Web.

3. In addition to the Internet and the World Wide Web, which of the following

technologies is integral to understanding e-commerce?

a) client/server computing

b) wireless computing

c) peer-to-peer computing

d) mainframe computing

4. E-commerce technologies make it possible for merchants to know much

more about consumers so that they can potentially:

a) develop new information asymmetries

b) enhance their ability to brand products

c) segment the market into numerous subgroups and charge each

a different price

d) all of the above
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Learning Objectives:

The major objectives of this lesson are to discuss:

. Define media convergence

. Discuss various types of media convergence

. Explain the driving forces behind the idea of convergence

. Understand the anatomy of e-commerce.

. Identify the key components of anatomy of e-commerce.

2.6.1 Introduction

The effects of convergence in electronic commerce are already being felt. Many

companies are pooling their resources and talents through alliances and mergers with

other companies to make the electronic marketplace a reality. Their motivation behind

this movement may be partly to reduce their risk in light of the uncertainty about

what form this eventual global marketplace and e-commerce applications will take.

Convergence requires removing the barriers between the telecommunications,

broadcasting, computing, movie, electronic games and publishing industries to facilitate

interoperability.

A powerful driving force behind the development of the infrastructure and the

convergence of numerous industries in E-commerce scenario is the potential profit for

those who will hold the winning numbers, although no one knows what applications

of electronic commerce will be successful in the long run.

88
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2.6.2 Electronic Commerce and Media Convergence

The term e-commerce has become irrevocably linked with the idea of convergence

of industries centered on information that until today has been isolated on -content,

storage, networks, business applications and consumer devices.

2.6.2.1 Media Convergence

Convergence, broadly defined, is the blending of consumer electronics, television,

publishing, telecommunications, and computers for the purpose of facilitating new

forms of information-based commerce. The terms multimedia and cross-media are

used interchangeably.

2.6.2.1.1 Multimedia Convergence

   Multimedia Convergence applies to the conversion of data, image, text, voice,

graphics and full-motion video into digital content.

2.6.2.1.2 Cross-media Convergence

Cross-media convergence refers to the integration of various industries-

entertainment, publication and communication media- based on multimedia content.

These two types of convergence are often closely associated. For instance, in a

new era of interactive TV, the lines between advertisements, entertainment, education,

and services often become blurred. While watching a World cup match between India

and England, you may develop an urge to know more about England. Instead of running

to the local bookstore and purchasing a book, you can link to an on-line database and

search while not missing any part of the match. The information in these on-line databases

is not limited to text but also provide photographs and digital videos (multi- media).

2.6.2.2 Factors Influencing Convergence

As it is obvious that a powerful driving force behind the development of

the infrastructure and the convergence of numerous industries in E-commerce

scenario is the potential profit, following are the other main driving forces behind

the idea of convergence:

2.6.2.2.1 Technological Growth

Some simple technological developments driving the phenomenon of

convergence are:

. Convergence of Content

Due to progress in technology the convergence of content has taken place. There

is translation of all types of information content-books, business documents,

videos, movies, music-into digital information. Once converted into digital form,

that information can easily be processed, searched, sorted, enhanced, converted,

compressed, encrypted, replicated and transmitted and so on, in ways that are

conveniently matched to today's information processing systems.

. Convergence of Transmission

Due to further leaps in technology it is possible to compress and store digitized

information so it can travel through existing communication and transmission
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systems. New techniques and other technological breakthroughs enable all

types of information to travel to the user. Here we see a convergence of

communication equipment that provides the "pipelines" to transmit voice, data,

image and video-all without rewiring the existing infrastructure.

. Convergence of Information Access Devices

Newer access devices have the capability to function as both computers and

televisions. Other examples of convergence of information access devices are

the telephone, with internal fax machine, modem, and video monitor capable

of receiving fax, e-mail and video.

2.6.2.2.2 Market Conditions

Convergence is also being driven by of certain market conditions including the

following:

. The widespread availability of increasingly low-cost, high-performance enabling

component technologies, including semiconductors, storage and display devices,

communications systems and operating systems among others

. Entrepreneurs who are providing for expected end-user demand for new

applications-both products and services-that rely on the aforementioned

enabling technologies

. Aggressive regulatory actions that serve to facilitate the rapid deployment of

these new applications

2.6.2.3 Issues in Media Convergence

The issues that came up most often related to the usability of media convergence

in e-commerce were:

. Poor End-User Experience:

For media convergence to be effective as an e-commerce tool it must create an

experience that is acceptable to the user. In Media convergence part of the

blame can be put on poor end-user experience on the receiving devices, mostly

personal computers. This is believed before convergence of media will gain

wide acceptance it must be capable of creating an experience at or above the

television experience.

. Poor Quality of Service:

At present delivery of high quality media convergence requires a broadband

connection. With so many consumers still connecting to the Internet via a

modem or not at all, the ability to deliver high quality streaming to the masses

is on hold.

. Lack of Standards:

The fact that each of the major vendors in media convergence a tool sets creates

its own player format and requires users to download its own player backs up

this concern well.
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2.6.3 Electronic Commerce Applications

2.6.3.1 Types of Electronic Commerce

There are different types of e-commerce and many different ways to characterize

these types. Five major types of e-commerce are discussed here:

For the most part, we distinguish different types of e-commerce by the nature of the

market relationship - who is selling to whom. The exceptions are P2P and m-commerce,

which are technology-based distinctions.

. B2C (Business-to-Consumer):

The most commonly discussed type of e-commerce is Business-to-Consumer

(B2C) e-commerce, in which online businesses attempt to reach individual consumers.

Even though B2C is comparatively small, it has grown exponentially since 1995, and

is the type of e-commerce that most consumers are likely to encounter. Within the

B2C category there are many different types of business models like: portals, online

retailers, content providers, transaction brokers, market creators, service providers,

and community providers.

Note:  B2G - Business to Government e-commerce can be considered yet another

type of e-commerce. For the purposes of this text, we consider B2G e-commerce within

B2B e-commerce, viewing the government as simply a form of business when it acts

as a procurer of goods and/or services.

. B2B. Business-to-Business (B2B):

The e-commerce, in which businesses focus on selling to other businesses, is

the largest form of e-commerce in business to-business exchanges of all kinds, online

and offline, suggesting that B2B e-commerce has significant growth potential. The

ultimate size of B2B e-commerce could be huge. At first, B2B e-commerce primarily

involved inter-business exchanges, but a number of other B2B business models have

developed, including e-distributors, B2B service providers, matchmakers, and

infomediaries that are widening the use of B2B e-commerce.

. C2C. Consumer-to-Consumer (C2C):

E-commerce provides a way for consumers to sell to each other, with the help

of an online market maker such as the auction site eBay. The size of this market is

growing rapidly. In C2C e-commerce, the consumer prepares the product for market,

places the product for auction or sale and relies on the market maker to provide

catalog, search engine and transaction-clearing capabilities so that products can be

easily displayed, discovered and paid for.

. Peer-to-Peer Ecommerce (P2P):

Peer-to-peer technology enables Internet users to share files and computer

resources directly without having to go through a central Web server. In peer-to-peer's

purest form, no intermediary is required. For instance, Gnutella is a peer-to-peer

freeware software application
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. M-commerce:

Mobile commerce, or m-commerce, refers to the use of wireless digital devices

to enable transactions on the Web. These devices essentially utilize wireless networks

to connect cell phones and handheld devices to the Web. Once connected, mobile

consumers can conduct many types of transactions, including stock trades in store

price comparisons, banking, travel reservations and more. It is expected to grow rapidly

over the next few years.

2.6.3.2 The Anatomy of E-Commerce Applications

In the generic framework of E-commerce we have seen that e-commerce applications

situated at the very top and this is indeed indicative of how most applications rest on the

entire infrastructure and reach out to consumers. It is important to understand; however,

that applications can be found at all levels of the infrastructure itself.

So what is the structure of e-commerce applications?

Not only is multimedia content a part of the infrastructure that will enable

consumers to enjoy video on demand, but creation of that content is itself an e-

commerce application. Similarly, e-mail can be considered both a messaging

infrastructure and a purchasable end product.

We will examine electronic commerce applications structure in light of

. Multimedia content

. Multimedia storage servers as well as the information delivery system,

. The network service providers that serve as access points, and

. The devices that function as interfaces for various e-commerce applications.

2.6.3.2.1 Multimedia Content for E-Commerce Applications

Multimedia content can be considered both fuel and traffic for electronic

commerce applications. The technical definition of multimedia is the use of digital

data in more than one format, such as the combination of text, audio, video and

graphics in a computer file/document.

Figure 2.6.1 : Multimedia Components
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Multimedia imitates the natural way people communicate. Its purpose is to combine

the interactivity of a user-friendly interface with multiple forms of content. In the popular

press, multimedia is associated with the hardware convergence taking place in the

telecommunications, computer and cable industry and the next generation of digital,

interactive technical means. From this perspective multimedia mean the combination

of computers, television and telephone capabilities in a single device.

 Multimedia systems do much more than conventional database systems, which are

oriented toward numeric processing. Business professionals are well aware that more

than 90 percent of the information that firms use for business operations and decision

making lives outside the "traditional" database systems. This external information -in

the form of technical manuals, memos, e-mail, problem reports, sales brochures, and

product design-is crucial for smooth organizational functioning. Because most business

systems support only a fraction of the information and communications found in the

workplace, the goal of multimedia is to increase the utility of all information through the

processing and distribution of new forms such as images, audio and video.

  Thus many managers charting strategic directions now ask which applications of

multimedia will have the greatest impact on their particular business operations. That

question is being asked more frequently because computing and networking have advanced

to the point where the distribution of multimedia is not only possible but also inexpensive.

Although everyone agrees that multimedia represents the next generation of computing,

few have a clear idea of what multimedia is all about, what it can do and where it is

heading. This is understandable since, the term multimedia covers so many things that it

is often difficult to conceptualize and adding to the turmoil, telecommunications, cable/

broadcasters, computer software and hardware providers each have a different view of

what multimedia means. Everyone does agree, however, that whatever multimedia proves

to be, business must be involved in it one way or another.

  The traditional, separate business divisions no longer hold true in the world of

multimedia. For instance, an electronic book, no longer text only, often includes

photographs, voice, video clips, animation, and a host of other things. In other words,

every form of content is inter-related to other forms.

Telecommunications and cable companies, now aware of the importance of

content for the future of e-commerce applications, have begun to acquire rights to the

content they believe will have great value. No one has yet developed the "killer"

application for e-commerce, and it is unlikely that an uncontested winner will emerge

until the technical infrastructure is in place, clearly defined or at least expressed.

The success of e-commerce applications also depends on the variety and

innovativeness of multimedia content and packaging. The advantage goes to the current

providers (or packagers) of multimedia content-to entertainment, broadcast television

productions, traditional print publications and software and information services.

Supporting these content providers are the hidden brigade of small businesses or
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individuals producing content- writing articles, creating videos, developing software

programs and other important entrepreneurial activities. Plenty of opportunity, remains,

however, for new players who can provide innovative content that meets consumer

demands not fulfilled by existing providers.

14.3.2.2Multimedia Storage Servers and Electronic Commerce Applications

Electronic commerce requires robust servers to store and distribute large

amounts of digital content to consumers. These multimedia storage servers are large

information warehouses capable of handling various contents ranging from- books,

newspapers, advertisement catalogs, movies, games and images. These servers, deriving

their name because they serve information upon request, must handle large-scale

distribution, guarantee security and complete reliability.

Steady advances in digital memory technology are making mass-storage devices

technologically feasible and increasingly cost- effective.

2.6.3.2.3 Internal Processes of Multimedia Servers

The internal processes involved in the storage, retrieval, and management of

multimedia data objects are integral to e-commerce applications. In general terms, a

multimedia server is a hardware and software combination that converts raw data

into usable information and then "dishes out" this information where and when users

need it. It captures, processes, manages and delivers text, images, audio and video.

Most multimedia servers provide a core set of functions to display, create and

manipulate multimedia documents; to transmit and receive multimedia documents

over computer networks, and to store and retrieve multimedia documents.

To make interactive multimedia a reality, a server must do the following:

. Handle thousands of simultaneous users;

. Manage the transactions of these users (e.g., purchases, specific

information requests, customer billing);

. And deliver information streams to consumers at affordable costs.

The technical challenge is obvious when one realizes that traditional models of

information management do not lend themselves to the new model. First, the data

differ radically; we are no longer dealing with only table-formatted, alphanumeric

data. Second, the computing platforms pose bottlenecks when trying to deliver large

pieces of complex data. And finally one of the most compelling technical challenges is

the management of enormous storage capacity required for these new forms of data,

in particular digital video. To address these technical challenges, new types of video

servers are being developed.

2.6.3.2.4 Video Servers and Electronic Commerce

The electronic commerce applications related to digital video will include telecommuting

and video conferencing, geographical information systems that require storage and

navigation over maps, corporate multimedia servers, postproduction studios, and

shopping kiosks. Consumer applications will include video on-demand and a range of
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interactive services as shopping, video navigation (e.g., interactive TV guides), and

directories (e.g., interactive telephone yellow pages).

The need for large-scale video storage has led to a unique business partnership between

technology/transport and media companies in interactive TV trials and has resulted in the

development of new video servers. Video servers are an important link between the content

providers (entertainment/media) and transport providers (telcos/wireless/cable operators).

One important difference between video servers and the current client-server computer

systems used extensively for data processing is that video servers are designed to deliver

information to hundreds of consumers simultaneously via public telecommunications and

cable networks. Video servers tackle the "simultaneous overlapping" supply problem that

arises when providing on-demand services to large numbers of homes. Numerous

households will want to watch the film either simultaneously or at overlapping times. This

problem can be approached from either the hardware or software end.

In the case of hardware solutions, servers can harness the power of massive

parallel architecture-that is, using thousands of inexpensive microprocessors that are

interlinked to create the illusion of one large computer. Each processor acts as a

"video pump" and distributes a portion of the film so that a single film can be viewed

by numerous households on-demand.

All video servers need not be hardware-based. Rather than looking at the delivery

of continuous media on-demand (e.g., audio and video) as a hardware problem solved

with massive parallel machines, the problem is approached as a customizable software

issue. This software architecture has goal to provide the power, functionality, and scalability

to give users split-second access to thousands of media files and to allow laser disc-type

functions such as pause, reverse, fast-forward, and jump-ahead to user-specified locations.

2.6.3.2.5 Information Delivery/Transport and E-Commerce Applications

Transport providers are principally telecommunications, cable, and wireless

industries; computer networks including commercial networks such as CompuServe

or America Online; and public networks such as the Internet. As noted earlier, the

transport system does not function as a monolithic system, Instead, the architecture

is a mix of many forms of high-speed network transport whether it be land-based

telephone, air-based wireless, modem-based PCs, or satellite transmissions Literally,

the transport routes for e-commerce applications are boundless.

              The distribution of information has become a competitive market with a

combination of offense and defense.
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Table 2.6.1 : Transport Routes

Each highway route provider faces a different but no less daunting set of

challenges:

Telecom-based

These providers, the most visible (and vocal) of all competitors, include long-

distance and local telephone service providers. For the phone companies, the

breakthrough for e-commerce applications delivery came in 1991 when scientists found

a way to do what everybody had assumed was impossible: squeeze a video signal through

a telephone wire. The technology, known as asymmetric digital subscriber line (ADSL),

has some unresolved drawbacks: It cannot handle live transmissions, and the picture it

produces is not as clear as that provided by a well-tuned cable hookup. Researchers

have recently improved the quality of the picture and with further compression expect

to accommodate several channels of live video over a single telephone wire.

Cable-based

These providers depend on coaxial cable as transport roads and will help

determine which broadband applications and services the viewing public prefers. All

leading cable providers are conducting trials with a variety of hardware and software,

and most are expected to use fiber optic cable and coaxial wire as the delivery medium.

The strategy among cable companies is to develop a "network neutral" content that

uses digital compression and is adaptable to alternative delivery systems, such as

wireless and satellites.

Computer Network-based

These providers are often dial-up linkages of lower bandwidth when compared to

telecom and cable highways. Bandwidth is analogous to the number of lanes on a

highway. Examples of on-line transport architectures are CompuServe, Prodigy, and

America Online, which often tend to serve as both a transport road and content providers.

Wireless

These operators are typically radio-based-cellular, satellite and light-based-

infra-red. In fact, some of the most exciting transport architectures are invisible. New

wireless-based systems require new ways of thinking about information delivery. Recent

past has been characterized by record-breaking growth in most wireless segments,
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including cellular, paging and specialized mobile radio.

The next generation of delivery media is expected to be interactive multimedia,

a technology that combines computer, telephone and television services. This technology

could attract more home users to information services.

2.6.3.2.6 Consumer Access Devices

Which consumer devices provide the on-ramps to the transport architectures?

Will the digital on-ramps be through existing televisions, personal computers,

multimedia PCs, or televisions with so-called set-top boxes? Or through all? What

computer operating systems will be the engines in these access devices?

Over the next decade hundreds of billions of money will fund the integration of

the different (and often incompatible) communications systems and the creation of

new software and hardware navigation tools for improved information access. How

the majority of users will access e-commerce applications, as yet unknown, is heavily

linked to the access device they opt to use. A myriad of devices can provide access to

information: videophones, PCs capable of handling multimedia, personal digital

assistants like Apple's Newton, televisions capable of two-way transmission, cellular

phones, mobile and portable computers.

Some issues remain unresolved. For instance, which operating system will be

the dominant player on these access devices? Who will define the user interface (and

earn the staggering royalties likely to accrue from it)? The operating system of choice

will depend to some extent on which transport highway consumers ride and the user

interface they prefer. If on-line services are used, then there is high probability that

PC-based access may predominate.

Adding to the realm of uncertainty about the future configuration of various

access devices is the nature of the interface between the consumer and the content.

Having access to a veritable cornucopia of interactive information and entertainment

is useless to the average consumer who is petrified by technology.

Home shopping, video on-demand, or other services present similar challenges.

In other words, the interfaces will have to be very complex. In the end, many of these

issues may be overcome, but it does seem premature to assume that they will not be

sorted out without a number of costly experiments in terms of both time and money.

2.6.4 Summary

Convergence is the unification of consumer electronics, television, publishing,

telecommunications, and computers for the purpose of facilitating new forms of

information-based commerce. The multimedia and cross-media convergences are terms

related to convergence. There are various factors which are promoting the idea of

convergence. There are technological developments like convergence of content,

transmission and information access devices behind convergence as well as certain

market conditions playing their role.  Many companies are pooling their resources and

talents through alliances and mergers with other companies to make the electronic
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marketplace a reality. There are different types of e-commerce and many different ways

to characterize these types. Five major types of e-commerce are: Business-to-Consumer

(B2C), Business-to-Business (B2B), Consumer-to Consumer (C2C), Peer-to-Peer

Ecommerce (P2P) and M-commerce. The electronic commerce applications structure

can be seen in light of Multimedia content, Multimedia storage servers as well as the

information delivery system, the network service providers that serve as access points,

and the devices that function as interfaces for various e-commerce applications.

2.6.5 Self-Assessment Questions

1. Define media convergence. Differentiate between the cross-media and

multimedia convergence.

2. What are the various factors that drive the concept of convergence?

3. What are various types of categories of electronic commerce?

4. Describe the anatomy of electronic commerce applications in detail.
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2.7.2 Electronic Data Interchange (EDI)
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2.7.2.2 What EDI is not?

2.7.2.3 Use of EDI
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2.7.9 Summary

2.7.10 Self-Assessment Questions

2.7.11 References and Suggested Readings

 Objectives:

The major objectives of this lesson are to:

. Define Electronic Data Interchange

. Differentiate EDI from E-mail and Fax

. Have a insight on the evolution of EDI

. Identify the key utility areas of EDI

. Understand the working of EDI.

. Look at the various benefits of EDI

. Discuss the various standards that are used for EDI

. Look at the controls and auditing in EDI environment

. Understand the various EDI implementation challenges

2.7.1  Introduction

Traditionally the transfer of data from one company to another has been by

paper documents. This is known as a paper-based system. These documents are manually

99
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forwarded and entered to the destination computer. EDI is the electronic transfer of

structured business documents in an organization - internally among groups of

departments or externally.

EDI is not a new concept. It is based on the notion that original data should

be entered only once and subsequently passed electronically between relevant

parties. EDI was first introduced in North America in the 1970s. It was implemented

first in the transportation sector, followed by the food and drug distribution, the

automotive, and the banking and financial sectors. Electronic processing and

transfer of information was significantly faster, more efficient and more accurate

than the manual exchange of paper. This translated into increased productivity

and faster order fulfillment and thus provided a competitive advantage.

2.7.2 Electronic Data Interchange (EDI)

EDI is the electronic exchange of structured business information in standard

formats between computers. EDI eliminates the need for a paper-based system by

providing an electronic link between companies. This reduces data entry tasks and

improves business cycle times. So we will have a deeper look into the concept of EDI.

2.7.2.1 What is EDI?

EDI is the electronic transfer of structured business documents in an

organization - internally among groups of departments or externally with its suppliers,

customers and subsidiaries. The documents likely to be used in EDI are invoices,

purchase orders, shipping requests acknowledgements and payments.

Electronic Data Interchange, or EDI is the automated exchange of structured

business documents, such as purchase orders or invoices, between an organization and

its trading partner(s). The structured, machine-readable format allows business documents

to be transferred, without re-keying, from an application in one location to an application

in another location, without human intervention or interpretation. EDI is intended to

replace paper documents and eliminate the inefficiencies of manual systems.

In EDI information is passed electronically from one computer network without

having to be read, retyped or printed. The information has a defined structure agreed

between your company and the company you send and receive data from. Any company

or group which uses EDI is called a trading partner.

The information that EDI handles includes, for example, purchase orders and

Invoices. However, any type of business document can be sent, providing it conforms

to current industry, national or international format standards.

Examples of current uses of EDI include automatic teller machines (ATMs) in banks

(where EDI is used for transferring and withdrawing funds between different bank accounts),

airline reservation systems, stock exchange transactions and car reservation systems.

2.7.2.2 What EDI is not?

In EDI, the emphasis is on the automation of business transactions. Therefore,

EDI is not electronic mail, fax or tape transfer because in all of these transactions a
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human- to-machine interface is involved, at least at one end of the interchange and

usually someone has to interpret and re-key the exchanged information.

Often today one will see the term EC/electronic data interchange (EC/EDI).

This term has evolved from placing EDI under the EC (EC) umbrella, EC being the

broad view of electronic trading. EDI is defined as the inter-process (computer

application to computer application) communication of business information in a

standardized electronic form. EC includes EDI, but recognizes the need for interpersonal

(human to human) communications, the transfer of moneys and the sharing of common

databases as additional activities that aid in the efficient conduct of business. By

incorporating a wide range of technologies, EC is much broader than EDI

2.7.2.3 Use of EDI

The data from one computer is normally not in a form suitable to be entered

directly into another computer. The data may have to be arranged differently before it can

be entered into another computer or some items of data may not be needed at all. With

EDI, all the data is converted into an agreed standard format before it is sent over the

network. The computer that receives the data can then extract the information it requires.

Using EDI implies three things:

1. Information is transferred electronically rather than on paper. This means

that there is no need to enter the data manually in the destination computer.

2. Information is transferred between trading partners who have negotiated

trading agreements and have formalized their data transfer system.

3. Information that is transferred complies with agreed standards for the

format of the content and the transmission control mechanisms.

2.7.2.4 The Evolution of EDI

Consider a very simple business scenario: A customer who to purchase an

item creates a Purchase order and then faxes or mails it to the vendor. The vendor

receives the Purchase order and manually keys in a Sale order. The vendor’s system

generates a confirmation date that is sent back to the customer via fax or mail. The

vendor then ships the goods via a carrier. The carrier delivers the products to the

customer. When the goods are shipped, the vendor invoices the customer. The customer

makes the payment by check and the vendor deposits the check in the bank. Finally,

funds are transferred from the customer’s account the vendor’s account.

This simple scenario requires the exchange of various documents between

several business partners at different times. There are some inherent problems with

this scenario, in that it:

. Is Highly inefficient and laborious

. Cannot be tracked easily

. Gives no visibility into the process

. Has a very long lead time

. Includes redundant data entry at various points
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To circumvent some of the trouble spots, the business partners started

exchanging data electronically via floppy disks and other storage devices, which meant

that the business partners had to adopt standard formats. An ANSI committee was

formed to define the standards. Ultimately, the electronic exchange of business

documents in a standard format gave birth to what is now known as EDI.

EDI is not a recent invention; it has been around for more than 30 years. The

transportation industry pioneered this technology and is thus responsible for its current

architecture, but most industries have realized the benefits of using EDI. Today almost

any industry or organization can take advantage of EDI. The retail and automotive

industries are major EDI users and the technology is used in several other large

industries, including health care, government agencies, real estate and education. In

fact, EDI can be implemented not only between organizations, but also within an

organization an area that is gaining strength these days.

2.7.3 Benefits of the EDI Process

Implementing EDI benefits both the sender and the receiver. It is a mutual

effort and its benefits are maximized by sharing information in a timely manner. The

benefits include the following:

Reduced data entry errors

EDI does not involve data entry at multiple points. In the traditional system a sender

creates a purchase order on their system, prints it and then faxes or mails it to a trading

partner. The receiver then re-keys the same information on their computer. The process is

prone to data entry errors. This procedure is repeated when invoicing takes place. With

EDI, data goes directly from one computer to another without involving a human being.

Reduced processing cycle time

The biggest advantage is the reduced processing time of the complete cycle. As

soon as orders are entered into the system they can be processed on the receiving side

in seconds. There is a considerable saving in the processing time of document transfer.

Availability of data in electronic form

Data from EDI is in electronic form which makes it easy to share across the

organization. For example, a purchasing department can use the data to evaluate

vendors, or a marketing department can use it to analyze the trends and demands

of customers.

Reduced paperwork

The entire EDI process can be handled without using a single piece of paper.

Some companies believe that they must have appropriate paperwork for audits and

legal issues. In its Paperwork Reduction Act the IRS recognize the electronic form as

valid legal documents as long as the vendor or supplier can prove the origin and show

complete trails on how data was generated. A company needs to have controlled

processes to handle data flowing in and out. This ruling has created some tough

auditing requirements, but meeting them is worth the effort.
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Reduced cost

Time is money. Any savings in time are directly linked to savings in money. The

initial cost of an EDI setup is certainly higher as compared to the paper process, but

over a long period it is very cost effective.

Reduced inventories and better planning

Companies do not have to keep a safety stock for the time taken with order

processing. Changes to planning schedules can be communicated instantaneously.

MRP (Material Requirement and Planning) can take into account a shipment in transit

as soon as an Advance ship Notice (EDI 856) transaction is received.

Standard means of communication

Because EDI enforces standards on the contents of data, uniform naming

standards and field sizes have emerged. Such techniques leads to clearer

communication and less ambiguity.

Better business processes

Compared to traditional methods of exchanging fewer documents, EDI is

certainly a better way of communicating with your trade partners. Companies are

willing to share information and participate in interrogational issues. This environment

enhances supply-chain management.

Competitive advantage

In many cases, companies that have implemented EDI have an advantage over

their competitors, especially when dealing with government policies or large

corporations. For example, potential vendors must use EDI to bid certain government

contacts. The procurement divisions in government agencies publish their RFPs

(Request for Proposal) on the EDI network. In addition large suppliers and corporations

discourage doing business with a business partner if the partner cannot send EDI

transactions. The same holds true for the automotive industry. To be a certified auto-

industry vendor, an organization must be able to communicate electronically. Trying

to clear goods through customs is truly a nightmare if necessary documentation is not

in EDI format and has not been sent in advance.

International Business

EDI makes international business more feasible and efficient.

2.7.4 Risk in EDI-Based Systems

EDI systems expose an organization to risks of far greater magnitude than

existed in the past:

. EDI systems transcend the boundaries of an entity, thus allowing outside

parties to directly or indirectly access the organization’s information system.

. Transactions are being initiated electronically by systems interacting

directly with each other (often no authorizing signatures).

. Traditional audit trials change or disappear, making error correction,

disaster recovery and application testing more difficult.
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. External and internal auditor’s work is made more difficult because of

the elimination of the customary forms of audit trail and audit evidence.

. More automated processing exists with greater concentration of control and

data in a single location. Traditional audit trails change or disappear, making

error correction, disaster recovery and application testing more difficulty

. There is greater risk of unauthorized access to data within the company

and a greater need to protect data during transfer outside the company.

. Network failures can be disastrous.

2.7.5 Working of EDI

Regardless of the format chosen, companies using EDI communicate with their

trading partners in one of two ways: they exchange data with several trading partners

directly or they interact with- multiple companies through a central information

clearing-house. In the latter case, all transactions are funneled through a third party’s

computer system which routes them to the appropriate receiver’s computer. This enables

the sender to communicate with an unlimited number of trading partners without

worrying about proprietary systems audit trails variable transmission speeds and

general computer compatibility.

Basically, here is how EDI works:

1. Prior to any computer work. representatives of two companies interested

in exchanging data electronically meet to specify the applications in the

EDI standard which they will implement

2. Each company adds EDI programs to its computer to translate company

data into standard formats for transmission and for the reverse

translation on the data it receives.

3. Then as often as operationally required the two companies exchange

data electronically in the standard formats.

The data transmitted originates from records in the sender’s data base after

the sender confirms that the receiver is an authorized recipient for such data. The

sender composes a transmission formatted in the EDI standards; the receiver translates

the formatted message to a computer record to be processed and used internally. All

transmissions are checked both electronically and functionally and the protocol includes

procedures for error detection and correction.

Once a company has established standardized communications with another

company, it is now in a position to communicate with any other company that is also

using the EDI standards.

The information flow in EDI is:

1. A company collects data for its own operational or statistical

requirements. This data is edited and added to its own data base.

2. Pertinent information is extracted by the company from its data base,

summarized if necessary, constructed into EDI transaction sets and
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transmitted to the company or organization requiring it for valid reasons.

3. The frequency for preparing this information is determined by the

operational requirements of each recipient.

4. A communications link for transmission is established according to the

standard communications protocol.

5. The recipient of the information receives the transmission and checks it

for its physical characteristics (parity, check character, transmission

mode). Retransmission is requested if an error is detected in the physical

characteristics of the transmission.

6. The receiver checks the functional characteristics of the data. A message

is transmitted to the original sender to acknowledge the transmission

and to identify any errors detected.

7. The receiver processes the information received according to its own

internal procedures and timing requirements.

Here is how a typical EDI exchange works (our example assumes the two

companies communicate directly with one another). A manufacturer writes its

replenishment orders to a computer file instead of printing them. At a mutually agreed-

on time, it connects this computer ‘by telephone line, either leased or dial-up, to a

processing function and then to the supplier’s machine. After an initial “handshake”

routine, which establishes the identities of the machines, the manufacturer’s computer

forwards the relevant orders to the supplier’s computer.

15.6 EDI Communications

The delivery of these standardized data to their destination (trading partner’s

application) may be achieved in a number of ways. The most common methods are:

1. Point-to-point or direct EDI

Direct EDI, as the name implies, is a direct link between two computers. Direct

EDI typically requires considerable expertise to incorporate EDI translation software

into an organization’s computing environment but it is also considerably cheaper

than other methods and as such is often preferred to support high-volume ordering.

2. Value-Added-Network (VAN)

A VAN provides an electronic mailbox with a store-and- forward facility as well

as other added services for which the subscriber is charged a monthly and/or per use

fee. However, using a VAN as a communications component can greatly facilitate EDI

and is often critical to the success of the EDI implementation. Therefore, the use of a

VAN is often the recommended delivery method for EDI messages.

3. Internet

The Internet has shown potential as a way to deliver EDI messages because it

allows a fast and economical delivery of these messages, either through electronic

mail or file transfer. The issues of authentication, access control, data integrity and

confidentiality on the Internet are currently being addressed.
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Integration of standardized data into existing or re- engineered processes is crucial to

a successful EDI implementation. Hence, the major task in implementing EDI is the

process of mapping the proprietary format data (extracted from a local system) to the

prescribed structured format.

Next, the supplier processes the orders perhaps sending an acknowledgement

to the sender: At the same time, the supplier’s system generates packing notes and

associated documentation for the warehouse and carrier, then produces its invoices

as a computer file and forwards them to the manufacturer. The manufacturer, in

turn, sends its remittance advice electronically and may even pay the bills through a

bank clearing-house system.

In sophisticated applications, the EDI information flows directly into an artificial

intelligence system, where the computer uses it to make business decisions.

2.7.7 EDI Standards

The development of new ways of doing business is often paralleled by the

development of industry standards. EDI standards fall under the auspices of the American

National Standards Institute (ANSI), which chartered the Accredited Standards Committee

X12 (ASCXI2) in 1979. The ASCX12 Committee’s objective is to develop uniform standards

for inter-industry electronic interchange of business transactions.

Briefly, the data interchange standards consist of:

. Transaction Set Standards: These define the procedural format and data

content requirements for specified business transactions, e.g., purchase orders.

. Data Dictionary and Segment Dictionary: These define the precise content

for data elements and data segments used in building transaction sets.

. Transaction Control Standards: These define the formats for the

information required to control the data interchange.

Universal adoption of the EDI standard developed by ANSI/ASCX12 will enable

all organizations desiring to conduct multi-industry transactions to use a single

standard format for interchanging data. In the US alone, over 10,000 companies in a

wide range of industries, already routinely use EDI and ASCX12 standards.

International standards have been established based on the X12 standards as well.

These standards are called EDI for Administration Commerce and Trade (EDIFACT)

and may be obtained through ANSI.

EDI standards grew from needs in transportation and payment applications

and have been extended for use in other business, and technical applications. For

transportation, the information system parallels the physical movement of cargo and

an information transaction accompanies significant events in cargo movement:

. Reservation or pick-up request

. Shipment information from shipper to carrier

. Export/import information for international shipments Carrier to-carrier

way bill data exchange
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. Tracing information

. Freight bill data, carrier-to-payer

The standards were developed by industry work groups at the Transportation

Data Coordinating Committee (TDCC).

2.7.7.1 Variable-Length EDI Standards

The discussion of standards in this section is applicable to all variable-length

standards, such as:

TDCC: The Transportation Data Coordinating Committee (TDCC) was formed

to develop EDI formats for the transportation industry’s four primary segments: air,

motor, ocean and rail. This same organization is called EDIA (The Electronic Data

Interchange Association) today.

UCS/WlNS: The Uniform Code Council (UCC) was chosen to oversee the creation

and ongoing maintenance of the Uniform Communication Standard (UCS) for the

grocery industry and the Warehouse Information Network Standard (WINS) for the

warehousing industry.

X12: The American National Standards Institute (ANSI) formed the Accredited

Standards Committee (ASC) XI2 as the development and maintenance organisation

for a generic cross-industry EDI standard, ANSI ASC X12. The Data Interchange

Standards Association (DISA) is secretariat for this standards process. The XI2 standard

is committed to meet the needs of all industries. TDCC, UCS, and WINS are in the

process of becoming part of the ANSI ASC XI2 standards.

No one industry uses all the capabilities available in the XI2 standard. Instead,

industries have identified subsets of the standard that their members will use. Some

have given their subsets names. References to such standards as EDX (Electrical

Data Exchange), EIDX (Electronic Industry Data Exchange), CIDX (Chemical Industry

Data Exchange), PIDX (Petroleum Industry Data Exchange), AlAG (Automotive Industry

Action Group), ICOPS (Industry Committee for Office Products Standards), VICS

(Voluntary Inter-industry Communications Standard), HIBCC (Health Industry

Business Communications Council), NWDA (National Wholesale Druggists Association),

etc., are actually references to industry-specific subsets of ANSI ASC X12.

EDIFACT: The EDIFACT Standard, EDI for Administration, Commerce and

Transport, has been developed for international EDI.

2.7.8 Controls in an EDI Environment

Most of the controls we identified in our EDP lecture are also applicable in an

EDI environment.  In addition, companies should strive for the following:

. The Company and the VAN maintain audit trails of every transaction processed

within the system.  This is done through control logs that contain information

such as the time and date of the transaction and the actual message being

transferred.  Control logs help the auditor to trace a transaction to its point of

origin and can be of use to companies when discrepancies arise over the content
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of the data transmitted.

. Generation and review of adequate exception reports are important keys to

determine if the EDI system is out of control and signal if the EDI system is

being compromised.

. Data transmission controls to assure completeness & accuracy.  This is

accomplished through the functional and transaction set trailers and through

the use of functional acknowledgment.

. Companies should also maintain a sequential accounting of all interchange

numbers from each vendor/supplier to ensure that all messages are received.

. Control over the privacy is accomplished through ID’s and passwords needed

to access the VAN and through the VAN’s procedures to prevent unauthorized

access to the data.

. Internal software authorization tables should carefully define and identify who

can authorize transactions, access and modify data.

. Backup procedures and data file retention polices should be established.

2.7.8.1 Auditing in an EDI Environment

Auditing in an EDI environment demands continuous auditing techniques as

discussed before:  Integrated Test Facilities, snapshots, tagging of transactions and

embedded audit modules.

2.7.8.2 EDI Implementation Challenges

. Integration of EDI with computer software applications

. Difficulty in understanding EDI technology

. EDI user training

. Setting up Trading Partner Agreements cover.

. Routine events such as information transfer timing, re-transmittal

timetables and merchandise title passage.

. Pricing agreements and discounts terms are often included.

. Responsibilities for authorized information transmittable or errors in

transmittals should be specified.

2.7.8.3Factors Influencing Successful Adoption of EDI

. Implemented as part of an overall business strategy.

. Top management support

. Cooperation across functional areas (i.e. purchasing, production,

information systems)

. Good relationships with trading partners.

. Being an early adopter.

2.7.9 Summary

Electronic Data Interchange or EDI eliminates the need for a paper-based system

by providing an electronic link between companies. EDI is the automated exchange of

structured business documents between an organization and its trading partner(s).
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In EDI any type of business document can be sent, providing it conforms to

current industry, national or international format standards. EDI is not electronic

mail, fax or tape transfer because in all of these transactions a human- to-machine

interface is involved. EDI benefits both the sender and the receiver. EDI has many

benefits such as reduced data entry errors, reduced processing cycle time, availability

of data in electronic form, reduced paperwork, reduced cost, standard means of

communication, better business processes etc. EDI makes international business more

feasible and efficient. EDI standards grew from needs in transportation and payment

applications and have been extended for use in other business, and technical

applications. Successful Adoption of EDI requires factors such as implementing as

part of an overall business strategy, top management support, cooperation across

functional areas.

2.7.10 Self-Assessment Questions

1. Define Electronic data interchange (EDI). Differentiate between the EDI

and Electronic mail/ fax.

2. How did EDI evolved? What is the use of EDI you perceive?

3. What are the various benefits of EDI? What are the various risks involved

in EDI process?

4. Describe the working of EDI in detail.

5. What are the implementation challenges in EDI? What factors influence

the successful adoption of EDI?

6. What are EDI standards? Discuss two standards of EDI.
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2.8.1 Introduction  

 EDI was developed initially to improve transportation and trade but it has 

propagated everywhere. EDI applications currently in development includes a wide 

range of coverage in addition to general exchange of documents concerned with 

purchase and supply of goods such as invoices, purchase orders etc such as 

 railways documents,  

 shipping business documents,  

 ship berthing/scheduling notices,  

 the exchange of CAD/CAM documents,  

 tender tracking,  

 legal/ court documents,  

 trade documents such as ship manifests/ airway bills/ custom clearances,  

 airline ticket settlements   

In short any type of business document can be sent, providing it conforms to 

current industry, national or international format standards. 

2.8.2 EDI Applications in Business 

 When we examine EDI usage in various industries or business problem 

solutions, we can see different scenarios in industries that use EDI extensively. 

 International or cross border trade and EDI 

 Electronic Fund Transfer (EFT) and Financial EDI’s 

 Health care EDI’s 

 Manufacturing and retail procurement EDI’s 

2.8.3 International or Cross Border Trade and EDI 

 EDI has a very close linkage with international trade always. As lot of 

developments have taken place in the field of international trade and lot of agreements 

have been reached in this direction and all these have meant the lifting of long 

standing trade restrictions. EDI can be a main asset in accomplishing trade efficiency 

needed in this new scenario. 

 EDI attempts to assist the smooth flow of information. Often, when we think 

about international trade, we tend to think only of its physical aspects-the movement 

of goods, containers, vehicles, ships and aircraft. But an invisible flood of information 

handling and exchange of variety of documents or their electronic equivalents is 

involved in controlling and regulating the physical movement. The purpose of the 

information flow is not merely to provide data but to facilitate timely delivery. The best 

quality information, which arrives days after the shipment, is not very helpful. Such 

delays can be caused by poorly designed documents, mistakes in document handling 

or bad management upstream. 

The paper, which has been the basis for carrying trade-related information is 
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replaced by EDI. Undoubtedly, paper-based communication is inefficient and costly 

because of the labor involved, error rates and associated delays. The problem of paper 

is significant in national trade but becomes far more acute in international trade. It is 

estimated that a minimum of ten participants are involved in the simplest 

international trade transaction. All want information about what is being moved or 

paid for and the core of that information is the same. Vast amounts of time and 

resources are often spent transferring and checking the information from one paper 

document to another. Errors occur frequently; for example 719 may unwittingly 

become 799. This may sound like a small problem, but if a ship or aircraft is being 

loaded based on an inaccurate waybill, time and money would be spent looking for the 

missing 80 crates and may even result in claims letters and repudiations sent back 

and forth before the mistake is realized.  

 EDI is expected to reduce the entry barrier for small traders. Small and 

medium-sized traders are confined to the margins of international trade because of 

lack of efficient procedures, lack of access to information and information networks, 

or inadequate support services. Although the needs vary from one country to the next, 

most firms can greatly benefit from efficient business practices and trade facilitation 

measures. Since all such improvements need not be technology-intensive, they can 

generate substantial benefits at all levels. 

EDI benefits for international trade include: 

(1)  Reduced transaction expenditures;  

(2)  Improved customer service through "track and trace" programs that quickly 

identify to the many participants in a trade deal- companies, customs, banks, 

insurers, transport agents and so on- where things are located or being 

handled. 

(3)  Quicker movement of imported and exported goods; And 

(4)  Faster custom clearance and reduced opportunities for corruption, a huge 

problem in trade. 

2.8.3.1 The Components of International Trade 

 International trade is structured around thousands of freight forwarders who 

are sometimes called travel agents for freight. Freight forwarders act as middlemen for 

shippers and consumers. Freight forwarding is a highly specialized industry in which 

the provider handles large freight shipments-and customs clearance for customers. 

Freight forwarders provide a wide range of services; including cargo booking, air cargo 

documenting and consolidating cargo from numerous shippers. The provider finds 

capacity for the freight on trucks, aircraft or ocean-going vessels. Freight forwarders 

usually do not own aircraft, but book space on commercial and cargo airlines on 

behalf of companies around the world that manufacture or supply virtually every type 

of product. The provider arranges for customs brokers to prepare import customs 



PGDCA  PAPER : PGDCA-5 113

documentation once it arrives at its final destination. 

 These international trade agencies-shippers, airlines, forwarders, and customs 

in various countries are supported by EDI and computer networks that tie them 

together. EDI facilitates the transmittal of commercial documents and the associated 

freight information sent via modem from the foreign exporter to both the importer 

and his customs broker. The importer's computer and software would automatically 

receive the data and produce an exception report showing only those items that are 

late when compared to he importer's internal manufacturing due dates. This alerts 

the importer to any items requiring special attention. Simultaneously, the broker's 

computer and software receives the data, strips out all required data and prepares 

ABI (automated broker interface) entry data which is transmitted to customs for 

clearance. No faxing, copying, re-keying or manual data input is required. 

 In addition to freight forwarders, other important functions of international 

trade include banking and insurance, customs, and logistics. and transport. We will 

defer the discussion of the banking and insurance functions until later in this 

chapter. Numerous EDI forms are involved in all these functions. Fully elaborating on 

them in the limited space available is impossible. Instead we focus on the challenges 

and business issues involved. 

2.8.3.2 Customs and International Trade 

 Customs plays a key role in international trade. Every international trade 

transaction involves at least two customs clearances, export and import. The setting 

in which customs operates is changing rapidly and many new challenges have 

emerged, including the following: 

 More brisk means of transport have emerged that address the speed of delivery 

required by many industries.  

 A great volume of goods is being traded in an increasingly global economy. 

 The range of customs activities has been broadened into areas as diverse as 

intellectual property rights, toxic wastes and endangered species. 

 The demands by economic planners for faster and more accurate statistics and 

projections have put many customs authorities into the data processing 

business. 

 These factors have ensured that the typical customs administration of today 

faces a very complex task. This task is not made any easier by the fact that, as a 

general rule, most administrations have been forced by the worldwide trend for 

"smaller government," which has limited the manpower resources available. The 

increased monitoring activity of customs functions inevitably places them at odds with 

commercial operators, whose primary goal is rapid delivery of their merchandise. 

Perhaps the greatest challenge facing customs today is to reconcile the apparently 

contradictory objectives of enforcing government regulations while imposing the 
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minimum obstacles to legitimate trade. This is, in a very real sense, the challenge 

facing each and every customs authority worldwide. The response of customs has 

been greater use of EDI as authorities grasp its importance. A growing number of 

countries now offer traders the option of submitting their customs documentation in 

electronic format rather than on paper. 

2.8.3.3 The Logistic of Transport 

 We will look at one example of transport-air cargo. As in many other industries, 

the rules are changing in the air cargo field too. Just-in-time manufacturing, global 

sourcing, new markets and downsizing have all had their effect on how companies 

view the movement of goods. JIT demands tight delivery windows. Global sourcing 

means coordinating vendors worldwide. New markets require new distribution 

programs. And downsizing leaves fewer people to do the work. The players in the 

industry are changing. In the past decade, several air carriers have been pushed out 

of the market due to competition. New carriers have emerged and integrators-

forwarders who own their own aircraft, such as United Parcel Service and Federal 

Express-have emerged, especially in the small-package overnight market. Small local 

branches have been replaced by international transportation providers that offer a full 

range of services, including inventory and distribution management, materials 

requirement planning, protective cargo packing, insured warehousing, foreign trade 

zone operations, marine insurance, air and ocean freight forwarding and customs 

brokerage. 

Today, the stakes are higher. Time-critical deliveries often save enormous 

amounts of money. With the growing trend toward purchasing just-in-time, delays in 

delivery increasingly imply lost business. If local suppliers can produce and deliver 

inputs within a deadline, remote suppliers must do likewise or they will lose market 

share. With all these changes and competition, it is no wonder that EDI is critical. 

2.8.3.4 Global Network of Trade Points 

 In industrialized countries EDI is used by very less percent and in developing 

countries this number is far lower. For exporters in developing countries, poor 

telecommunications may make EDI Impractical. To help reduce this gap, UNCTAD 

came up with the idea of a worldwide net work of trade points 

Trade points attempt to bring together under one roof all the services needed by 

exporters, such as government departments, customs authorities, chambers of 

commerce, banks, insurers, and freight forwarders. Trade points will enable 

companies to use EDI as well as gain access to computerized information on markets, 

potential clients and investment partners, tariffs and trade rules worldwide. A trade 

point typically consists of the following services: 

 A trade facilitation center, where participants in foreign trade transactions 

(customs, foreign trade institutes, freight forwarders, transport companies, 
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banks and insurance companies) are grouped together under a single physical 

or virtual roof. 

 A source of trade-related information that provides actual and potential 

traders with data about business and market opportunities, potential clients 

and suppliers, trade regulations and requirements. 

 A gateway to global networking, whereby all trade points will be inter-connected 

and equipped with computing and telecommunication tools to link up with 

other global networks. 

 The main objective of the trade points is to attract more small and medium-

sized enterprises to embark on international commerce. At the trade point, market 

opportunities are targeted, government formalities are cleared and business 

transactions are carried out. This "one-stop shopping” lowers the transaction costs of 

importing and exporting. It also reduces the procedural barriers to trade, thus 

encouraging new entrants into the trade arena. 

2.8.4 Financial EDI’s 

 Financial EDI comprises the electronic transmission of payments and payment 

information between a payer, payee and their respective banks. This section examines 

the ways business-to-business payments are made today and describes the various 

methods for making financial EDI payments. 

 Financial EDI allows businesses to replace the labor-intensive activities 

associated with issuing, mailing and collecting checks through the banking system 

with automated initiation, transmission and processing of payment instructions. 

Thus it eliminates the delays inherent in processing checks. Financial EDI also 

improves the certainty of the payment flows between corporate bank accounts 

because the payee's bank can credit its account on the scheduled payment date and 

the payer's bank can debit its account on the same day. 

    Despite the significant benefits of financial EDI and electronic funds transfer 

(EFT) to business and the banking efficiency, traditional methods continue to be used 

for business-to-business payments. Most firms continue to bill their customers with 

paper invoices and to mail their- suppliers paper checks with remittance information. 

Creating and processing these documents consumes costly resources-labor and 

transportation. For instance, the buyer must manually enter data from invoices into 

its automated accounts payable system, track the receipt of supplies, print remittance 

documents and issue and mail checks. After receiving payment, the supplier must 

manually enter payment data into its automated accounts receivable system and 

deposit the check with its bank for collection. 

 To collect payment for its customer, the supplier's bank (the collecting bank) 

must transport the financial instrument such as checks to the bank on which the 

purchaser drew it (the payer bank). Collecting banks frequently route checks through 
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intermediaries, which ultimately deliver the checks to the payer banks. Thus the 

transportation of checks through the collection chain and the repetitive handling of 

them at each bank in the chain contribute significantly to the cost of processing 

checks. Just imagine the extra steps and paperwork involved when the payer and 

payee banks are in different countries with different regulatory environments. 

2.8.4.1 Types of Financial EDI 

 Traditionally, wholesale or business-to-business payment is accomplished 

using checks, EFT, and automated clearinghouses (ACH) for domestic and 

international funds transfer. ACH provides two basic services to industrial and 

financial corporate customers (including other banks):  

(1) Fast transmission of information about their financial balances throughout the 

world, and  

(2) The movement of money internationally at rapid speed for settlement of debit/ 

credit balances. Banks have developed sophisticated cash management 

systems on the back of these services that essentially reduce the amount of 

money companies leave idly floating in low-earning accounts. 

Let's provide a quick overview of the three principal types of non-cash payment 

instruments currently used for business-to-business payments:  

 checks,  

 electronic funds transfers and  

 Automated clearinghouse (ACH) transfers. 

2.8.4.1.1 Bank Cheques 

Cheques are instruments for debit transfers where payees collect funds from payers. 

Funds made available by banks to depositors of cheques are provisional and may be 

reversed if the payer does not have sufficient funds in its account to pay the cheque 

when it is received by the payer's bank. 

 Businesses use cheques to make payments for two main reasons. First, they 

are a familiar and readily accepted form of payment despite some uncertainty about 

receiving final payment. Second, businesses benefit from the float created by the 

delays in the cheque-collection process. Businesses find float valuable because they 

can continue to use or invest funds for several days after they have issued a cheque. 

 Float is created when a delay occurs between the initiation of a payment and 

the availability of the funds to the recipient. Delays occur because cheques are 

delivered through the mail, require human handling and must be transported among 

banks in the collection chain. Some companies increase the float benefit of cheques by 

drawing cheques on banks located in remote locations or by otherwise imposing 

barriers to the timely collection of cheques. These practices add to the expenses 

incurred in collecting cheques and delay recipients' access to the funds.  
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2.8.4.1.2   Inter-bank Electronic Funds Transfer (EFT) 

 Electronic funds transfer (EFT) is credit transfers between banks where funds flow 

directly from the payer's bank to the payee's bank. They are same-day, almost 

instantaneous payments. EFT is one of the earliest examples of payment systems that 

use on-line transactions, although these transactions are carried out on private networks. 

 For example the two biggest funds transfer services in the United States are the 

Federal Reserve's system, Fedwire, and the Clearing House Interbank Payments 

System (CHIPS) of the New York clearinghouse. Because the Federal Reserve 

guarantees Fedwire funds transfers, transfers cannot be revoked after the receiving 

bank is advised that a reserve bank has credited its account. The members of CHIPS, 

on the other hand, pledge collateral to ensure settlement of CHIPS transfers and 

payments become final only at the close of business when all members settle their net 

positions using Fedwire transfers. 

 Businesses use EFT when timeliness and certainty of payment are paramount, 

rarely to pay suppliers for goods and services. For this, they use ACH transfers. 

2.8.4.1.3 Automated Clearinghouse (ACH) Transfers 

 In contrast to the EFT process, ACH transfers are used to process high volumes 

of relatively small-dollar payments for settlement in one-or-two business days. An 

ACH provides the following services: preauthorized credits, such as the direct deposit 

of payrolls; preauthorized debits; such as repetitive bill payments; and consumer-

initiated payments (called GIRO in banking circles). This is primarily a high-

volume/low-money, consumer-oriented product. 

 To provide these and other services, banks not only have set up their own 

systems but also have shared ACH systems with other banks. For example: 

- FedWire, the Federal Reserve Board's system, is the biggest funds transfer system 

in the United States. It handles a majority, of American domestic transactions by 

value. Banks use it to transfer funds to each other. 

- CHIPS (Clearing House Interbank Payments System), operating out of New York, 

processes 90 percent of all international dollar transfers made. 

Two types of ACH transfers are used: credit transfers and debit transfers. 

Credit transfers are similar to large-dollar funds transfers in that funds flow directly 

from the payer's bank to the payee's. The funds received by the payee's bank are 

generally provisional until the morning of the business day following the settlement. 

The reserve bank may revoke payment if the sending bank does not have sufficient 

funds in its account to fund them on the settlement day. When ACH debit transfers 

are used, the payee's bank initiates the transfer and receives funds immediately from 

the payer's. As with cheques, funds made available by banks to collecting businesses 

are provisional and may be revoked if sufficient funds in the payer's account are not 

available to cover the transfer on the scheduled settlement day. 
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 In sum, use of the ACH for business-to-business payments is growing rapidly. 

Businesses typically use ACH credit transfers to pay for goods or services and to make 

tax payments to state and local governments. They use ACH debit transfers to 

concentrate funds from the bank accounts of widely dispersed affiliates and 

subsidiaries to the company's primary bank account. Some businesses also use ACH 

debit transfers to collect funds from businesses that distribute their products. Firms 

are concerned about permitting other companies to initiate debits on their accounts 

as this eliminates float. Thus ACH debit transfers are used less often than credit 

transfers for business-to-business payments. 

2.8.4.2   How Financial EDI Payments Are Made 

 Corporations use various approaches when implementing financial EDI. The 

most fundamental decision a business must make is whether payment instructions 

and remittance data should flow together through the banking system or whether 

payment instructions should flow through the banking system while remittance data 

are transmitted over a direct data communications link with a trading partner or over 

a value-added network (VAN). VAN’s facilitate the exchange of electronic data by 

accepting data in a variety of formats and by converting the incoming data to a format 

usable by the receiver of the information. VAN’s also manage transmission schedules 

and hold data until receivers are ready to accept them. 

 The choices businesses make are based on differences in electronic trans-

mission costs, the extent to which the two trading partners are able to exchange 

business documents electronically and the types of electronic payment services 

offered by their banks. 

2.8.4.3   Payment and Remittance Information Flowing Together 

  In Fig.1 the purchasing company (company X), which is the payer, transmits 

remittance data to instruct its bank (bank X) to pay its supplier. Bank X creates an 

ACH credit transfer instruction, indicating the specified payment date and attaches 

the appropriate electronic remittance data. Bank X transmits the payment instruction 

with the remittance data to an ACH operator. After receiving the payment instructions 

and remittance information, the ACH operator edits the payment instructions, 

extracts accounting data from them and transmits the payment instructions and 

remittance data to the seller's bank (bank Y). Bank Y then transmits a payment advice 

and the remittance data to the selling company (company Y), which is the payee. 
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Figure 2.8.1 Payment and remittance information flowing together 

2.8.4.4 Payment and Remittance Information Flowing Separately 

  As shown in Fig.2, the payer transmits payment instructions to its bank (bank 

X) and remittance information to the payee through a VAN. The payment instructions 

are processed through the banking system and settled as described for funds flowing 

together, with the exception that remittance data are not attached. 

The following examples illustrate how financial EDI payments are made using ACH  
 

 
 

Figure 2.8.2 : Payment and remittance information flowing separately 
 

 To facilitate the use of financial EDI, some banks provide VAN-like services 

with payment services to their corporate customers. Some of these banks have 

developed their own networks for communicating data to their corporate customers, 

and some also contract with VANs to transmit remittance information to their 

corporate customers' trading partners. 

 Interestingly, the growing volume of EFT between banks has necessitated the 

increasing use of security and message authentication systems to determine whether 

a message has originated from its proper source and whether there have been any 

modifications. One institution alone, the Clearing House Interbank Payment System, 

currently moves an average of one trillion dollars each day via wire and satellite. 

Strong cryptography is necessary to provide authentication for these fund transfers. It 

is not clear whether we will ever see EFT on public networks even with strong crypto-

graphic algorithms. The balance between risk and return needs to be considered 

carefully. 
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2.8.4.5 Financial EDI Standards  

 The difficulty of handling various electronic payment and remittance formats 

for financial EDI has proven to be one of the biggest barriers to its widespread 

acceptance. Some standards exist just for sending remittance information; others, 

just for transferring funds. Fortunately, new standards are emerging for moving 

information about financial instruments and data together. 

 To permit businesses to automate payment processing fully, the banking 

industry has combined electronic payment formats with EDI formats for remittance 

data. The following are among the most commonly used formats in the industry today: 

BAT. Developed by the Bank Administration Institute (BAI), these proprietary 

standards have been used by U.S. banks for sending and receiving invoice and 

remittance information (no funds transfers) for several decades. 

EDIFACT.  EDIFACT is being used for the international financial EDI pilot project 

currently being conducted by SWIFT. 

 Despite technological progress, it must be made clear that the development and 

adoption of universal EDI formats takes many years. 

2.8.5 Healthcare EDI’s 

 Providing good and affordable health care is a universal mission. EDI is rapidly 

becoming a permanent fixture in both insurance and health care industries as 

medical providers, patients and payers increasingly process claims via electronic 

networks. Electronic claim processing is quick and reduces the administrative costs of 

health care. In most cases, claims can be sent to payers within 24 hours. Fewer errors 

translate to decreased turnaround time. In addition to processing claims for billing 

purposes, EDI enables doctors to communicate with other physicians, laboratories, 

hospitals and other health care settings. In short, it leads to better managed care. 

 Other transactions targeted for electronic transmission include claims sub-

mission or billing, payment and payment posting, eligibility verification, and primary 

care member enrollment. EDI could reduce labor intensive activities of providers and 

payers involved with submitting, adjudicating, processing and paying claims. In short, 

the most innovative efforts involving EDI go considerably beyond claims 

administration. 

 To understand the role of EDI, let's consider the claims process. The normal 

process executed without EDI begins with a claim filled out manually by the health 

care provider. It is then photocopied, filed, placed in an envelope and mailed via 

regular postal service to the insurance company. Along with thousands of other 

claims, the envelope is then opened manually and the claim is microfilmed and keyed 

into the insurer's database system. In the mean time if the provider wants to find out 

the status of the claim, she would have to phone the company and wait till the 

customer service representative locates the claim (assuming that it was entered into 
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the database) and checks on its status. If a discrepancy or error shows up, the 

process would start all over again. The entire process could take weeks. The 

complexity in form handling is further increased when we take into account the fact 

that each provider has many subsets of claims-hospital claims (in-patient care, emer-

gency care, outpatient care) and medical claims (surgery and other types such as 

optical and dental). 

 Now let us look at the process using EDI. Using the EDI software, service 

providers prepare the necessary forms and submit claims via telecommunication lines 

to the value-added network service provider. The company then edits, sorts, and 

distributes properly formatted forms to the appropriate payer organization. If 

necessary, the insurance company computer can electronically route transactions to a 

third-party organization for price evaluation, additional review of the case, and so 

forth, prior to sending it to the payer. Claims submission also receives 

acceptance/rejection reports that may contain payer-initiated messages regarding 

claim status and requests for additional information, unprocessed claims, zero 

balances and settlements. 

 The advantages of the EDI-based process are clear. On the payer side, claims 

are received in a standard data format, which increases quality and eliminates the 

extra data entry of the claims office and mailroom mess that is part of the manual 

process. In sum, to achieve significant administrative cost reductions, the health care 

community must adopt EDI. Although the business and operational efficiencies 

achieved using EDI can produce significant savings, the health care community has 

been reluctant to migrate to EDI because guidelines defining specific data 

requirements have not been developed. In addition, there has not been full acceptance 

by all health care providers to implement standardized EDI. However, this situation is 

changing with the creation of EDI standards for the health care industry. Today, 

several of the ASC X12 Health Care Workgroups [WEDl93) are developing new 

transaction standards for patient information, certification and utilization 

management, expanded claims for mats, coordination of benefits and claims status. 

2.8.6 Manufacturing/Retail Procurement Using EDI 

 Both manufacturing and retail procurement are already heavy users of EDI. In 

manufacturing, EDI is used to support just-in-time. In retailing, EDI is used to 

support quick response. 

2.8.6.1 Just-In- Time and EDI 

 Companies using JIT and EDI no longer stock thousands of large parts in 

advance of their use. Instead, they calculate how many parts are needed each day 

based on the production schedule and electronically transmit orders and schedules 

to suppliers every day or in some cases every 30 minutes. Parts are delivered to the 

plant "just in time" for production activity. EDI has changed the whole 
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manufacturing environment. For example, stock-holding used to be planned months 

ahead. Today this is no longer feasible. Delivery has to be responsive, or it will cost 

too much in money and time. Small quantities, as opposed to massive shipments, 

must be delivered more frequently. That means getting data to suppliers quickly. Not 

all parts require the immediacy of EDI, however, and plants still stock a few compo-

nents in inventory. In other words, different parts dictate different delivery 

schedules. For example, in the automobile industry, small fixings like nuts don't 

need to be delivered just-in-time or even close. 

 A major benefit of JIT and EDI is a streamlined cash flow. When a company 

receives an invoice, it pays for parts that are actually in use, in a product ready to be 

sold, instead of paying for large, costly items stored in inventory. 

2.8.6.2 Quick Response and EDI 

 Taking their cue from the efficiencies manufacturers have gained from just  

in-time manufacturing techniques, retailers are redefining practices through the 

entire supply chain using quick response (QR) systems. For the customer, QR means 

better service and availability of a wider range of products. For the retailer and. 

suppliers, QR may mean survival in a competitive marketplace. 

 Much of the focus of QR is in reduction of lead times using event-driven EDI. 

Occurrences such as inventories falling below a specified level immediately trigger a 

chain of events including automatic ordering from one company's application directly 

into the other's application. Batch EDI, whereby an organization may group a set of 

transactions from various departments and mail them at one time in order to save 

money, may no longer suffice under these time pressures. In QR, EDI documents 

include purchase orders, shipping notices, invoices, inventory position, catalogs and 

order status. Some of the innovations originally targeted for improving distribution are 

also improving effectiveness in other areas. The data generated can be used, for 

example, in customer information systems to provide better marketing. 

 Often, point-of-sale (POS) scanning is the starting point in the EDI chain that 

allows retailers to track merchandise at the item level and provides detailed 

information for demand forecasting. This way of managing inventory can eliminate the 

need to remark merchandise for discounts and promotion to reduce inventory levels. 

 POS systems feed data to automatic replenishment systems that constantly 

monitor inventory levels and trigger EDI transactions. These systems support smaller, 

more frequent deliveries, which improve in-stock position and reduce on-hand 

inventory. Scanning is a valuable part of warehouse operations, as this expedites the 

rapid flow of goods through the distribution center by reducing manual receiving and 

checking procedures. When scanning is used with pre-distribution techniques such 

as packing directly for an individual store, merchandise can be "cross-docked" within 

the distribution center or be sent directly to the store. 
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 Perhaps the most dramatic effect of EDI can be seen in the relationship 

between retailer and supplier. The retailer is responsible for providing a detailed sales 

history for vendor planning and for developing model stock plans based on a forecast 

of total unit sales that the suppliers use for their planning. The supplier is responsible 

for implementing EDI and helps to shorten the order-to-delivery pipeline further and 

commits to quality by improving shipping accuracy and on-time delivery. The results 

of the partnership make it well worth the risk involved in sharing information more 

completely between companies. The retailer reduces inventory carrying costs, 

increases in-stock position, and enjoys greater dependability and accuracy from the 

supplier. The supplier gains the retailer's commitment and has access to information 

for better planning. 

2.8.6.3 Business Information, Product Design, and Procurement 

 The development of global sourcing has been closely intertwined with the rapid 

evolution of business information. Business information is defined in the broad sense 

as all information required by enterprises for the efficient planning, execution and 

monitoring of product manufacturing and marketing. This includes not only raw data 

(statistics and contact data), but also product data for design and engineering.  

 Business information and inflation technology are to a large extent responsible 

for the emergence of global markets. Business practices and strategies such as lead 

time reductions (e.g., "just-in-time") or global sourcing would simply not be feasible in 

the absence of comprehensive business information and software to analyze it.  

 In this sense, business information has become indispensable for the transition 

from a passive to an active or strategic approach toward global markets. The utility of 

business information is immediately obvious: obtaining detailed insight into specific 

market requirements before full-scale production, identifying the most suitable foreign 

vendors rather than relying on casual contacts; knowing about import regulations or 

packaging requirements before goods are shipped; finding the most competitive source 

for imported inputs-all have a major impact on the efficiency of manufacturing and 

trade. 

 A whole new discipline in business, referred to as competitive intelligence 

focuses on the importance of business information for the competitiveness of 

enterprises. This does not imply that business information can replace the 

engineering or entrepreneurial dimension. It cannot. Its contribution consists of 

providing the required data for informed decisions. 

 The market for business information is slowly emerging as a big chunk of 

electronic commerce. It is characterized by rapid technological change; highly 

differentiated arrays of products and services; and information in a large variety of 

forms, from informal documents to traditional publications and on-line databases. 

 Suppliers of business information range from a company's in-house marketing 
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unit to independent information brokers and government institutions such as trade 

promotion organizations or departments of statistics. The standardization of business 

information-which would improve availability and facilitate the exchange and 

comparison of business information across countries-is still only at the starting stage. 

2.8.7 Summary  

 With the help of EDI any type of business document can be sent, providing it 

conforms to current industry, national or international format standards. EDI 

applications currently in development includes a wide range of coverage such as 

railways documents, shipping business documents, ship berthing/scheduling notices, 

the exchange of CAD/CAM documents, tender tracking, legal/ court documents, trade 

documents such as ship manifests/ airway bills/ custom clearances, airline ticket 

settlements etc. EDI can be a main asset in accomplishing trade efficiency needed in 

international trade. Financial EDI allows businesses to replace the labor-intensive 

activities associated with issuing, mailing, and collecting cheques through the 

banking system with automated initiation, transmission, and processing of payment 

instructions. Electronic claim processing is quick and reduces the administrative 

costs of health care. Both manufacturing and retail procurement are already profound 

users of EDI. 

2.8.8 Self-Assessment Questions 

1. What are various areas of applications of EDI in business?  

2. What role EDI plays in the area of international trade? 

3. What are the various financial applications of EDI? 

4.  Describe the applications of EDI in Manufacturing. 

5. Discuss application of EDI in healthcare  

6. Write note on the following: 

 Financial EDI Standards 

 Trade Points 

 electronic funds transfers, and  

 Automated clearinghouse (ACH) transfers. 
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Objectives: 

The major objectives of this lesson are to: 

 Discuss legal concerns in the implementation of EDI 

 Identify several legal aspects while EDI trading  

 Discuss security issues in the implementation of EDI 

 Identify the key dimensions of EDI security. 

 Identify the key Areas of EDI security. 

  

17.1 Introduction  

A major part of international business transactions is handling of information. 

Traditional international trade essentially consists of moving goods and/or services 

in one direction, and money in the other. This cannot be done without sharing 

information between all the parties involved in the transaction, parties such as the 

manufacturer, agents and brokers, suppliers of transport services, banks, 

insurers, custom authorities in at least two countries, etc. 50 parties or more may 

be involved in one trade transaction. Paper documents represent an old and 

ineffective technology. If information is communicated on paper, one needs to 

transport a lot of  
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paper in addition to the actual information. One wants to utilize modern 

information technology for a more effective and rational handling of information. 

Since in the case of EDI, issues of legal admissibility and computer security are 

paramount. Companies that deal with EDI often retain the services of a lawyer 

during the design of an EDI application so that the appropriate eviden-

tiary/admissibility safeguards are implemented. Indeed, these concerns are real and 

must be addressed. Analyzing the security requirements of particular applications 

can be aided by considering the security characteristics the application should possess 

as well as the sensitivity level for each. As enhanced security techniques become more 

cost effective and increasingly ubiquitous, the task will become easier. However, careful 

assessment of the trade-offs must be part of this process and should satisfy legal 

requirements. 

2.9.2 Legal Status of Electronic Data Interchange (EDI) 

The establishment of a legal framework is essential if EDI is to become widespread. To 

understand the environment better, let's take a quick look at contract law. It 

distinguishes three modes of communication types: instantaneous communication, 

delayed communication via the Postal Service (PS), and delayed communication via 

non-PS couriers: 

1. Instantaneous. If the parties are face to face or use an instantaneous com-

munication medium such as the telephone, an offer or acceptance is deemed 

communicated and operable when spoken. 

2. Delayed (PS). The "mailbox rule" provides that an acceptance communicated via 

PS mail is effectively communicated when dispatched, or physically deposited in a 

USPS mailbox. 

3. Delayed (non-PS). Offers or acceptances transmitted (other than through PS 

mail) via telegram, mailgram, and probably electronic messaging systems, are 

deemed communicated and operable upon receipt. Couriers fall within this 

category. The legal disparity between PS and non-PS services requires 

reexamination, as the difference is no longer there. 

Messaging systems combine features of both instantaneous and delayed 

communications. A message's delay is a function of the specific application, message 

routing, network(s) traversed, system configuration and other technical factors typically 

unknown to the user. So, who assumes liability? If the mail or an overnight express 

service does not deliver a contract to the right addressee, it can be held responsible for 

any business losses caused by the lapse. Of course, liability also depends on the 

situation. In the case of EDI however the laws have not decided who is liable if an EDI 
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network fails to transmit a document to the wrong party. There is no legal precedenceion 

the area.  

The actual trade deal, whether this is a contract of sale, of insurance, of carriage 

or any other sort of contract is not affected by the way in which you exchange 

information about it or related issues. This is why, in many jurisdictions, you 

can make a contract either verbally or in writing or even just by acting in a 

certain fashion and it will be just as binding regardless of in which way you 

choose to express the contract. But it is right here that some of the more 

interesting issues of EDI contracting appear. First, not all contracts can be 

concluded in a legally  bindings fashion without being expressed in writing, and 

second, the list of contracts, that require writing varies country to country. 

Finally, the reason why so many contracts are expressed in writing, even though 

it is not required by law, is of course the ease with which the existence and 

contents of such a contract can be proven. Evidential aspects play an important 

role in EDI considerations, too. 

Furthermore, EDI trading may well involve more than one contractual relationship. 

In particular, it is almost certain to involve relationships between each of the 

trading partners and one or more network service suppliers. Also, by its very, 

nature, EDI trading often occurs in long chains between vertically related trading 

partners. Indeed it is designed to facilitate such long chains, which means that a 

problem at one end can easily permeate a large number of individual contractual 

relationships. 

Many people consider the trading partner agreement a key part of implementing 

EDI. The subject is quite straightforward, though. The whole point of EDI is to 

exchange documents electronically, without benefit of paper forms. While EDI 

pioneers recognized many benefits to this, it caused their legal departments 

some considerable concern. Eliminating paper eliminated the authorizing 

signature, as well as the Terms and Conditions statement found on the back of the 

purchase order. To protect both sides of the EDI relationship from potential legal 

difficulties, the lawyers settled on the "trading partner agreement." This is a 

contract both partners sign entering into an EDI relationship. The trading partner 

agreement addresses all legal issues necessary to implement EDI. The trading 

partner agreement need not be particularly long, though. After all, the 

document it replaces commonly fits on the back of the purchase order. 



PGDCA  PAPER : PGDCA-5 128

17.3 EDI Security 

One of the major issues in EDI implementation is the ability to apply security to 

EDI transactions so that the transactions will not be tampered with or observed, 

depending on the level of security needed.  

While security procedures will be in place for each party to the EDI system, it is 

necessary to ensure that these procedures when taken together will provide 

security to the whole. Each of the parties contributing to the whole system will 

have different priorities—security is more important to some organizations than 

to others. Absolute security is impossibility, mistakes will happen, machines do 

break down, software does contain bugs. Management therefore needs to 

determine how acceptable commercial security can be achieved in a cost-affective 

way. 

17.3.1 Dimensions of EDI security 

There are following dimensions to EDI security:  

 Confidentiality, 

 Authenticity,  

 Data Integrity,  

 No repudiation 

2.9.3.1.1. Confidentiality 

Confidentiality requires that all communications between parties are restricted to 

the parties involved in the transaction. This confidentiality is an essential 

component in user privacy, as well as in protection of proprietary information and 

as a deterrent to theft of information services. Confidentiality is concerned with the 

unauthorized viewing of confidential or proprietary data that one or both of the 

trading partners does not want known by others. Confidentiality is provided by 

encryption.  

Encryption is the scrambling of data so that it indecipherable to anyone except the 

intended recipient. Encryption prevents snoopers, hackers, and other prying eyes 

from viewing data that is transmitted over telecommunications channels. There are 

two basic encryption schemes, private-key and public-key encryption. Encryption, 

in general, is cumbersome and expensive.  

Private-key Encryption requires that both sending and receiving parties have 

the same private-encryption keys. The sender encrypts the data using his key. The 

receiver then decrypts the message using his identical key. There are several 

disadvantages to private-key encryption. In order to remain secure, the keys must 

be changed periodically and the users must be in synch as to the actual keys being 

used.  
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Public-key Encryption is gaining wide spread acceptance as the preferred 

encryption technology. With public-key encryption, a message recipient generates a 

matched set of keys, one public key and one private key. The recipient broadcasts 

the public key to all senders or to a public location where the key can be easily 

retrieved. Any sender who needs to send the receiver an encrypted message uses 

the recipient's public key to encrypt the message. The private key, which is held in 

private by the recipient, is the only key that can decipher messages encrypted with 

the matched public key. This schema requires that the private key cannot be 

generated from the public key.  

2.9.3.1.2 Authentication 

Both parties should feel comfortable that they are communicating with the party 

with whom they think they are doing business. A normal means of providing 

authentication is through the use of passwords. The latest technology to provide 

authentication is through the use of digital certificates that function much like ID 

cards. The digital certificate has multiple functions, including browser 

authentication.  

2.9.3.1.3 Data Integrity 

Data sent as part of a transaction should not be modifiable in transit. Similarly, it 

should not be possible to modify data in storage. Data integrity is a guarantee that 

what was sent by the sender is actually what is received by the receiver. This is 

necessary if there is a need to ensure that the data has not been changed either 

inadvertently or maliciously. However, authentication schemes do not hide data 

from prying eyes. Providing data integrity is generally cumbersome and not used 

unless one of the trading partners requires it. The normal mechanism for acquiring 

data integrity is for the sender to run an algorithm against the data that is being 

transmitted and to transmit the result of the algorithm separately from the 

transmission. Upon receipt of the transmission, the receiver runs the identical 

algorithm and then compares the results. If the results are identical, then data has 

not been modified.  

2.9.3.1.4 No Repudiation 

Neither party should be able to deny having participated in a transaction after the 

fact. The current technology ensures this through the use of digital signatures. 

Electronic signatures are the computerized version of the signature function. 

Signatures are needed in some business applications for authorization purposes. 

For example, a contracting officer may have a specified spending limit, say Rs. 

250,000. If that contracting officer decides to place an order for Rs.300000, the 

seller may not have the authority to fill the order because the signature of the 
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contracting officer's supervisor is needed on all orders over Rs.250,000. The 

authorization limits normally will have been agreed upon through a trading partner 

agreement.  

A digital signature algorithm can be used to generate digital signatures. The digital 

signature itself is used to detect unauthorized modification to data and to 

authenticate the identity of the signature. The digital signature is also useful to the 

recipient as a nonrepudiation device whereby the recipient can prove to a third 

party that the signature was in fact generated by the signatory. Thus the signatory 

cannot repudiate the signature at a later date.  

17.3.2 EDI Security Areas 

Security will be looked at under the following areas: 

 Hijacking EDI Messages in Transit 

 Security of EDI Systems while Creating, Processing and Data Retention 

 Security Mechanisms 

 Technological Mechanisms 

2.9.3.2.1 Hijacking EDI Messages in Transit 

-It must be ensured that a message received is indeed from the organization 

stated. Otherwise, a competitor could use EDI to obtain sensitive information. 

Compromised Message Integrity: An authentic message may be 

hijacked and critical data altered before it arrives at its destination. 

Messages may be duplicated either accidentally or intentionally. The duplicate 

message may appear genuine to the recipient because it is an exact copy of a 

genuine message. 

Message Repudiation: It is important that the counterparty to a message 

cannot at a later date deny knowledge of the message or its contents. 

Disclosure of Confidential Data: When a message should be kept secret, how 

is it ensured that the data is not disclosed during transit? 

Delayed Messages: Delays in delivering messages could have significant 

adverse effects. 

Misrouted Messages: Misrouted messages may be altered in some way and 

or never reach the intended recipient. 

Temporary or Permanent EDI Service Loss: Once an organization has 

taken full advantage of EDI it is unlikely to have the capacity to resort to manual 

procedures to overcome these problems. 

17.3.2.2 Security of EDI System while Creating, Processing and Data 

 Retention 



PGDCA  PAPER : PGDCA-5 131

 The security of messages cannot be considered in isolation — the systems 

and processes which result in the transmission of messages and the handling of 

messages after they are received are as important as the transmission process 

itself. Some of these process's are: 

 Secure creation of outward messages,  

 Secure processing of incoming messages and  

 Data retention. 

Secure Creation of Outward Messages 

 Where manual input is used to the EDI system, there is very real 

danger of an incorrect data entry caused by a typing error. If automated 

input is used, the originating system may have a bug which results in the 

generation of incorrect input to the EDI system. Bugs within, or incorrect 

implementation of EDI translation software could result in the transmission of 

messages which do not comply with message standards. 

 While it is up the organization to ensure that a message is from the 

organization stated, message senders must prevent unauthorized persons 

from originating messages from their own systems. There is also a danger 

that a hacker could log into some organizations systems and generate a 

seemingly authentic message. There is an obvious need to control the message 

creation process, this can be achieved by making sure that existing system 

development and maintenance controls are applied strictly to EDI developments. 

Checks should be made to ensure that all messages which should be sent are 

actually sent. In addition, very tight procedural controls should be applied to 

the log-on IDs and staffs access and authorization. 

Secure Processing of Incoming Messages 

 Once an EDI message reaches the recipient it is still only part-way 

through its journey. Authenticity of the sender must be verified and the integrity 

of the message established. If necessary the receipt of the message should be 

acknowledged. The message must be translated into formats which can be used 

by the recipients own application systems. The authenticity and integrity of the 

message is dealt with under security mechanisms and procedures. 

Message translation: This is the translation of messages into formats 

that can be understood by the receiving computer applications. 

Rejected messages: The translation software should reject any messages 

that it is unable to process. These rejections should be promptly followed up and 

in most cases the sender should be asked to send a correct message. 
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Processing messages: The controls over the processing of incoming messages can 

be handled manually, or through a combination of manual and automated 

control. 

Monitoring controls: To make sure that the controls work, a cheek should 

be made that no messages are lost between message receipt and the 

destination application. 

Error detection and correction: Many translation packages incorporate error 

detection and editing facilities which allow on-screen correction of errors. All 

changes and explanations for them should be logged. 

Acting on messages: It is necessary first of all to ensure that the messages 

are commercially acceptable and correct 

Data Retention 

The primary purpose of data retention is: 

 fulfill statutory and regulatory requirements 

 provide evidence of transactions 

 provide sources of information for recording organizational activity, 

accounting 

records for example; and 

 provide sources of information for planning and marketing activities 

Organizations should assess their own requirements for retaining data 

and develop a data-retention policy which is reflected in operating 

procedures. Care should be taken to avoid retaining too much data. 

Where low volumes of data are generated it can be easier to retain 

everything than to go through the process of identifying what is specifi-

cally required. The level of security over retained data will depend upon 

the intended use. The data retained should be protected against alteration, 

destruction and disclosure. 

2.9.3.2.3 Security Mechanisms 

 There are many security procedures in use at the present time. The most 

important ones are as follows: 

 Encryption 

 Digital Signatures 

 Key Management 

 Sealing Encryption 

Encryption 

 Encryption is the scrambling of data or messages to prevent them being 

understood by unauthorized persons or organizations. It can also be used to 
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prevent undetectable alteration of messages and to check the identity of the 

creator. It is widely acknowledged that the most effective protection available is 

encryption—many of the threats discussed in dangers threatening EDI messages 

in transit can be countered by its use. Encryption may be used for: 

User authentication — verification by the receiver that the sender is the 

genuine article and not somebody else 

Message authentication — verification that messages have not been lost or 

tampered with 

Confidentiality — encrypted data cannot normally be understood by anyone 

other than the sender or the receiver 

Error detection — checking that the contents of a message have not 

accidentally changed and 

Proof or origin — proving to a third party that the message came from the 

stated sender 

In simple terms encryption normally works in the following way: 

 A message in its original form (plaintext) is encrypted into an 

unintelligible 

form (ciphertext) by a set of procedures known as an encryption algorithm 

and a variable, called a key; and 

 The ciphertext is transformed (decrypted) back into plaintext using the 

encryption algorithm and a key. 

 There are two types of encryption-private key systems and public key 

systems. In private key systems the same key is used for encryption and 

decryption. Private key systems are also known as 'symmetric' systems because 

the same key is used on both sides of the process. Obviously the transmission 

of the agreed key from the sender to the recipient needs to be secure and this is 

discussed in key management. 

 The most well known symmetric system is probably the Data Encryption 

Standard (DES). 

 In public key systems there is a public key, which may be known to 

many people and a secret key, which is unique and known only to the sender. 

Because a different key is used on each side of the process, public key systems are 

also known as 'asymmetric systems'. The distribution of keys for public key 

systems is generally much easier because it is not normally necessary to keep 

the public key secret. The private key, on the other hand, must remain secret or 

else security is compromised. The best known public key system is RSA, 

named after its authors, Rivest, Shamirand, Adelman. 
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Digital Signatures 

 Digital signatures use asymmetric encryption to provide assurance of 

authentication of the origin of message and sometimes, the integrity of its 

contents. They can also prevent repudiation as they can be used to prove, that 

providing the private key has not been disclosed, the signature is that of the 

sender. 

Very briefly, a typical digital signature works like this: 

 a signature in the form of a code is generated by applying an algorithm, 

such as RSA, and the sender's private key to some or all of the message 

contents; and 

 the recipient verifies the signature by decrypting it using the sender's 

public key 

Key Management 

 Key Management is the procedures for generating, storing, exchanging, 

archiving and deleting keys and the success of any security mechanism using 

encryption is heavily dependent on its adequacy. 

 The requirements vary depending upon whether symmetric or 

asymmetric encryption is being used and whether the keys are key 

encrypting keys or data encrypting keys. 

 In symmetric encryption systems the overriding security requirement is 

to keep the keys secret amongst the parties who are transferring enciphered 

data. In a symmetric encryption system, the overriding need is for the decrypting 

party to be sure that the public key they receive really is the public key of the 

encryptor. If they use a false key, they may act on messages from a bogus 

sender. 

Generation: Keys should be securely generated - it should not be possible 

for any unauthorized person to find out how keys are generated as this may enable 

them to determine what the keys are. Ideally, the initiation and controlling of the 

generation should be under dual control, i.e. no one person should be able to 

generate the keys. 

Distribution: The subsequent security depends on whether the keys are being 

distributed manually or electronically and whether the keys are public or 

private.   

Manual distribution and receipt: Manually distributed keys should be split 

into two parts and sent separately in secure envelopes (special, sealed 

envelopes, which show if they have been opened) to two separate individuals. 

Regardless of whether a key is public or private, the recipient still has to be 



PGDCA  PAPER : PGDCA-5 135

assured that it is genuine - this may be certified using an individual's written 

signature. 

Electronic distribution: Private keys which are distributed electronically 

should be encrypted. Data encrypting keys should be sent in ciphertext utilizing 

key encrypting keys. 

Certification authorities: Third parties, trusted by senders and receivers, 

called certification authorities, can be used to certify the authenticity of public 

keys. 

Archiving: Where encryption has been used for authentication it is 

particularly important that the various keys are securely archived. 

Sealing 

 Messages can be 'sealed' to show that the contents have not been 

accidentally or intentionally changed. This is normally done using a checksum 

which is appended to the message or sent separately. A checksum is the result 

of a calculation which uses data from the message. To check that the message 

has not been altered, the checksum is recalculated. If the data used in the 

calculation have been changed then the result is different, indicating that the 

seal has been broken. Most seals use encryption to increase the security of the 

checksum. 

2.9.3.2.4 Technological Mechanisms 

The technological mechanisms are: 

 Smart cards 

 Worm disks 

 Biometrics . . . 

Smart Cards 

 Smart cards are plastic cards which look like credit cards and contain a, 

microchip memory instead of a magnetic strip. A smart card's microprocessor 

can check that the device reading the card is authorized to do so. 

Smart cards can be used for      

 identification and authentication of EDI users; 

 controlling access to data and other resources; 

 sealing and signing transactions 

Worm Disks 

 WORM disks (write once read many times) are storage devices to which 

data can be written once and not subsequently amended. However, they are 

only marginally more secure than traditional storage media such as magnetic 

tape. 
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Biometrics 

 Biometric techniques use unique human attributes to provide high levels 

of assurance identity and authentication. These attributes include finger prints, 

voice and hand-shape. At present most techniques have only been pilot tested in 

commercial applications and the high cost of implementing and 

administering them lessens their attraction. 

2.9.4 Value-Added Networks (VANs)’s Role 

 Setting up to use EDI involves considerable expense. For small businesses 

and businesses that do low volumes between each other the cost is not always 

worth the efficiencies achieved. Commercial Value-added networks (VANs) make 

the burdens of the communications complexities easy by offering their 

communications services to prospective EDI users. Generally, a VAN provides 

security at several levels for its mailbox customers. Access control is normally 

provided by a login and password sequence. Messages are screened for the 

individual customer to ensure that they were sent by authorized trading partners 

of the customer. This service also checks for message types and formats, and 

ensures they are acceptable to the customer. Some VANs offer cryptography 

services. The cryptography is used to authenticate and encrypt messages to ensure 

confidentiality. This service requires that the encryption be done at the customer 

site to be of any real value.  

2.9.5 Auditing Concerns  

 Though eliminating the paper records through EDI and Electronic 

Funds Transfer (EFT) may unnerve some auditors, it need not. By requiring 

consistent and proper security measures such as user identification and 

authentication, one's EDI system can provide all the evidence an audit might 

require. A proper authorization system provides evidence of authenticity and 

incorruptibility. An auditor can thus easily verify the authenticity of signatures 

and compile any information desired. An EDI system can: provide this 

affordably, allow the company to purge unneeded data regularly, 

accommodate varying data formats among trading partners, and dis-

criminate between duplicate data caused by re-transmission. By retaining 

the electronic signatures and EDI transaction record, an auditor may easily 

reconcile corporate records and financial statements. 

 EDI requires a paradigm shift of the auditor, along with everyone else. 

Rather than auditing around the computer, the auditor can and must now 

audit through the computer. 
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 In summary, audit survivability depends on traditional and legitimate 

auditing concerns being addressed in new ways: 

 Access   It is critical to control access to_ company computers under 

EDI. 

Uncontrolled access could expose a company to establishing 

unintentional commitments with trading partners. 

 Authorization   You must limit the ability to authorize transactions 

just as tightly as access to computers; 

 Program Development Modification   Because applications often make 

key decisions in a highly automated EDI environment, it is critical to test 

thoroughly and control tightly all software upgrades a decisions in a 

highly automated EDI environment, it is critical to test thoroughly and 

control tightly all software upgrades and application modifications. 

 Disaster Recovery and Backup Because of the increased dependence 

on 

computer systems for all aspects of business in an EDI environment, 

a 

company's business has little tolerance for technical problems. Include 

offsite storage as well as testing or recovery and backup procedures as 

part of your firm's normal routine. 

 One of the features a VAN can offer a customer is a usage accounting data 

option whereby the VAN reports how much traffic comes to the customer in a given 

time period. Transmission status reports to clarify status of an individual 

transaction are also available. 

 Many trading partners require acknowledgment for transactions received, 

and VANs can provide automatic sending of acknowledgments. The VAN can also 

track the transaction traffic. If specific transactions need to be tracked, the VAN 

can provide an audit trail of the requested data.  

17.6  Summary  

 There has been considerable debate concerning the legal status of EDI mes-

sages and electronic messages in general. Although a lot of work is being done on legal 

framework, nothing concrete has come out these efforts. No rules exist that indicate 

how electronic messages may be considered binding in business or other related 

transactions. The legal aspects of EDI are not as simple as they first may seem, 

much depends on jurisdictions, but wise trading partners will ensure the 

'Interchange agreements' clearly defines their position in the case of legal 

difficulties. The trading partner agreement provides valuable protections to you 
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and your trading partners. The trading partner agreement addresses all legal 

issues necessary to implement EDI. 

 One of the major issues in EDI implementation is the ability to apply 

security to EDI transactions so that the transactions will not be tampered with or 

observed, depending on the level of security needed. In order to create a cost-

effective response to the varied technical and human threats to EDI security, 

organizations should publish a security policy which makes clear to all 

management and staff the organization’s attitude to security. Deriving from this 

policy more detailed security requirements and procedures for specific EDI 

implementations can be created so that the obligations undertaken by the 

organization under the EDI contracts can be demonstrably fulfilled. These 

requirements can be used in the selection of the security facilities and the 

implementation of security procedures. The policy definition should go hand in 

hand with an analysis of the risks, possibly using a formal risk analysis 

methodology. 

 Risk analysis can be applied to EDI messages and the procedures 

surrounding their creation and receipt-the risk ranking will vary according to the 

message type and the area of business. The use of risk analysis will identify the 

risks an organization is exposed to in using EDI and establish the priority in 

which these risks require to be minimized. The first step should be to reduce your 

exposure to risks which cannot be controlled internally. The organization’s 

internal risks also require being limited. Never get security out of perspective — 

security is a mainstream business requirement and has to complement the 

functions of EDI systems.  

 

 

17.7 Self-Assessment Questions 

1. What are various legal concerns of applications of EDI in business?  

2. What are the various dimensions of EDI security that have to be secured? 

3. Describe the various security and technological mechanisms of EDI security. 

4. Discuss auditing concerns of applications of EDI in business. 

5. Write note on the following: 

a. Role of Value Added Networks in EDI Security. 

b. Biometrics 

c. Digital Signatures 
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